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|Top Attackers | n DDoS- Def ence |

Attacker Address
212.179. 46. 189

|Attacker Country
| srael

Target Address
147.237.77.216

Signature

Device Action

Count

dover.idf.il ock Wp Al _Nets drop 3
185. 130. 5. 201 147.237.76.176 test.ncore.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount
87.71.7.15 I srael 147.237.72. 166 aka.idf.il C1000008: HTTP: Xenu User Agent B ock 2
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |Cl000103: HTTP. User Agent Sogou+web+spi der B ock 1
96. 224. 6. 212 Lhited Sates 147.237.77. 216 dover.idf.il |ClL000004: HTTP. options nethod (M crosoft) B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
18, 161 56. 34 |147. 237, 76.30 |Tai van b rsh i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
165. 215. 209. 15 [147. 237. 77. 216 |Whited Sates |dover.idf.il Tehila - Perl LW with fake user agent 1
71.6.165.200 [147.237.77.233|Wited Sates |atal.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
40. 78.56. 43 147.237.0.17 |Wiited Sates |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
85. 93. 5. 66 147.237.76. 34 |Ger many yohal an. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Devi ce

ountry Target Address ‘Ste ‘Slgnature Action ‘Count
185.27.105. 73 [l srael 147.237.76.30 |himush.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 31
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 18
46. 19. 85. 78 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 10
46.19. 85. 78 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 10
162. 208.92.66 |[Lhited Sates |[147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 10
192. 243. 55. 129 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
Sreaning Bngine: TCP Invalid i i SSi
37.26.149.170 | srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.54.130.38  |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
192. 243. 55. 131 |Doni ni ca 147.237.77.176 |mtpash.idf.i1 [Bad TCP sequence Inval i d ACK nunber noni t or 8
L sl SYNHAK retransnit with different .
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence i ndow scal e noni t or 8
102.243.55.132 |Doninica  |147.237.77. 176 [natpash.idf. i1 [Bad TOP sequence SNACretransmt with different oo s
W ndow scal e
192. 243. 55. 131 |Coni ni ca 147.237.77. 176 |nat pash. i of .i| |Bad TCP sequence SINAK retransmt with different oo s
w ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop
192. 243. 55. 132 |Doni ni ca 147.237.77.176 |matpash.idf.i| [Bad TCP sequence Invalid ACK nunber noni t or
. sl SYNHAK retransmit with different .
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence vi ndow scal roni t or 7
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |natpash.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 7
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 6
192. 243. 55. 133 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 78 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
185.27.105. 73 [l srael 147.237.76.30 |[hinush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46.19.85.78 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il  |Bad TOP sequence SINHAK retransmt with different oo or 6
w ndow scal e
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 80 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 85. 80 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
. s SYNHAK retransmit with different .
192. 243. 55. 136 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence vi ndow scal noni t or 5
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il  |Bad TOP sequence SINHAK retransmt with different oo or s
w ndow scal e
. s SYNHAK retransmit with different .
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence vi ndow scal roni t or 5
192. 243. 55. 129 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
192. 243. 55. 133 |Domi ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.i1 [Bad TOP sequence SINHAK retransmt with different oo or s
w ndow scal e
. s SYNHAK retransmit with different .
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence vi ndow scal noni t or 5
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
192. 243. 55. 133 |Coni ni ca 147.237.77.74 |lawidf.il  [Bad TCP sequence SINHAK retransmt with different oo o s
W ndow scal e
192. 243. 55. 129 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 5
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
192. 243. 55. 131 |Doni ni ca 147.237.77.176 |matpash.idf.i| [Bad TCP sequence Invalid ACK nunber alert 4
105.104.73.77 |Ageria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il  [Bad TCP sequence SINWAK retransmt with different | onvor g
W ndow scal e
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 4
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence noni t or 4
192. 243. 55. 131 [Doni ni ca 147.237.77. 176 |natpash.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 4
192. 243. 55, 133 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence moni t or 4
Sreaning Engine: TGP Invalid i i SSi
213.57. 174. 121 |1 srael 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segrent retransmssion. drop 4
Ret ransmi ssi on Packet dropped.
82.165. 24. 123 [Ger many 147.237.72. 166 |aka. i df .i | drop SAMrule drop
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SYN drop
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
197.38.197. 170 |Egypt 147.237.77. 170 |n@arachot . i df . i | [Dstributed PHP At enpt B ock 5
197.38.197. 170 |Egypt 147.237.77. 170 |n@ar achot . i df . i | |Unhauthorized URL Access to maarachot.idf.il/xnrpc. php B ock 5
203.170.85.118 [Australia 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut horized LRL Access from 203.170. 85. 118 B ock 5
2.54.7.93 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
217.11.183.210 |Tejikistan [147.237.77.176|nat pash.idf.il Uhaut hori zed URL Access to ww cogat . i df.il/xmrpc. php B ock 3
. . Unhaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | Wi cogat i o i 1/si p storagelfi| es/ O/ si 2e220x0/ 3410.  pg. St Bl ock 3
46.19. 86. 121 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80.246.136.76 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.119.117.85 [Wkraine 147.237.77.216|dover . i df . il Unaut hori zed LRL Access to ww i df.il/nazi/ Bl ock 2
217.11.183.210 |T4jikistan |147.237.77.176 |mat pash.idf.il Dstributed PHP At tenpt B ock 2
2. 54. 143. 202 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
Unaut hori zed URL Access to
L . . wwy lawidf.il/tenplates/ getfile/getfile. aspx?fil enane=xgf Sb3nol w vy3ncdgh
192.243.55. 137 |Dom ni ca 147.237.77.74 |law i df.il pa2f cbwzahvsyxzcbwryxj r zwl ux3j pc2hlbvwxl nbkzg==& nf ocent eri t en+tr Bl ock !
ue
68. 180. 228. 95 g];::: 147.237.76.31 |nakchal .idf.il Paranet er Type M ol ati on PageNumin nakhal .idf.i|/1100- he/ nakhal . aspx B ock 1
58. 8. 154. 241 Thai | and 147.237.77. 216 |dover . i df . i | Enail collector robots 14 B ock 1
207. 46. 13. 193 ;h;:ee: 147.237.72. 166 |aka. i df . i | Uhknown Paraneter catid in aka.idf.il/nain/drushinifag. aspx None 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to waw i df.il/newsitelenglish Bl ock 1
66.249. 65. 115  |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76.42/sip_storage/files/4/3424.jpg  |B ock 1
46.116. 21. 60 I srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
58. 8. 154. 241 Thai | and 147.237.77. 216 |dover. i df . i | eMii | Hoardi ng B ock 1
104. 128. 144. 131|Canada 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237. 0. 34/ redi rect . php B ock 1
66.249. 65. 118 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
87.71.7.15 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df . i |/ mai n/ gi yus/ general . aspx B ock 1
66. 102. 8. 233 ;ﬂ;ttee: 147.237.77.216|dover.idf .il D stributed Unaut horized LRL Access on wanidf.il/error. htm Bl ock 1
128. 232. 110. 28 z";;gom 147.237.72. 167 |i shuri m aka. i df . i|{Uhaut hori zed UR. Access to 147.237.72. 167/ Bock |1
66. 249. 66. 72 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df.il/english/pages/defaul t.aspx  |B ock 1
50. 62. 208. 192 g"alt:g 147.237.72. 156 [anan. i df . i | Dstributed PHP At tenpt B ock 1
89 138.91. 112  |israel 147.237.72. 166 |aka. i df .i | _LhknOV\n Par_ aneF er c_tl OQ$ctI 00$cphMai n$TochenPl aceHol der $bt nAt udaBack None 1
in ww aka. i df.il/nain/giyus/atuda/ asmacht a. aspx
66. 102. 8. 238 ;ﬂ;ttee: 147.237.77.216|dover.idf .i | D stributed Unaut horized LRL Access on waidf.il/error. htm Bl ock 1
217.11.183.210 |Tgikistan [147.237.77.176|nat pash.idf.il PHP Attenpt B ock 1
128. 232. 110. 28 E?';gegom 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/main/rabanut/61998 B ock 1
50. 62. 208. 192 gﬁ;ttg: 147.237.72. 156 [anan. i df . i | D stributed Unhaut hori zed URL Access on www anan. i df . il /xmnrpc. php B ock 1
203.170.85.118 [Australia 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/wp-admn/ B ock 1
89.138.190. 135 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249.65.112 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76.42/ sip_storage/files/0/2430.jpg  |B ock 1
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