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02-18-2016-23:04:06 to 02-19-2016-00:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
104. 156. 227. 57 Lhited Sates 147.237.76. 38 eeneitav.idf.il |Block Udp All Nets drop 1
185. 130. 5. 224 147.237.76. 34 yohal an.idf.il Bl ock Wp Al Nets drop 1
185. 130. 5. 224 147. 237. 76. 202 e halag.idf.il Block Udp All Nets dr op 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

|Site

|Sgna1ure

Devi ce Action |Oount

87. 69. 140. 114 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 6
176. 36. 80. 39 kr ai ne 147.237.77.216  |dover.idf.il C1000106: HITP. maj estic bot Bl ock 3
107. 150. 56. 254 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000106: HITP. najestic bot B ock 2
51. 254. 129. 87 Lhited Ki ngdom 147.237.72.166 |aka.idf.il C1000106: HITP. naj estic bot B ock 2
108. 59. 8. 70 Lhited Sates 147.237.77.216  |dover.idf.il C1000106: HITP. maj estic bot Bl ock 2
2.54.180.7 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
27.125.137. 175 S ngapor e 147.237.77. 216 dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1




02-18-2016-23:04:06 to 02-19-2016-00:04:06

|Top Attackers In |D|

At acker

Target Address ountry Signature
195. 34. 150. 18 |147.237.77.216|Austria dover.idf.il Tehila - Perl LW with fake user agent 4
- ET DCS Large anount of TCP ZeroWndow - Possible Niller2
80.246. 133. 37 [147.237.77. 233l srael atal.idf.il 3
DDos attack
66.249. 64. 180 |147.237.0.34 |lhited Sates  |tikshuv.idf.il ET SCAN NVAP -sA (2) 2
185. 130. 5. 240 |147.237.77. 243 nobi | e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 130. 5. 240 |147.237.77.216 dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
185. 130. 5. 240 |147.237.77.178 e. mat pash. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
185. 130. 5. 240 |147. 237. 76. 147 chi nuch. aka. i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
185. 130. 5. 240 |147. 237.76. 39 nobi | e. nei tav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
185. 130. 5. 240 |147.237.0.35 akaws. i df il ET SCAN Potential VWNC Scan 5900- 5920 1
104. 155. 43. 41 |147.237.72.217 |thited Sates e idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 130. 5. 240 |147.237.77.226 wwwv chanat z. aka. i df . il |ET SCAN Potential VNC Scan 5900- 5920 1
185. 130. 5. 240 |147.237.77.179 e.nazi.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
185. 130. 5. 240 |147.237.77.176 nat pash. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
185. 130. 5. 240 |147. 237.76. 42 refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
185. 130. 5. 240 |147.237.76. 34 yohal an. i df il ET SCAN Potential VWNC Scan 5900- 5920 1
185. 130. 5. 240 |147.237.0.34 tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94, 102. 48. 193 |147. 237. 72. 217 |Net her | ands eidf.il ET SCAN NMAP -sS wi ndow 1024 1
79.195. 47. 224 |147. 237. 76. 202 |Ger many e halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i SSi
2.52.40.1 I'sr ael 147.237.0.34 |tikshv.icr. i |2 €aMNg Engine: TP Invalid |invalid segnent retransnissi on dr op 60
Ret r ansmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
195. 239. 16. 40 RJSS::t”ion 147.237.77.74 |lawidf.il B ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |26
195. 239. 16. 53 RJSf;;”ion 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |26
reaming BEngine: TCP Invali i i SSi
5.102.212.105 |Israel 147, 237.76. 200 |ei tan. aka i of. i1 || SAM NG Engi ne: TCP alid - invalid segnent retransnissi on drop 24
Ret ransm ssi on Packet dr opped.
46.19. 85. 175 I srael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
109. 65. 204. 210 I srael 147.237.0.34 [tikshw.idf.il  [Bad TCP sequence SINHAK retransmt with different 1o, uior |10
w ndow scal e
79.180.254.57  |Israel 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
141.0.12.170 Nor way 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning BEngine: TQP Invalid i i SSi
46.19.85.199  |Israel 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y o 9
Ret ransm ssi on Packet dr opped.
79.180. 254. 57 |l srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 9
Sreaning Engine: TGP Invalid i i sSi
62.90.159.20  |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. . 9
Ret ransm ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df . i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor
109. 64. 187. 11 |l srael 147.237.77. 216 [dover.idf .il Bad TCP sequence noni t or
reaming BEngine: TCP Invali i i SSi
176.13.16.159 | srael 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
Russi an D Streaming Engine: TCP Invalid |[invalid segnent retransnission.
178. 154. 189. 201 Federat i on 147.237.72. 166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 6
reaming BEngine: TCP Invali i i SSi
2.54.41. 63 I srael 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.148.135 |l srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
164. 138. 122. 127l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 5
109. 65. 204. 210 |Israel 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 4
109. 65. 204. 210 |l srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
82.145.219. 118 |Europe 147. 237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 4
54.244.22.103 |Whited Sates  |147.237. 77. 176 |nat pash. i df . | drop First packet isn't SW drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor 4
Sreaning Engine: TQP Invalid i i Ssi
157.565.2.136  |Wited Sates |147.237.76. 200 |eitan. aka. i df . g =g Invalid segnent retransmssion. |y 4
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109.64.80.40  |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i SSi
5.102.222. 1 I srael 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
94.77.196. 82 Saudi Arabi a 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |3
Sreaning Engine: TGP Invalid i i sSi
77.125.144.49 |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 67. 6. 29 I srael 147.237.72. 166 |aka i f .11 g =g Imvalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
176.13.14.236 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.182. 110. 170 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
5.22.135. 240 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
5.102. 254. 70 I srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
79.183. 235. 155 |Israel 147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i Ssi
212.199. 152. 138|i srael 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. |y 3
Ret ransm ssi on Packet dr opped.
188. 120. 148. 231l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaning Engine: TGP Invalid i i sSi
79.176. 149. 157 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 66. 33. 226 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
195. 154.52. 230 |France 147.237.77. 216 |dover.idf. i1 Bl ock HITP Non Conpl i ant Failed to hand e connection data |nonitor |3
Sreaning Bngine: TQP Invalid i i SSi
84.111. 122. 102 |Israel 147.237.77. 243 |nobi I e.i df . | 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
208.115.111.72 |Wited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
109. 64.187.11 |Israel 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
5.22.131.121 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval id AGK nunber noni t or
185.3.146. 202 |l srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
195. 239. 16. 40 R‘SIS:;”i o 147. 237. 77. 216 |dover. i of . B ock HTTP Non Conpl i ant Failed to handle connection data  [nonitor  [2
109. 64.187.11 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
5.22.135. 248 I srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence I'nval i d ACK nunber monitor 2
109. 64.187.11 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber aert 2
5.22.131.99 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber nonitor |2
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

on$83 in wwu aka. i df.il/nain/giyus/ questionnaire. aspx

Country Action
87.68.152.80 | srael 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from Bock |15
87. 68. 152. 80
176. 13. 15. 77 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock
195. 154. 52. 230 |France 147.237.77.216|dover . i df . il Distributed Suspicious Response Code Bl ock
Unhaut hori zed URL Access to
. . waw refua. atal . idf.il/21220- hel ref uah. aspx&a=u&ed=0ahukewj f 8vog
31.44.133.136 |l srael 147.237.76.42 |refuah.idf.il pol | ahwbgsvikhxdObx0gf ggr man&usg=af g cnhsk625r qnbeygkvt xmuj B ock 2
zi 0 i bbg
. . . Unaut hori zed URL Access to
93. 173. 243. 207 |Israel 147.237.0.19 |nmadimatal .idf.il maci matal i df i |/ shar ed/ aj ax/ updat enakat gaunt i ty. aspx Bl ock 2
40.77. 167. 25 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock
46.19. 86. 25 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/size220x0/ si p_storage |B ock
Unknown Par arret er
2.52.129. 201 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP! acetbl der $ct | 13$ct | 01$ct | 03%cbl Questi  |None 2
on$l4 in aka.idf.il/nain/giyus/questionnaire. aspx
192. 116. 190. 42 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
93. 160. 60. 22 Denrmar k 147.237.77. 216 |dover.idf.il Uhaut hori zed LRL Access to waw i df.il/newsite/english B ock 1
66.249.83.155 |[lIsrael 147.237.77.216|dover. i df . il D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 1
207.182. 140. 214|lhited Sates [147.237.77.233|atal .idf.il Dstributed Wauthorized URL Access on 147.237.77. 233/ B ock 1
109. 93. 0. 156 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
Unknown Par anet er
80. 246. 136. 120 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01%$ct | 03$chl Questi  [None 1
on$l in ww aka.idf.il/main/giyus/questionnaire. aspx
Unknown Par arret er
46.19. 85. 241 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP! acetbl der $ct | 13$ct | 01$ct | 03%cbl Questi  |None 1
on$113 in aka.idf.il/nain/giyus/ questionnaire. aspx
66.249. 83.158 |Israel 147.237.77. 216 |dover.i df . il Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock
208.115.111.73 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed LRL Access to aka.idf.il/yohal an/f or uns/ B ock
Unknown Par anet er
109. 186. 54. 144 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01%$ct | 03$chl Questi  [None 1
on$40 in aka.idf.il/main/giyus/ questi onnaire. aspx
; ; D stributed Unauthorized Method for Known URL on
84.109.167.65 I srael 147.237.72. 166 [aka. i df . i | viwv aka. i df . i | / mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock !
197.38.197.170 |Egypt 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock
94.16.11. 27 Ger many 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None
’ . - Unhaut hori zed URL Access to
68.180.228.112 |lhited Sates [147.237.76.86 |navy.idf.il vanw navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 1
i www. chamat z. aka. i
217.69. 133, 242 |¥SSIan 147.237.77.226| . . Uhaut hori zed URL Access to wan chamat z. aka. i df . i |/ nevs/ Bock |1
Federation af.il
- kosher - kravi . i df
40. 77. 167. 90 Lhited Sates |[147.237.0.16 niyl Unhaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
87. 68. 152. 80 I srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
46.121.232.50 |Israel 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
197.38.197.170 |Egypt 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df.il/xmrpc. php B ock 1
104. 128. 144. 131|Canada 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
68.180. 228. 112 |Wnited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1133-19149- he/ dover Bl ock 1
Unknown Par aret er
46.19. 85. 174 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acehbl der $ct | 13%ct | 01%$ct | 03%cbl Questi  |None 1
on$14 in ww aka.idf.il/nain/gi yus/ questionnai re. aspx
Russi an waw. chamat z. aka. i |unaut hori zed URL Access to
217.69. 133. 244 Feder ati on 147.237.77. 226 df.il wwy chanat z. aka. i df . i | / hore/ def aul t. asp Bl ock 1
185.37.162. 7 Iraq 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wwwidf.il/arr/ B ock 1
66. 249. 69. 40 I srael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ 1134- he/ dover. aspx  |Bl ock 1
198.58.96.215 [hited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw idf.il/1294-he/ wan idf.il B ock 1
Unknown Par arret er
2.52.129. 201 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP! acetbl der $ct | 13$ct | 01$ct | 03%cbl Questi  |None 1
on$8l in aka.idf.il/nain/giyus/questionnaire. aspx
109. 93. 0. 156 147.237.77. 216 |dover.i df . il PHP Attenpt B ock 1
79.181.223.62 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par anet er
46.19. 85. 174 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01%$ct | 03$chl Questi  [None 1
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