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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
217.55. 235. 79 Egypt 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- Ur | dest - r eset 2
185. 130. 5. 201 147. 237. 76. 147 chi nuch. aka.idf.il Bl ock_Udp All _Nets drop 1
1.176.134. 240 Korea, Republic of 147.237.76. 31 nakchal .idf.il Bl ock Udp All Nets drop 1
1. 176. 134. 240 Korea, Republic of 147.237.76. 34 yohal an. i df .i | Bl ock Wdp All Nets drop 1
120. 26. 204. 181 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf1 drop 1
1.176. 134. 240 Korea, Republic of 147.237. 76. 30 hi nush. i df .i | Bl ock_Ulp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Country|Target Address |Site Sgnature

188. 120. 134. 202 [l srael 147.237.0.34 |tikshuv.idf.il C1000212: HITP. prefix 1.01 in the LRL B ock 8
91.230.195.63 [Bulgaria 147.237.77.74 |(lawidf.il CL000003: HTTP. phpM/Admin access B ock 3
187.45.195.15 |Razil 147.237.76.31 |nakchal .idf.il C1000003: HTTP: phpM/Adm n access B ock 3
187.45.240.34 |Brazil 147.237.77. 234 |hal ag. i df . i | C1000003: HTTP: phpM/Adni n access B ock 3
89.218.26.108 |Kazakstan 147.237.0.17 |mny-kosher-kravi .idf.i| [ClL000003: HTTP: phpM/Admi n access B ock 3
187.45.193.174 |Razil 147.237.77.233 |atal .idf.il C1000003: HTTP: phpM/Adm n access B ock 3
37.59. 49. 14 France 147.237.77. 170 |naar achot . i df . i | C1000003: HTTP: phpM/Adni n access B ock 3
109. 253. 137. 245 [l srael 147.237.0.34 |tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 2
46. 19. 86. 132 I srael 147.237.0.34 |tikshuv.idf.il C1000212: HTTP. prefix 1.01 in the LR B ock 1
101. 201. 147.32 [China 147.237. 76. 147 |chi nuch. aka. i df .i | 16634: HTTP. Apache HTTP Server nod_status Request |[B ock 1
66.249.64.190 |[Israel 147.237.0.34 |tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 |Chi na 147.237.72.166 |aka. i df . il C1000103: HTTP:. User Agent Sogou+web+spi der Bl ock 1
79.96.116.215  |Pol and 147.237.77.74 |lawidf.il C1000003: HTTP: phpM/Adni n access B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Ste

|Signature

185. 95. 255. 42 147.237.76. 30 hi nush. i df .i1 ET SCAN NVAP -sA (2) 12
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
85. 65. 49. 167 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
69. 160. 35. 132 147.237.76. 39 Lhited Sates nobi le.nei tav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46.117. 36. 178 147.237.77.216  [Israel dover . idf.il portscan: TGP D stributed Portscan 1
185.27.106.108  [147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
128. 199. 63. 156 147. 237. 76. 86 S ngapore navy. i df.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
104. 155. 43. 41 147.237.76. 34 Lhited Sates yohal an.i df . il ET SCAN NVAP -sS wi ndow 1024 1
79.181.214.226  |147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
66. 192. 6. 154 147.237.8.24 Lhited Sates elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 169 147.237.77.216  [Israel dover . idf.il portscan: TGP D stributed Portscan 1
218. 246. 0. 97 147. 237. 76. 86 Chi na navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
149. 78. 38. 112 147.237.77.216  |Israel dover.idf.il portscan: TQP D stributed Portscan 1
104. 155. 43. 41 147.237.76.197 |Wited Sates e hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

Devi ce

SYNtAXK retransmit with

Action

Ret ransm ssi on

Packet dropped.

185. 95. 255. 42 147.237.76.30 |himush.idf.il |Bad TCP sequence different vi ndow scal e nonitor |67
185. 95. 255. 42 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 62
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
79.177.9.173 I srael 147.237.72. 156 |anan. i df .i | drop First packet isn't SN drop 26
Sreaming Engine: TCP Invalid i i ssi
37.26.148.145 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 18
Ret r ansm ssi on Packet dr opped.
2.52.36.107 I srael 147.237.0.19 |nadimatal.idf.i|[SYN At ack SYN -> SYN-ACK -> RST rej ect 14
185. 95. 255. 42 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
. s SYN+ACXK retransnmt wth .
192. 243. 55. 137 [Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence di fferent w ndow scal e nonitor |7
213. 244. 119. 251 g‘ilcisgi':('ja” Territony,|147. 237. 77. 176 |natpash.iof.i1 |SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 6
Sreanming Engine: TGP Invalid i i ssi
5. 22. 130. 69 I srael 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 6
Ret ransnm ssi on Packet dropped.
Pal estinian Territory, . . SYN+tACKK retransnmt wth .
213. 244.119. 251 Qecupi ed 147.237.77. 176 |matpash.idf.il [Bad TCP sequence di fferent v ndow scal e monitor |6
37. 46. 39. 182 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |6
- . . SYNtAXK retransmt with .
192. 243.55. 137 |Doni ni ca 147.237.77. 176 |mtpash.idf.il |Bad TCP sequence di fferent vindow scal e noni t or 5
192. 243.55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor |5
192. 243. 55. 137 |Doni ni ca 147.237.77.176 |matpash.idf.il |SYN Att ack SYN -> SYN-ACK -> Tineout |reject 5
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber monitor |5
213. 244. 119. 251 g";'cisgi'géa” Territory. 147, 237. 77. 176 |natpash. idf.i1  [Bad TCP sequence Invalid ACK nunber monitor |5
185. 95. 255. 42 147.237.76.30 |himsh.idf.il [Bad TCP sequence Inval i d ACK nunber nonitor |4
213. 244. 118. 251 ga:lcis;i':éa” Territory.ly 47 237 77. 176 [natpash.idf il |SYN At t ack SYN -> SYNACK -> Timeout  |reject 4
Sreamng Engine: TCP Invalid i i ssi
66.249.66.60  |Uited Sates 147. 237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 4
Ret ransm ssi on Packet dropped.
190. 240. 24. 239 |Col onbi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
Pal estinian Territory, R SYNtACKK retransnmt wth .
213. 244.118. 251 Cecup ed 147.237.77. 176 |matpash.idf.il |Bad TCP sequence different vi ndow scal e nonitor |4
s SN retransmit wth different .
213.57.225.34 |Israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence i ndow scal e monitor |4
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .| Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data |nonitor
192. 243. 55. 137 [Doni ni ca 147.237.77. 176 |matpash.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or
192. 243.55. 136 |Dom ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
192.243.55. 137 |Cominica 147.237.77.74 |lawidf.il Bad TCP sequence SYNRACK retransmt with moni tor |4
di fferent w ndow scal e
192. 243. 55. 134 |Donmi ni ca 147.237.77. 176 |matpash.idf.il [Bad TCP sequence Invalid ACK nunber nonitor |4
213. 244. 119. 251 glcis;ilgéan Territory.l147. 237. 77. 216 |dover.idf.il  |Bad TCP sequence Invalid ACK nunber monitor |4
192. 243. 55. 137 |Doni ni ca 147.237.77. 176 [mtpash.idf.il [Bad TCP sequence monitor |4
: R SYN+ACXK retransnmt wth .
46.117.162. 127 |l srael 147.237.76.30 |himsh.idf.il [Bad TCP sequence di fferent w ndow scal e nonitor |3
Sreamng Engine: TCP Invalid i i ssi
87.68.32.236  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
190. 240. 24. 239 |Col onbi a 147.237. 77. 216 [dover. i df . i Bad TCP sequence nmoni t or 3
Sreanming Engine: TCP Invalid i i sSi
2.54.5.222 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.178.175.77 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
130.193.37.16  |Russian Federation  |147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
213. 244.119. 251 glcisgi'géa” Territory. 147, 237. 77. 216 |dover. i df . i1 SYN At t ack SYN -> SYN-ACK -> Timeout  [reject 3
31.210.186.84 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreamng Engine: TP Invalid i i ssi
109. 67.55. 209 |Israel 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
217. 132. 106. 153l srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
41.13.220.175 |South Arica 147. 237.72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
2.52.36. 107 I 'srael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 3
- . . SYNtAXK retransmt with .
192. 243.55. 136 |Doni ni ca 147.237.77. 176 |mtpash.idf.il |Bad TCP sequence di fferent vi ndow scal e noni t or 3
Sreaming Engine: TCP Invalid i i ssi
2.54.41. 63 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
79.178.185. 122 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
192. 243. 55. 137 |Donmi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber monitor |3
213. 244. 119, 251 |8 SN A TerTitory. |y 47 537 77 216 |dover.idf.il  |Bad TOP sequence SINGACK retransmt with monitor |3
Qcecupi ed di fferent w ndow scal e
31.210. 187. 143 |Israel 147.237.72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreanming Engine: TGP Invalid i i ssi
5.102. 222. 1 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.23.206 |Israel 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 19
2.52.161. 178 I srael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut horized URL Access from2.52. 161. 178 B ock
109. 67. 38. 73 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
. . . Unaut hori zed URL Access to
2.52.161.178 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 2
79.177.109. 145 [israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw idf.il/error.htm B ock 2
79.178.108.209 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 2
208.115.113.88 |Lhited States [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ show or um asp Bl ock 2
109. 253. 212. 18 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.178.108.209 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Unhaut hori zed LRL Access on waw aka. i df.il/xmrpc. php Bl ock 2
40.77.167. 25 Lhited Sates|[147.237.77. 216 |dover. i df .i | D stributed Lhauthori zed UR. Access on www i df.il/error.htm Bl ock 2
. - . Unaut hori zed URL Access to
79.176.136. 244 I srael 147.237.76.30 |hi nush. i df .1l win chi mush. at al . i df . i | / 994- 8516- he/ hi mush. aspx#. vsnan78l 1bo. f acebook |2 %K [*
Unaut hori zed URL Access to
- . wawv. i df . i |/1133-12535- he/ dover . aspx&a=u&ed=0ahukewi zj nzhkol | ahuf
212.76.117. 131 |Israel 147.237.77. 216 |dover . i df . i | kwBkhapr bzugf ggi maagsi g2=0yj qnon r s ddpzxsdsavwiusg=af g cnhqsauz B ock 1
680l wj 3ykex3qddz3y9pnw
176.13.23.206 I srael 147.237.0.19 |madi matal . i df i [|T00 MY of the Sane Response Code (404) in Session from Bock |1
176. 13. 23. 206
79.182.174.30 |[Israel 147.237.77.74 |lawidf .il D stributed PHP Attenpt B ock 1
. . Unaut hori zed Met hod CPTI ON\S for
46.182.106. 190 |Netherlands (147.237.72. 166|aka. i df . i ww aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
197.38.197. 170 |Egypt 147. 237. 76. 147 |chi nuch. aka. i df . i[O stributed PHP At enpt B ock 1
109. 224. 91. 229 %ﬁ,ﬂ . 147.237.77. 216 |dover. i df . i | Distributed PHP A tenpt B ock 1
31.147.125.165 |Qoatia 147.237.77.74 |lawidf.il Dstributed PHP At enpt Bl ock 1
212.179.3. 44 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ xn rpc. php B ock 1
185.24.206.53  |Israel 147.237.77. 176 |mat pash. i df . i | Unhaut hor i zed LR Access to wwn cogat . idf.il/894-ar Bl ock 1
79.182.174.30 |lIsrael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waww rag. i df.il/xnrpc. php B ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut horized URL Access from 66. 249. 69. 26 B ock 1
197.38.197.170 |Egypt 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df .i|/xmrpc. php B ock 1
109. 224. 91. 229 g‘i%ri c 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
31.147.125.165 |Qoatia 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww | aw i df.il/xmrpc. php B ock
213.57.225.34 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ t ext. css Bl ock
Uhaut hori zed URL Access to
- . . wan law idf.il/tenpl ates/ getfil e/ getfile.aspx?fil enane=xgf 5b3nol wrvy3ncdgh
192.243. 55. 136 | Doni ni ca 147.237.77.74 (lawidf. il pa2f cbwzahvsyxzcdgf r ywsvdf 9oyxr hyxzlcnf cm 5wzgy=& nf ocenteriten¥tr Bl ock !
ue
95. 86. 66. 182 I srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
66.249.79.106 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ B ock 1
197.38.197.170 |Egypt 147.237.76.42 |refuah.idf.il Ostributed PHP At tenpt B ock 1
104. 128. 144. 131|Canada 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ redi rect . php Bl ock 1
77.127.196.172 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
212.76.117.131 [israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter sig2 in ww aka.idf.il/nain/giyus/general .aspx None 1
Unknown Par anet er
79.181.113.33 |[Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $passwor dUpdat e$hi ddenUpdat ePas [None 1
sword in ww aka. idf.il/nain/giyus/fag. aspx
40.77. 167. 29 Lhited Sates |147.237.77. 216 |dover.i df .i | Distributed Uhauthorized URL Access on waw idf.il/error. htm B ock 1
197.38.197.170 |Egypt 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to waw refua. atal .idf.il/xnrpc. php B ock 1
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