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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action |Count
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
87.71.31.161 | srael 147.237. 76. 147 chinuch. aka.idf.il ock_Wp Al _Nets dr op 1
185. 130. 5. 224 147.237. 76. 196 e.sviva.idf.il Bl ock Udp All Nets drop 1
46.172.71. 174 Lkrai ne 147.237.76. 147 chi nuch. aka.idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site

| Sgnature

Devi ce Action |Count ‘

84.111.81.211 |[Israel 147.237.0.34  |ti kshuv.idf.i|C1000212: HTTP. prefix 1.01 in the UR B ock 6
5.29.218. 128 I srael 147.237.0.34  |tikshuv.idf.ilCl000212: HITP. prefix 1.01 in the URL B ock 2
51.255.207.28 |Wited Kingdom |[147.237.72.166 |aka.idf.il C1000106: HTTP. naj estic bot B ock 2
51.255.207.28 |Wnited Kingdom |147.237.77.216 |dover.idf.il [Cl000106: HITP. najestic bot B ock 2
136. 243. 152. 18 |Ger nany 147.237.72.166 |aka.idf.il C1000106: HTTP:. naj estic bot B ock 2
136. 243.152. 18 |Ger many 147.237.77.216 |dover.idf.il |[CL000106: HTTP. najestic bot B ock 2
79.176.209.54 |Israel 147.237.76.31 |nakchal . i df . i |[CL000004: HTTP. options nethod (M crosoft) B ock 1
186. 202. 153. 87 |Brazil 147.237.76.30 |hinush.idf.il |19813: HITP WérdPress Thene Dvi Orectory Traversal Ml nerability  [B ock 1
198. 1. 79. 36 Lhited Sates 147.237.77.234 |hal ag. i df .i| [19813: HITP. WrdPress Thene Divi Directory Traversal Mulnerability  |B ock 1
106. 38. 241. 106 [Chi na 147.237.72.166 |aka.idf .il C1000103: HTTP. User Agent Sogou-+web+spi der B ock 1
66.249.64.185 |[Israel 147.237.0.34  |tikshuv.idf.ilCl000212: HITP. prefix 1.01 in the URL B ock 1
5.29.118. 44 I srael 147.237.77.74 |lawidf.il C1000008: HTTP: Xenu User Agent Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
132.252.173.4  [147.237.77. 216 |Ger many dover.idf.il GPL SCAN nmap TCP 2
180. 97. 106. 37  |147. 237. 76. 197 |Chi na ehinush.idf.il |ET SCAN Potential SSH Scan 1
37.26.149.253  |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
212.199. 182. 150(147. 237. 77. 216 |l srael dover . idf.il portscan: TCQP D stributed Portscan 1
183. 103. 34. 100 |147 237 8 46 [KOr€a Republic | oo @i ET SIDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
180. 97. 106. 162 |147.237. 76. 176 |Chi na test.ncore.idf.il [ET SCAN Potential SSH Scan 1
180. 97. 106. 161 |147. 237. 76. 196 |Chi na e.sviva idf.il ET SCAN Potential SSH Scan 1
149.78.154.69 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.151.52.253 |147.237.0.34 |lkraine tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.52.181. 158 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
218. 246. 0. 97 147. 237. 76. 196 |Chi na e.sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 97. 106. 162 |147.237. 77. 227 |Chi na e. hamaz. i df .il ET SCAN Potential SSH Scan 1
180. 97. 106. 162 |147.237.8.27 [China e.nadimatal .idf.i|ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i SSi
77.127. 209. 155 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Inval i d segnent retransmssi on. drop 42
Ret ransni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TQP Invalid i i SSi
2.54. 40. 61 I'srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dr opped.
46. 116. 199. 104 |l srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 18
79.177.109. 145 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt wth different monitor |16
W ndow scal e
46.116.199. 104 |l srael 147.237.72. 156 |anan. i df .i drop First packet isn't SWN drop 15
46. 19. 85. 153 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 12
46. 19. 85. 153 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 1 I'srael 147.237.0.34  |tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
87.69. 132. 142 | srael 147.237. 72. 156 |anan. i df .i | dr op First packet isn't SYN drop 11
192.243.55.136 |Dominica  |147.237.77.176|mtpash.icf.il  |Bad TCP sequence SINAXK retransmt with different 1 pivor o
w ndow scal e
46. 19. 85. 153 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 153 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
- . . SYNHAK retransnit with different .
192. 243. 55. 134 |Doni ni ca 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence vi ndow scal e noni t or 8
185. 120. 126. 35 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
192. 243.55. 136 |Doni ni ca 147.237.77. 176 |mtpash.idf.il  [Bad TCP sequence Invalid AGK nunber noni t or
- . . SYNHAK retransmit with different .
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence vi ndow scal @ noni t or 6
Sreaning BEngine: TQP Invalid i i SSi
87.70.31.91 I'sr ael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreaning Engine: TAP Invalid i i sSi
79.180.139.72 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaning Engine: TCP Invalid i i ssi
5.102.228.100 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
109. 64. 161. 152 |l srael 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
192.243.55.138 |Dominica  |147.237.77.176|matpash.icf.il  |Bad TCP sequence SINAXK retransmt with different | oo o
w ndow scal e
Sreaning Engine: TQP Invalid i i SSi
84.228.170.38 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
66.102. 9. 107 Lhited Sates |147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 5
5.102. 254. 140 |l srael 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
5.102.254.228 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber noni t or 5
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 5
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
66.102. 9. 117 Lhited Sates |147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 4
192.243.55.134 |Dominica  |147.237.77.74 [lawidf.il Bad TCP sequence SINHAK retransmt with different oo o g
W ndow scal e
- . . SYNHAK retransnit with different .
192. 243. 55. 137 |Domini ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 4
54.244.22.103 |lhited Sates [147.237.77.176|natpash.idf.il dr op First packet isn't SYN drop 4
192. 243.55. 136 |Doni ni ca 147.237.77. 176 |natpash.idf.il  [SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4
37.46.41.27 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
192.243.55.136 |Comnica  [147.237.77.74 |lawidf.il Bad TCP sequence SINAK retransmit with different oo vor g
w ndow scal e
79.176. 186. 188 |l srael 147.237.0.19 |nadi matal.idf.il[SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
192. 243. 55. 134 |Doni ni ca 147.237.77. 176 |mtpash.icdf.il  [Bad TCP sequence Invalid ACK nunber noni t or 4
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
31.210.188.123 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or 4
80.246.137.84  |lIsrael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
- . . SYNHAK retransnit with different .
192. 243.55. 138 |Domini ca 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 4
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 |nat pash.i df . il dr op First packet isn't SYN drop 4
Sreaning Engine: TQP Invalid i i SSi
77.127.114.108 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 214. 242|i srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
2.54.132.11 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
192.243.55.133 |ominica  |147.237.77.176|mtpash.icf.il |Bad TCP sequence SIACK retransmt wehdifferent | onitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
46. 19. 85. 187 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 55
79.176. 186. 188 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 48
176.13.23.206 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 41
2.54.168. 191 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 29
109. 186. 148. 199|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
5.29.118. 44 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut hori zed Method for Known URL from5.29. 118. 44 B ock 5
2.54.142.228 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code Bl ock 4
2.54. 169. 146 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
17.138. 58. 138 g];::: 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to vww aman. i df . il/appl e-app-site-associ ati on B ock 2
66. 249. 69. 26 | srael 147.237.77.216|dover. i df .i | Mil tiple Uhauthorized URL Access from 66. 249. 69. 26 B ock 2
109. 253. 138. 135|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.120.98.181 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.182.174.30 |lIsrael 147.237.77.74 [lawidf.il PHP Attenpt B ock 2
79.176.186. 152 |[Israel 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to ww i df . i |/ hi nush/ sit e/ he/ hi nush. asp B ock 2
79.182.174.30 [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock 2
66.249.93.174  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|tnaut hori zed UR. Access to ww chi nuch. aka. i df .il/404. htm B ock 2
77.127.114.108 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
176.13.15. 77 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
. ] Distributed Lhaut hori zed URL Access on
84.109.49.139 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
2.54.14.136 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 1
79.176.12.245  |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Untraceabl e SSL Sessions from79. 176. 12. 245 (Qpen Mde) None 1
68. 180. 228. 175 ;“;tteeg 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8967- he/ r ef uah. aspx Bl ock 1
194. 187. 168. 236|Pol and 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to v i df.il/1283- B ock 1
Unknown Par arret er
79.182.162.78 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chbl Quest i on$117 [None 1
in ww aka.idf.il/nmain/giyus/questionnaire. aspx
212.85.108. 202 |Pol and 147.237.72. 156 |anan. i df . i | D stributed PHP Attenpt B ock 1
Unknown HTTP Request Method A-[[#0]][[#0]][[#0]]p;[[#23]]AceA
Lhi ted . . OW [ [#31]] DAt A° Ae Aa nCv A® AZFASA, AAUAYA: A Az A...| RaAs
73.226.77. 42 Sates 147.237.76.42 |refuah.idf.il r i A [ [#2]] bR AAY] [ #30] ] AKnvA—AYAT [ #6]] AAe A [ [ #11]] A A—A, B ock 1
A?A+
37.26.146.201 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
87.71.31.161 I srael 147.237.72. 166 [aka. i df . i | O stributed PHP Attenpt B ock 1
79.176.100.44 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
73.226.77. 42 ;h;:ee: 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
197.38.197. 170 |Egypt 147.237.76.31 |nakchal .idf.il PHP Attenpt Bl ock 1
Lhited - . Unaut hori zed URL Access to
8.37.71.71 Sates 147.237.77. 216 |dover . i df . | wn i df . i1/ engl i sh/ &usg=al kj r hj O5xqonj gi xet negkdt kuej hf ehq Bock |1
212. 85.108. 202 |Pol and 147.237.72. 156 |aman. i df . i | Dstributed Uauthori zed URL Access on v aman. i df . il/xnrpc. php Bl ock 1
. . Unknown Paranet er ctl 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack
77.125.113. 226 |lsrael 147.237.72. 166 |aka. i df . i | i n waw aka. i df . i |/ @i 1V gi yus/ at udal asnacht a. aspx None 1
66. 249. 69. 32 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
192.243.55.129 |Dominica [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to www i df. i/ newsit el i mages/ 0108- Bl ock 1
37.46.39.171 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Qode B ock 1
87.71.31.161 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwu aka. i df.il/xmrpc. php B ock 1
Illegal Byte Gode Character in Method A4 [#0]1[[#0]1[[#0]]1p; [[#23]] Aceh
Lhi ted . . OW [ [ #31]] DAt A° Ae A2 nCvA° AZFASA, AAUAYA; A2 Az A...| AaAg
73.226.77. 42 Sates 147.237.76.42 |refuah.idf.il r i A [ [#2]] bR AR [ #30] ] AKhvA_AYAT [ #6]] A2Ae A} [ [ #11]] A A—A, Bl ock 1
A?A+
197.38.197. 170 |Egypt 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal . idf.il/xmrpc. php B ock 1
109. 253. 146. 251 |1 srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
50. 62. 208. 36 Lshlalts: 147.237.72. 156 |anan. i df . i | D stributed PHP Attenpt B ock 1
14.222.215.21 |China 147.237.77.216|dover. i df .i | LR is Above Root DOirectory wawidf.il/../shared/ usercontrol s/ headerupper/ |B ock 1
. . Unknown Par anet er ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPri nt
77.125.113.226 |[Israel 147.237.72.166 |aka. i df . i | i n v aka i df i |/ nai v/ gi yus/ at udal asnacht a. aspx None 1
192.243.55.133 |Dominica [147.237.77.216|dover.idf.il Lhaut hori zed LR Access to waw idf.il/894-ar B ock 1
37.187.114. 171 |Fance 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to /sap/ hana/ adni n/ B ock 1
. - Distributed Uhaut hori zed URL Access on
93.172.240.219 |[Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
197.38.197. 170 |Egypt 147.237.76.42 |refuah.idf.il Dstributed PHP At enpt Bl ock 1
73.226.77. 42 ;“;tteeg 147.237.76.42 |refuah.idf.il Ill1egal Byte Qode Character in LR B ock 1
149. 78. 42. 240 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https:/waidf.il/ B ock 1
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