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02-18-2016-20:04:06 to 02-18-2016-21:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 133. 208 Canada 147.237.76. 199 e. nakchal .idf.il|Bl ock_Udp All Nets drop 3
198. 84.193.7 Canada 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
190. 237. 143. 243 Peru 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
192. 243. 55. 132 Doni ni ca 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
190. 40. 69. 17 Peru 147.237.76. 42 refuah.idf.il B ock_Udp Al Nets drop 1
190. 40. 69. 17 Peru 147.237. 76. 44 e.refuah.idf.il |Block Udp All Nets drop 1




02-18-2016-20:04:06 to 02-18-2016-21:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
46.117.62. 87 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 18
5.29.118. 44 I srael 147.237.72.166 |aka.idf.il C1000008: HTTP: Xenu User Agent Bl ock 4
85. 64. 249. 42 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL B ock 4
109. 65. 72. 158 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 2
5.29.118. 44 I srael 147.237.77.216  |dover.idf.il C1000008: HTTP: Xenu User Agent Bl ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP: User Agent Sogou-+web+spi der B ock 1




02-18-2016-20:04:06 to 02-18-2016-21:04:06

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature
ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos

80. 246. 133. 236 |147. 237. 77. 233 |l srael atal.idf.il 6
attack
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
66.249.93.67 [147.237.77.233|Wited Sates |atal .idf.il ET SCAN NVAP -sA (2) 2
180. 97. 106. 162 [147. 237. 72. 156 |Chi na anan.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 161 [147.237.0.19 [Chi na nadi matal .idf.i [ET SCAN Potential SSH Scan 1
104. 154. 93. 51 [147.237.76.44 |lUited Sates |e.refuah.idf.il [ET SCAN NMAP -sS wi ndow 4096 1
85.93.5. 65 147.237.77. 74 |Ger many lawidf.il ET SCAN Potential SSH Scan 1
84.111. 5. 97 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
218.246.0.97 |147.237.77. 243|Chi na nobi le.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
79.183. 192. 203 (147. 237. 77. 216 |1 srael dover.idf.il portscan: TCP D stributed Portscan 1
218.246.0.97 |147.237.77.179|Chi na enazi.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
79.179.216.29 |147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
100. 104. 75. 148 |147. 237. 76. 34 |Agentina yohal an.i o1 ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
180. 97. 106. 161 [147. 237. 72. 14 |Chi na dover.idf.il (ol d|ET SCAN Potential SSH Scan 1
107. 189. 73. 204 [147.237.76.30 |lhited Sates [himush.idf.il [ET SCAN NMAP -sS wi ndow 4096 1
88.157. 203. 66 [147.237.77. 216 |Fort ugal dover.idf.il portscan: TCP D stributed Portscan 1
84.228.96.31 [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
218.246.0.97 [147.237.77.216|Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
79.183. 121. 133 (147. 237. 77. 216 | srael dover . idf.il portscan: TP D stributed Portscan 1
218.246.0.97 |147.237.77.178|Chi na e.matpash.idf.il [ET SCAN NMAP -sS w ndow 1024 1
192. 243. 55. 129 |147. 237. 77. 216 | Doni ni ca dover.idf.il portscan: TCP D stributed Portscan 1




02-18-2016-20:04:06 to 02-18-2016-21:04:06

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
66.249.93.123 |[Wnited Sates |147.237.77.233|ata .idf.il drop First packet isn't SWN drop 41
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.76.127.219 |l srael 147.237.77. 233 |atal .idf. il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 27
66. 249. 93. 67 Lhited Sates |147.237.77.233|atal.idf.il drop First packet isn't SN drop 27
77.246.49.53 Zi nbabwe 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 23
Sreaning Engine: TCP Invalid i i ssi
77.127. 209. 155 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
66.249.93.127 |Whited Sates |147.237.77.233]atal .idf.il drop First packet isn't SWN drop 17
41.102.134.13 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
212.76.127.44 |lIsrael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data noni t or 15
77.246. 49. 53 Zi mbabwe 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 14
109. 186. 184. 176|l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 12
192. 243. 55. 130 |Doni ni ca 147.237. 77. 216 |dover.i df .i Bad TCP sequence Invalid ACK nunber noni t or 11
Sreanming Engine: TCP Invalid i i ssi
37.26.147.147 |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
31.210. 187. 213 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
77.246. 49. 53 Zi nbabwe 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 8
) R SYNHAK retransmit with different .
77.246. 49. 53 Zi mbabwe 147. 237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 8
192.243.55.129 |Dominica  |147.237.77.176|mtpash.icf.il  |Bad TCP sequence SINAXK retransmt wih different | pivor |7
w ndow scal e
5.102. 195. 81 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
109. 186. 184. 176l srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
. . SYNretransnit wth different .
80. 246. 130. 172 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 7
109. 186. 184. 176 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHA retransmt with different oo |7
w ndow scal e
109. 186. 184. 176! srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 7
Sreaning Engine: TCP Invalid i i ssi
37.46.39.171  |Israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
192.243.55.135 |Domnica  |147.237.77.216|dover.icf.il  |Bad TCP sequence SINAK retransmt wih different o vor
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
79.176.54.240 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
109. 64. 163. 241 |Israel 147. 237.77. 243 |robile. i f . | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 6
Sreaning Engine: TQP Invalid i i SSi
109. 64. 176. 124 I srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
192. 243. 55. 129 [Doni ni ca 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence Invalid AGK nunber noni t or 6
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |mtpash.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 6
192. 243.55. 130 |Doni ni ca 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
109. 186. 184. 176l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber aert 5
192. 243.55. 133 |Doni ni ca 147.237.77. 176 |natpash.icf.il  |Bad TCP sequence SINHAK retransmt with different | oo g
W ndow scal e
192. 243.55. 130 |Doni ni ca 147. 237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
- s SYNHAK retransmit with different .
192. 243.55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal noni t or 5
2.54.0.71 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
- . . SYNHAK retransmit with different .
192. 243.55. 130 |Doni ni ca 147. 237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 5
77.246.49. 53 Zi nbabwe 147.237.77. 216 [dover.idf. il Bad TCP sequence noni t or
192. 243.55. 129 |Dom ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
- s SYNHAK retransmit with different .
192. 243.55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal noni t or 5
192. 243. 55. 135 |Donmi ni ca 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 5
188. 120. 154. 195! srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 5
192.243.55.132 |Dominica  |147.237.77. 216 |dover.idf.il Bad TCP sequence SINHA retransmt with different oo o g
W ndow scal e
190. 237. 143. 243|Peru 147. 237.77. 216 |dover.idf il Bad TCP sequence noni t or 4
192. 243. 55. 132 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence noni t or 4
195.34.150.18 |Austria 147.237.77. 216 [dover.idf. il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or 4
192. 243.55. 131 |Doni ni ca 147.237.77. 176 [matpash.idf.il  |[Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243.55. 138 |Doni ni ca 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence Inval id ACK nunber noni t or 4
192. 243. 55. 135 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243.55. 138 |Doni ni ca 147. 237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
85. 64. 89. 150 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 127
85. 64. 89. 150 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 104
37.26.147.254 |[israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 78
176.13. 15. 77 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 72
2.54.7.93 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 62
185.24.76. 141 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 60
84.94.41.194 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 44
85.64.89.150 | srael 147.237.0.19 |nadimatal .idf. i ;g?GTZVQ.OISéhe Sane Response (ode (403) in Session from Bl ock 41
46.121.244.76 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 39
37.26.147.254 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 33
84.94. 41. 194 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 22
109. 66. 54. 242 |Israel 147.237.0.34 |tikshuv.idf.il Igg.'\g.'yg’fz;ge Same Response (pde (404) in Session from Bl ock 17
185.24.76.141 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 6
197.38.197.170 |Egypt 147.237.77. 170 [maar achot . i df . i | [Uhaut hori zed LRL Access to maarachot . idf.il/xnrpc. php B ock 5
176.13. 15. 77 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 5
134.249.54. 139 |krai ne 147.237.77. 216 |dover. i df .i | D stributed Lhaut hori zed URL Access on ww i df.il/nazi/ Bl ock 5
197.38.197.170 |Egypt 147.237.77. 170 |n@ar achot . i df . i | |Ostributed PHP Attenpt B ock 5
84.108. 66.212 |lsrael 147.237.77. 170 |maar achot . i df . i | [Mil ti pl e Uhaut hori zed URL Access from 84. 108. 66. 212 Bl ock 4
79.182.174.30 |[Israel 147.237.77.74 |lawidf.il PHP At t enpt B ock 4
79.182.174.30 [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww nag. i df.il/xmrpc. php B ock 4
5.29.118. 44 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 5. 29. 118. 44 Bl ock 4
66.102. 7. 233 Lhited Sates 147.237.77. 216 |dover. i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 3
37.142.64.103 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
185.32.179.20 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
79.177.240.81 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66. 102. 7. 240 Lhited Sates 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on v i df.il/error. htm B ock 3
46.119. 123. 238 [Wkrai ne 147.237.77.216|dover . i df .i | O stributed Lhaut horized URL Access on v i df . i |/ nazi/ B ock 3
62.219. 225.130 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip_storagelfiles/ 1/ B ock 3
217.132.111. 142[i srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.54.0.73 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
66.102. 7. 226 Lhited Sates 147.237.77. 216 |dover.idf .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 2
149.78.54.60  |Israel 147.237.72. 166 |aka. i df . i | m“;t';’_rii df?lﬁwﬁlcgf’;js/tfomrd o at udel A Bl ock 1
85. 64. 89. 150 I srael 147.237.0.19 |madi matal .idf.i|Too Many 403: Response Code per Session Bl ock 1
80. 246. 130. 211 [Israel 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation SearchText in wwidf.il/1065 en/dover.aspx |B ock 1
66. 249. 66. 36 I srael 147.237.77.74 [lawidf.il Dstributed Il1egal Paraneter Encoding None 1
62. 122. 240, 191 :Z:::t”i o 147.237.77.74 |lawidf il \;Twalr':\t,veir dfT_yipf/t\"egLft ai o égtffﬁeg;ge;' ftielrg.i ;pr B ock 1
100. 160. 142. 78 |israel 147. 237.72. 166 |aka. i df . i | LL'riiasJ/ I%;eﬁdﬁngggzazgg;kﬁ [ kapatzlfres Bl ock 1
5.29.118. 44 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for v aka. i df . i/ mai n/ gi yus/ Bl ock 1
197.38.197.170 |Egypt 147.237.0.34 [tikshuv.idf.il [Uauthorized URL Access to waw tikshuv.idf.il/xmrpc. php B ock 1
184. 168. 192. 107|Uhited Sates 147.237.72. 156 [anan. i df . i | Ostributed PHP At tenpt Bl ock 1
157.55.39.164 |lhited Sates  [147.237.72. 166 |aka. i df .i | Unaut hori zed URL Access to 147. 237. 72. 166/ Bl ock 1
207. 46. 13. 90 Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/main/kapat z/ A—4€‘A—4€? B ock 1
192. 243, 55. 137 |ooni ni ca 147.237.77. 216 |dover. i df . i | ﬁ:‘;’“;t ?deﬁ/‘f dﬁ‘ogfg? 4t6(t))| ":’;”c‘]‘; df. T/ nevsi te/ movi es/yassinz. v g o0 1
82.166. 239. 163 |l srael 147.237.76.30 |hinush.idf.il Mil tipl e Unhauthorized URL Access from 82. 166. 239. 163 B ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df .il/894-12321-en B ock 1
178.165.76.75 |lkraine 147.237.77.216|dover. i df . i | Parareter Type M ol ation PageNumin vwwy i df . il/1283-en/ dover. aspx Bl ock 1
109. 253. 140. 46 |l srael 147.237.72. 166 |aka. i df . i | Too Many Qookies in a Request - 113 cooki es B ock 1
62.219.225. 130 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut horized URL Access from 62.219. 225. 130 B ock 1
84.108. 66.212 |lsrael 147.237.77. 170 |n@ar achot . i df . i | |Uhaut hori zed URL Access to maarachot . i df. i/ pdf Bl ock 1
197.38.197. 170 |Egypt 147.237.76.42 |refuah.idf.il Ostributed PHP Attenpt B ock 1
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