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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
40. 77. 167. 38 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
69. 171. 230. 106 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
198. 20. 69. 98 Lhited Sates 147.237.76. 44 e.refuah.idf.il |Bock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
79. 181. 200. 159 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 10
84.109. 39. 112 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 6
84. 108. 245. 177 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL B ock 4
79. 183. 33. 59 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 2
80.178.195. 79 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 2
46. 19. 86. 206 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP. User Agent Sogou-+web+spi der B ock 1




02-18-2016-19:04:06 to 02-18-2016-20:04:06

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66.102. 9. 17 147.237. 72. 167 Lhited Sates i shuri maka.idf.il ET SCAN NVAP -sA (2) 2
66.102. 9. 6 147. 237. 72. 167 Lhited Sates i shurimaka.idf.il ET SCAN NVAP -sA (2) 2
182. 254. 149. 138 147.237.77.216 Chi na dover . idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 253. 223. 178 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
94.102. 48. 193 147.237.77. 233 Net her | ands atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.182.125.5 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
68. 180. 228. 112 147.237.77.216 Lhited Sates dover.idf.il portscan: TCP Distributed Portscan 1
59. 45. 79. 117 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
213. 8. 44. 227 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stri buted Portscan 1
59. 45. 79. 117 147.237. 8. 14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
2.52.4.78 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
180. 97. 106. 161 147.237.77. 61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
109. 253. 141. 218 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
84.94. 35. 52 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
79. 180. 252. 207 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
66. 249. 66. 36 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
59. 45. 79. 117 147.237.8. 45 Chi na eetanidf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.77.234 Lnited Sates hal ag. i df .il ET DRCP DBshi el d B ock Listed Source 1
2.54.134.236 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

At acker

ountry ‘Target Addr ess ‘Ste ‘Slgnature
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 36
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
212.76.127. 111 [l srael 147.237.77.233|atal .idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 29
107. 167.103. 61 |Lhited Sates [147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 24
93. 172. 239. 216 |I srael 147.237.77.233|atal .idf.i1  |Bad TCP sequence S retransmt with different wndow | oior |22
212.76.127. 44 |lsrael 147.237.77.233|atal .idf.il  [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 21
2.54. 40. 201 I 'srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 14
77.246.55.136 |Zi nbabwe 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 13
79. 178. 196. 243 |I srael 147.237.76.42 |refuah.idf.il |[SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 10
L . . SYNPAXK retransmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence i ndow scal e noni t or 10
79.178. 196. 243 |l srael 147.237.76.42 |refuah.icf.il [Bad TOP sequence SIHAK retransmt with different —fonior 1o
w ndow scal e
79.178. 196. 243 || srael 147.237.76.42 |refuah.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout aert
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
80. 246. 130. 172 |I sr ael 147.237.76.42 |refuah.idf.il [Bad TCP sequence i;;e”ansm't with different wndow | oivor s
L . . SYNPAXK retransnmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 8
reanming BEngine: TCP Invali i i ssi
176. 13.10. 108 |israel 147.237.77. 243 ot e i o 1 |21 €M NG Engi ne: TCP Invalid Invalid segnent retransmssion. dr op 6
Ret ransmi ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
79.180. 164. 15 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Inval i d segnent retransnission drop 6
Ret ransm ssi on Packet dropped.
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreamng Engine: TCP Invalid i i ssi
79.181.13.10 [l srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
87.69.191.172 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransnission. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 148. 224 |I srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 6
Ret ransm ssi on Packet dropped.
31.210. 187. 130 [l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
79.180.9.14  [Israel 147.237.77. 243 |nobi l e i df . 9 =g Invalid segnent retransmssion. dr op 6
Ret ransmi ssi on Packet dropped.
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreanming Engine: TGP Invalid i i ssi
79.180.125.33 [Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
79. 178. 196. 243 |l srael 147.237.77. 216 |dover.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
5.102.195.199 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
79.178. 196. 243 |I srael 147.237.77. 216 |dover.idf.i1 |Bad TCP sequence SINAK retransmt with different foniior |5
w ndow scal e
192. 243. 55. 137 |Doni ni ca 147.237.77. 176 |natpash. i of .i1[Bad TOP sequence SINAK retransmt with different oo s
w ndow scal e
192. 243, 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert 5
79.178. 196. 243 [l srael 147.237.77.216|dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout alert 5
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 4
77.246.55.136 |Zi nbabwe 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 4
212.199. 57. 204 || srael 147.237. 72. 166 |aka.i of .i SYN At tack SYN -> SYN-ACK -> RST rej ect 4
81.57.222.64 |France 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
192. 243. 55. 137 |Doni ni ca 147.237.77. 176 |matpash.i of .il|Bad TCP sequence Invalid ACK nunber noni t or 4
80. 246. 137. 211 |I srael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TGP Invalid i i ssi
5.29.195.184 |Israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segment retransnission. dr op 4
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.177.22.221 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. dr op 3
Ret ransm ssi on Packet dropped.
2.52.7.217 I srael 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
52.16. 5. 197 Lhited Sates |147.237.77.216|dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreanmng Engine: TCP Invalid i i ssi
80. 178. 169. 221 |I srael 147. 237.72. 166 |aka i f . 9 =g Inval i d segnent retransnission. drop 3
Ret r ansm ssi on Packet dropped.
87.69.191.172 |Israel 147.237.77.233|atal .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
109. 67.13.142 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
94.77.196.82 [Saudi Arabia |147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or
2.52.7.217 I 'srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert
Sreanmng Engine: TCP Invalid i i ssi
207.46.13.2  |wited Sates |147.237.77. 243 |nobile.idf il 9 =9 Inval i d segnent retransnission. drop 3
Ret r ansm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
84.94.41.194 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 106
2.54.10.178 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode B ock 77
84.94. 41. 194 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) Bl ock 72
82.81.194.43 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 45
176.13.15. 77 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode B ock 33
84.111.65.109 [Israel 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Code Bl ock 25
2.54.10. 178 I srael 147.237.0.19 |madimatal .idf.il [0 M of the Sane Response Cbde (404) in Session from Bock |20
2.54.10.178
. . Unaut hori zed URL Access to
185. 13. 194. 140 |l srael 147.237.72. 166 |aka. i df . i | e aka. i df . i | / nai v/ sachar / r esour ces/ styl es/ Bl ock 18
mobi le.nei tav.idf.i| o
185.27.106. 70 |l srael 147.237.76. 39 | O stributed Suspici ous Response Code B ock 17
79.182.100. 186 |[Israel 147.237.72. 156 [anan. i df . i | Mil ti pl e Unaut hori zed LRL Access from 79. 182. 100. 186 B ock 14
40.77.167. 25 Lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed LRL Access on wawnidf.il/error. htm Bl ock 9
109. 253. 146. 85 |l srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Uhaut hori zed URL Access from 109. 253. 146. 85 B ock 5
66. 102. 8. 243 Lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 4
64.233.173.156 |lnited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed LRL Access on wanidf.il/error. htm Bl ock 4
66. 102. 8. 238 Lhited Sates [147.237.77.216|dover.idf.il D stributed Whauthorized URL Access on waw i df.il/error. htm B ock 4
64.233.173.151 [lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 3
46.119.117.85 |Wkraine 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wan idf.il/nazi/ B ock 3
64.233.173.161 |lhited Sates [147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on wwidf.il/error. htm B ock 3
. . - Unaut hori zed URL Access to
109. 253. 146. 85 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e.i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1432 B ock 3
79.181.15.225 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock
109. 253. 211. 207|1 sr ael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode B ock
80.246.139.11 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
Unknown Par anet er
109. 226.55. 27 |l srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01$ct | 03%chbl Quest i on |None 1
$35 in ww aka. i df.il/nai n/gi yus/ questi onnai re. aspx
66. 249. 69. 26 | srael 147.237.77.216|dover. i df .i | D stributed Unaut hori zed LRL Access on ww idf.il/error. htm B ock 1
. - DO stributed Whaut horized URL Access on
84.109.16.86  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
217.132. 65. 140 |Israel 147.237. 72. 156 |anan. i df . i | Distributed thaut hori zed LR Access on Bock |1
v anan. i df . il /https: /v anan.idf.il/
199.30.24.150 |uwited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wan i df.il/error. htm B ock 1
. . D stributed Uhauthorized URL Access on
80. 246.130. 172 | srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
Unknown Par arret er
176.13.13. 77 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehbl der $ct | 13%ct | 01%ct | 03%chl Quest i on [None 1
$117 in v aka. i df . i |/ mai n/ gi yus/ quest i onnai r e. aspx
79.178.108.209 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df.il/xmrpc. php B ock
93.172.239.216 |[Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx Bl ock
Unknown Par arret er
82.80.160.251 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPt acetbl der $ct | 13%ct | 01%ct | 03$chl Quest i on [None 1
$1 in wwwn aka. i df.il/nai n/gi yus/ questi onnaire. aspx
Unaut hori zed URL Access to
213, 151. 47. 159 |1 srael 147. 237.72. 166 |aka. i df . i | v aka. i (ij .il/sip_storage/files/ O/_711$0. pdf &sa:u&ved:Oahukew 46(_1 B ock 1
3y5i hl ahxi vr gkhr - _cvqgf ggymac&usg=af qj cnf pg4zuOhi dypnengz4wcvr i
Oy8ha
79.182.174.30 |[Israel 147.237.77.74 [lawidf.il PHP Attenpt Bl ock 1
184. 168. 192. 163|lhited Sates [147.237.72.156 |anan. i df . | D stributed Unauthorized URL Access on vww aman. i df.il/xmrpc. php [B ock 1
Unknown Par anet er
109. 226.55. 27  |Israel 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenM aceHbl der $ct | 13$ct | 01%ct | 03$chl Quest i on [None 1
$45 in www aka. i df.il/nmai n/ gi yus/ questi onnai re. aspx
66. 249. 69. 26 I srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df . il /hebrew organi zat i on/ horef ront |Bl ock 1
220.181.108.78 |China 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
84.111.22. 23 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
5.29.181. 69 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/x¢xyx xex B ock 1
199. 30. 24,217 |uwited Sates |[147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 1
79.180.164.15 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspi ci ous Response Code Bl ock 1
Unknown Par anet er
176.13.13.77 I srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01$ct | 03%chbl Quest i on |None 1
$71 in ww aka. i df.il/nai n/gi yus/ questi onnai re. aspx
; ; . Unaut hori zed URL Access to
66.220. 155. 215 |Lhited Sates [147.237.72.166|aka.idf.il vw aka, i of.i1/si p st oragel fi | es/ 1/ 45741, pef &h=Baghaugj ¢ B ock 1
103. 16.228.98 |Hong Kong 147.237.77. 216 |dover.idf .i | Enail collector robots 14 Bl ock 1
Unknown Par anet er
46.120.126. 198 |Israel 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01$ct | 03%chbl Quest i on |None 1
$117 in aka.idf.il/nai n/ gi yus/ questi onnai re. aspx
216. 144.237.118|Wnited Sates [147.237.72.156|anan. i df . il Dstributed PHP At tenpt B ock 1
79.182.174.30 [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php Bl ock 1
66.249.83.161 |[Israel 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed LRL Access on wanidf.il/error. htm Bl ock 1
5.62. 131. 192 RJSIS;;ni o 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wan i df.il/arr/ Bock |1
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