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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
79.177. 146. 215 | srael 147.237. 72. 166 aka.idf.il |[Block Ulp Al Nets drop 6
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgna1 ure Devi ce Action |Oount |
87. 69. 146. 42 I srael 147.237.0. 34 ti kshuv.idf.il|Cl000212: HTTP. prefix 1.01 in the UR B ock 8
164.138.122. 127 |israel 147.237.0. 34 tikshuv.idf.il|Cl000212: HTTP. prefix 1.01 in the LRL B ock 6
66. 249. 93. 117 Lhited Sates 147.237.0. 34 tikshuv.idf.il|Cl000212: HTTP. prefix 1.01 in the URL B ock 4
193. 200. 80. 26 United Kingdom [147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
84.110.192. 161 I srael 147.237.0. 34 tikshuv.idf.il|Cl000212: HTTP. prefix 1.01 in the LRL B ock 4
85. 64. 249. 42 | srael 147.237.0. 34 tikshuv.idf.il|Cl000212: HTTP. prefix 1.01 in the URL B ock 4
66. 249. 93. 121 I srael 147.237.0. 34 ti kshuv.idf.il|Cl000212: HTTP. prefix 1.01 in the UR B ock 3
66. 249. 93. 125 Lhited Sates 147.237.0. 34 tikshuv.idf.il|Cl000212: HTTP. prefix 1.01 in the LRL B ock 3
157.55. 2. 157 Lhited Sates 147.237.0. 34 tikshuv.idf.il|Cl000212: HTTP. prefix 1.01 in the URL B ock 2
79.181. 149. 106 I srael 147.237.0. 34 ti kshuv.idf.il|Cl000212: HTTP. prefix 1.01 in the UR B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il [CL000103: HTTP: User Agent Sogou+web+spi der B ock 1
123. 126. 68. 127 Chi na 147.237.77.216 |dover.idf.il [CL000103: HTTP: User Agent Sogou+web+spi der B ock 1
40.77.167. 14 Lhited Sates 147.237.0. 34 ti kshuv.idf.il|Cl000212: HTTP. prefix 1.01 in the UR B ock 1
95. 219. 54. 62 Romani a 147.237.77.216 |dover.idf.il [9221: HTTP. PUT Method Execution over HTTP/ WbDAV B ock 1
40.77.167. 25 Lhited Sates 147.237.0. 34 tikshuv.idf.il|Cl000212: HTTP. prefix 1.01 in the URL B ock 1
84.109. 39. 112 I srael 147.237.0. 34 ti kshuv.idf.il|Cl000212: HTTP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

193. 200. 80. 26 |147.237.77.74 LKJ?i;;gom lawidf.il S Injection - Select From 9
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
192. 198. 151. 45 [147. 237. 72. 167 |Eur ope ishurimaka.idf.il |ET SCAN NVAP -sA (2) 2
84.111.18. 145 |(147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 137. 125 (147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
50. 202. 130. 130 |147.237. 77. 216 |Lhited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
45.35.64.142  |147.237.77.216 dover.idf.il portscan: TCP D stributed Portscan 1
183.60.48.25 |147.237.76.39 |China nobi | e. nei tav.idf.i[ET SCAN Potential SSH Scan 1
37.26.146.164 |147.237.0.19 |[Israel nadi matal .idf.il |ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
149. 78.154. 69 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54. 166. 66 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
112. 124. 10. 141 [147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 66. 31. 204 [147.237. 72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
95.219.54.62  |147.237.77. 216 |Romani a dover.idf.il Tehi | a defacenent attenpt (-Hacked By- sent to Véb Server) 1
84.94.60.100  [147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
62.90.212. 137 |(147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
193. 201. 227. 57 |147.237.0.15  |krai ne kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
46.116.15.93  |147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
37.46.38.115  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
178, 218 224. 2 |147. 237. 76. 42 |0l and ceftahidh il ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
37.26.146. 131 |(147.237.72. 166 |l srael aka.idf.il portscan: TQP D stributed Portscan 1
132. 64.25.220 [147.237.77.216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
109. 67. 192. 133 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
101, 108. 245. 10 |147. 237 76.31 |Thai 1 and vekehal i df i1 ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
212.76.127.219 |lIsrael 147.237.77.233 |atal .idf. il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  |nonitor 87
173.203.187.1 |Uited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 72
173.203.187.1 |wnited Sates [147.237.76. 147 |chinuch. aka.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 70
212.76.127.10 |lIsrael 147.237.77.233 |atal .idf. il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  |nonitor 60
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaming Engine: TGP Invalid i i ssi
37.26.148.202 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 24
Ret ransni ssi on Packet dropped.
89.248.171.38 [Netherlands [147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
Sreamng Engine: TCP Invalid i i ssi
80. 246.139.90 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
46.19.86.198 [ srael 147.237.72. 166 |aka. i df .i | 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
109. 160. 235. 116]I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence noni t or 12
109. 160. 235. 116]l srael 147. 237. 77. 216 [dover.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
Sreaning Engine: TCP Invalid ' i ssi
79.182. 147. 251 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
212.76.127.111 |l srael 147.237.77.233 |atal .idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 9
109. 160. 235. 116l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 85. 186 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or 6
Sreaning Engine: TCP Invalid i i ssi
95.86.97. 3 I'srael 147.237. 76. 200 |ei tan. aka. i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
37.26.149.218 |lsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or 6
Sreaning Engine: TCP Invalid ' i ssi
176. 13. 3. 60 I'srael 147. 237.77. 243 |mwbi l e. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
109. 160. 235. 116]l srael 147.237.77. 216 [dover.idf .il Bad TCP sequence I'nvalid ACK nunber noni t or
192. 243.55. 136 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaning Engine: TP Invalid i i ssi
79.178.127. 236 |l srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 186 I srael 147. 237. 77. 216 [dover.i df .i Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TCP Invalid ' i ssi
212.199. 57. 200 |israel 147. 237.77. 243 |mwbi l e. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
192. 243.55. 136 |Dom ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 186 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 5
192. 243. 55. 136 |Doni ni ca 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 186 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 152 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
. . . SYN+AK retransmit with different .
192. 243.55. 136 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 5
68.180.230.29 |lhited Sates |147.237.77.176 |natpash.idf.il dr op Frst packet isn't SN drop 4
5.22.131. 59 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
109. 160. 235. 116/l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 4
62.90. 164. 104 I srael 147.237.77. 233 |atal .i . i Bad TCP sequence SNretransmt wth different monitor |4
w ndow scal e
91.200.12.141 |kraine 147.237.77. 170 [mmarachot . i df .i| [dr op SAMrul e drop
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. i1 Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor
109. 160. 235. 116 I srael 147.237.76.42 |refuahidf.il  [Bad TCP sequence SINAXK retransmt with different oo yior |
w ndow scal e
192. 243.55. 136 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or
84.110.192. 161 |l srael 147.237.0.34 |tikshw.idf.il  [Bad TCP sequence Invalid ACK nunber noni t or
5.102. 254. 248 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
- R SYNVACK retransmit with different .
192. 243.55. 136 |Doni ni ca 147. 237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal 6 noni t or 4
192. 243.55. 136 |Doni ni ca 147.237.77.176 |natpash.if i1 [Bad TCP sequence SINAXK retransmt with different oo yior |
w ndow scal e
105. 93. 237. 104 |Egypt 147.237.77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi
185. 120. 125. 67 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
46.19.86.33  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
95.35.183.195 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
46.19. 85. 6 I'srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
37.26.149.218 |lsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TCP Invalid ' i ssi
79.183.171.56 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
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At acker Devi ce
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‘Target Address |Site Sgnature

Country Action
37.26.146.164 |Israel 147.237.0.19 |madi matal . i df . i|10° & of the Sane Response Qode (404) in Session from B ock 235
37.26. 146. 164
37.26.146. 164 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 128
84.95.193.106 |l srael 147.237.77. 170 |n@arachot . i df . i | |Miltiple Whauthorized URL Access from 84.95. 193. 106 B ock 35
37.26.146.164 |Israel 147.237.0.19 |nadimatal .idf.il ;‘;ﬁ’;:”f;gfléze Same Response (bde (403) in Session from B ock 19
37.26.146. 208 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 13
40.77.167.38 |lhited Sates [147.237.77.216|dover.idf.il Distributed Unhauthorized URL Access on waw idf.il/error. htm Bl ock 12
5.29.232.202 |[Israel 147.237.77. 243 |nobi l e. i df . i | ﬁ;“lt : cl’r(;fz'f? , Cu;esgrcﬁfnptl O e/l st chi | ddocument s/ 1152 Bock |7
65.55.210. 171 |Uhited Sates [147.237.77.216|dover.idf .il D stributed Lhaut hori zed URL Access on wawidf.il/error.htm B ock 7
65.55.210. 162 |lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 5
199.30.25.49 |lhited Sates [147.237.77.216|dover.idf.il Dstributed Wnaut horized URL Access on waw i df.il/error. htm B ock 3
46.120. 217.88 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 118. 155. 216 |Wkrai ne 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 46. 118. 155. 216 B ock 3
79.179.37.50 |[Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 79. 179. 37. 50 B ock 3
40.77.167.25 |lnited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 2
82.80.60.130 |Israel 147.237.77.74 |lawidf.il Uhaut hori zed UR. Access to v | awidf.il/images/ 1. he/infocenteritend |B ock 2
84.94.41.194 |[Israel 147.237.0.19 |nadi matal .idf.il|Suspicious Response Code B ock 2
79.182. 147. 251 |l srael 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Qode Character in URL B ock 2
176. 13. 3. 60 I srael 147.237.77.243|nobi | e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 2
93.173.255.73 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
68.180.228. 112 |Lhited Sates |[147.237.77.216|dover.idf .il Paranet er Type M ol ati on PageNumin vww i df . i1/1393-en/ dover. aspx B ock 1
185. 3. 144. 112 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to wwn chi nuch. aka. i df.il/xmrpc. php B ock 1
49.246.230.40 |nina 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to www i df .il/894-en/i df gdover. aspx B ock 1
87.68.78.147 |[Israel 147.237.77.216|dover . i df .i | O stributed Uhaut hori zed LRL Access on waw i df.il/https:/vwanidf.il/ B ock 1
Unknown Par arret er
79.182.23.251 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01%ct | 03$chl Quest i on$3 [None 1
5in aka idf.il/nain/ giyus/questionnaire. aspx
79.177.5. 45 I srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to mobil e.idf.il/nekudot/index B ock 1
149. 88.76. 218 |Israel 147.237. 72. 156 [aman. i df . i | m ;L;’,f_tieéjf ﬂ?ur:trlogslz/igwf_naﬁc.cﬁfs. |0? Bl ock 1
62. 90. 164. 104 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
46. 118. 155. 216 [krai ne 147.237.77. 176 [nat pash. i df . i | PHP Attenpt B ock 1
79.179.37.50 |Israel 147.237. 72. 166 |aka. i df . i | shaut hor zed fﬁ;hﬁzi%} O i oncervi co. o get ut huser Bock |1
68.180. 228. 112 |Lhited Sates [147.237.77.216|dover.idf .il Lhaut hori zed URL Access to www i df . i |/ navy/ B ock 1
185.3.147. 188 I srael 147.237.77. 233 |atal .i df . | e Jhaut ho zed (R peesls Bock |1
50.62.177.176 |lLhited Sates [147.237.72.156|aman.idf.il Dstributed PHP Attenpt B ock 1
87.68.243.30 |[Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237. 77. 233/ 894- he/ at al . aspx B ock 1
Unknown Par anet er
79.182.23.251 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphvai n$TochenPl acehHol der $ct | 13%ct | 01%$ct | 03$chl Questi on$7 [None 1
6 in aka idf.il/nan/giyus/questionnaire. aspx
Unknown Par anet er
79.177.133. 123 |I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01$ct | 03cbl Quest i on$8 |None 1
3in ww aka.idf.il/main/giyus/questionnaire. aspx
5.62. 131. 192 gj:::t“l o 147.237.77. 216 |dover . i df . | Uhaut hori zed URL Access to wawidf.il/arr/ B ock 1
176. 13. 3. 60 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
62.219. 118.52 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/nai n/sahar Bl ock 1
46.118. 155. 216 |krai ne 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed LRL Access to ww cogat . i df.il/xmrpc. php B ock 1
79.180. 122. 224 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method HEAD for aka.idf.il/mai n/gi yus/ general . aspx B ock 1
68.180. 228. 175 |Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
2.54.3.196 I srael 147.237.72.166 |aka. i df . i | %&gﬁﬂ&cﬁqﬁtﬁf& - Protocol violation None 1
89. 163. 131. 168 |Ger many 147.237.77.216|dover . i df .i | Paraneter Type Molation IDin wwidf.il/1294-en/ dover. aspx B ock
50.62.177.176 |lhited Sates [147.237.72.156|aman.idf.il Unhaut hori zed URL Access to waw anan. i df .il/xnirpc. php B ock 1
45. 55, 253. 230 147.237.0.34 |tikshuv.idf.il m“ttihggjf? dﬁ‘l f‘;ﬁ:fz d/tlj’ser cont rol s/ header upper/ B ock 1
31.168. 151. 101 |I srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
79. 178. 108. 209 || srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
Unknown Par arret er
46.120.178. 174 |I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphai n$TochenPl acetbl der $bt nAt udaPrint in None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
37.26.149. 164 | srael 147.237.77. 234 |hal ag.i df . i | 1D4§t r2|3t7)m7$dzéﬂ??ﬁggsiziaﬁ/ﬁﬁs; 1(.)2;” Bock |1
79. 181. 217. 210 |1 srael 147.237.72. 166 |aka. i df . i | m”;’k‘”:_iﬁf?ﬁ;: nf;;g?:f/tgaggffgzﬁ;chhsaChar$°t' 8in None 1
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