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02-18-2016-17:04:06 to 02-18-2016-18:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
79.179. 207. 87 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 50

195. 212. 29. 177 Eur ope 147.237.77.176 nat pash. i df . i | Frk Purple Gon Limt Htp dr op 3

195, 212. 29. 177 Eur ope 147.237.77.176 nat pash. i df . i | Frk Under Attack Con Htp drop 2
217.172.189. 11 Ger nany 147.237.76. 148 gocenter.aka.idf.il |Block Udp All Nets drop 2
119.131. 76. 12 Chi na 147.237.76. 202 e halag.idf.il Bl ock_ Udp All _Nets drop 1

5. 39.218. 13 Net her | ands 147.237. 76. 200 eitan. aka. idf.il Bl ock_Ulp Al _Nets drop 1

60. 246. 118. 41 Macau 147.237.76. 202 e halag.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Sl gnature Devi ce Action ‘Oount |
46.117. 233. 201 I srael 147.237.0. 34 ti kshuv.idf.il |Cl000212: HITP. prefix 1.01 in the LRL B ock 8
69. 167. 186. 64 Lhited Sates 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 7
84.111. 138. 219 I srael 147.237.0. 34 tikshuv.idf.il |C1000212: HITP: prefix 1.01 in the UR Bl ock 6
195, 154. 185. 20 France 147.237.77.216 |dover.idf.il C1000106: HTTP. maj estic bot B ock 6
108. 168.219. 174 |Uhited Sates 147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
195. 234. 228. 90 Ger many 147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
69. 167. 186. 64 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
46.117. 62. 87 I srael 147.237.0. 34 tikshuv.idf.il |cl000212: HITP. prefix 1.01 in the UR B ock 4
85. 64. 249. 42 | srael 147.237.0. 34 tikshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LRL B ock 2
69. 167. 186. 64 Lhited Sates 147.237.77. 74 lawidf.il 9785 HITP. SQ Injection (Referer Header) B ock 1
66. 249. 66. 186 I srael 147.237.0. 34 tikshuv.idf.il |cl000212: HITP. prefix 1.01 in the UR B ock 1
40.77.167. 14 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LRL B ock 1
66. 249. 93. 117 I srael 147.237.0. 34 ti kshuv.idf.il |Cl000212: HITP. prefix 1.01 in the LRL B ock 1
40.77.167. 25 Lhited Sates 147.237.0. 34 tikshuv.idf.il |cl000212: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP: User Agent Sogou-+web+spi der Bl ock 1
216. 10. 220. 154 Janai ca 147.237.76. 31 nakchal .idf.il [Cl000004: HTTP. options method (M crosoft) B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000103: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry ‘Ste |Signature |Count
69. 167. 186. 64 147.237.77. 74 Lhited Sates lawidf.il A Injection - Select From 25
108. 168. 219. 174 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 11
195. 234. 228. 90 147.237.77. 74 Ger many lawidf.il S Injection - Select From 4

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il [Tehila - Perl LW with fake user agent 3
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |[Ste Signature
reamn ine: TCP Invali i i ssi
192.114.7.2 I srael 147, 237.76. 200 |ei tan. aka i i1 || €M NG Engine: TCP alid invalid segnent retransnission, drop 52
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 133. 149|i srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssi on. drop 39
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
169.241.28.89 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 14
Sreaming Engine: TGP Invalid i i ssi
109. 253. 140. 1601 srael 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
109. 253. 223. 1611 sr ael 147.237.0.19 |madimatal .idf.il 9 =g Invalid segnent retransmssion. 12
Ret ransni ssi on Packet dropped.
46. 19. 85. 63 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert 10
118. 172.207. 26 |Thailand 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
46. 19. 85. 63 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 10
Sreaming Engine: TGP Invalid i i ssi
66.249.66.95 |lited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 10
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
79.183.235.94  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 9
Ret ransni ssi on Packet dropped.
2.54.179. 237 I srael 147.237. 72. 166 |aka. i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 8
77.125.78.89 | srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence SN retransmt wth different monitor |7
w ndow scal e
62.0.84.78 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
Russi an . .
95. 30. 43. 206 Federat i on 147.237. 72. 156 |anan. i df . il dr op SAMrul e drop 7
Sreaming Engine: TP Invalid i i ssi
79.183.213.99 | srael 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. -y 6
Ret ransni ssi on Packet dropped.
79.177.115.171 [Israel 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect
118.172. 207. 26 |Thai | and 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
118. 172. 207. 26 |Thai | and 147.237.77. 216 |dover.idf .i | Bad TCP sequence SINHAK Tetransmt with different o5, o 6
w ndow scal e
192.243.55.134 |Cominica 147.237.77.74 |lawidf il Bad TCP sequence SINGAQK retransmt with different Joositor |6
w ndow scal e
79.177.115. 171 |l srael 147.237. 72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST aert 6
Sreanming Engine: TCP Invalid i i Ssi
85.130. 233. 220 |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Russi an e
95. 30. 43. 206 Feder at i on 147.237.72. 166 |aka.idf . il drop SAMrul e drop 6
148. 177. 129. 213 |Eur ope 147.237. 72. 167 |i shuri maka. i of . i [dr op SAMrul e drop 6
46.19. 85. 63 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber aert 5
46. 19. 85. 149 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 5
46. 19. 85. 63 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 5
41.33.232. 66 Egypt 147.237.77. 216 [dover.idf i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
46. 19. 85. 149 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 5
118.172.207.26 |Thail and 147.237.76.86 |navy.idf.il dr op First packet isn't SN drop 5
- . . SYNPAXK retransmt with different .
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 5
46. 19. 85. 149 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
194. 127.8. 12 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
5.102. 254. 58 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
118. 172. 207. 26 |Thai l and 147.237.76.86 |navy.idf.il Bad TCP sequence SINHAK Tetransmt with different | oo |5
w ndow scal e
46. 19. 85. 149 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber alert
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or
Sreanming Engine: TCP Invalid i i Ssi
85.65.188. 154 | srael 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dropped.
79.177.115. 171 |l srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST aert 4
Sreanming Engine: TGP Invalid i i ssi
66.249.66.90 |lited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
80.71.135.99  |Denmark 147. 237. 77. 216 |dover i of . i 9 =g Invalid segnent retransmssion. g 4
Ret ransni ssi on Packet dropped.
79.177.115. 171 |l srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
31.210.187.240 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |4
195. 212. 29. 177 |Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
31.210.188.75 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 4
: R SWNretransmit wth different .
74.63.228.226 |Lhited Sates  [147.237.72.166 |aka.idf.il Bad TCP sequence wi ndow scal e noni t or 3
Sreanming Engine: TCP Invalid i i Ssi
109. 66. 104. 182 |I srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
212.199. 121. 158|i srael 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
2.54.187.200  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
188. 120. 154. 246 |1 srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 89
109. 253. 210. 13 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 73
37.26.146.164 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 40
109. 253. 223. 161 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 37
37.142.188.183 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 35
2. 54. 40. 197 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 29
84.108. 45.138 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 13
65. 55. 210. 144 |lhited Sates 147.237.77. 216 |dover. i df . il Distributed Uhaut hori zed URL Access on wwu idf.il/error.htm B ock 8
65. 55. 210. 156 Lhited Sates 147.237.77.216|dover. i df . il O stributed Whaut horized URL Access on waw idf.il/error.htm B ock 8
208.115.111. 72 [Uited Sates 147.237.76.86 |navy.idf.il thaut hori zed LR. Access to Bock |4
navy. i df .il/giyus/forun asp/ showf or um asp
199. 30. 25. 78 Lhited Sates 147.237.77.216|dover . i df . i | O stributed Whaut horized URL Access on waw idf.il/error. htm B ock 3
176. 13. 13. 88 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 3
109. 253.193. 58 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
199. 30. 24. 188 Lhited Sates 147.237.77.216|dover . i df . i | O stributed Whaut horized URL Access on waw idf.il/error. htm B ock 3
82.102.169. 113 |[Israel 147.237.77.216|dover. i df . il O stributed Whaut horized URL Access on ww idf.il/error.htm B ock 3
199. 30. 25. 33 Lhited Sates 147.237.77.216|dover . i df .i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 3
176. 13. 18. 66 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
84.108.186.33 |[Israel 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 2
164. 138. 127. 106 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 164. 138. 127. 106 B ock 2
84.108.186.33 |[Israel 147.237.77.74 [lawidf.il D stributed Unhaut hori zed URL Access on waw | aw idf.il/xmrpc. php  |B ock 2
100.73. 242,14 [FASStNa 1947 93777, 176 nat pash.idf.il [Unauthorized URL Access to waw cogat.idf.il/894-ar B ock 2
Territory, Qcupi ed
80. 179. 9. 115 | srael 147.237.77. 216 |dover. i df . il Distributed Uhaut hori zed URL Access on wwu idf.il/error.htm B ock 1
62.219. 210. 200 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
Unknown Par anet er
212.150. 1. 90 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13ct | 01$ct | 03%chl Questi  [None 1
on$58 in waw aka. i df .il/nai n/gi yus/ questi onnai re. aspx
84.108.186.33 |[lIsrael 147.237.76.42 |refuah.idf.il PHP Att enpt B ock 1
191. 251. 240. 79 |Brazil 147.237.77.74 [lawidf.il D stributed Unhaut hori zed URL Access on waw | awidf.il/xmrpc. php  |B ock 1
74.63.228.226 |lnited Sates 147.237.72. 166 |aka. i df . i | MSQ Data Retrieval with Inplicit  Qnversion Erors None 1
Unknown Par anet er
46. 19. 85. 138 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphai n$TochenPl acehbl der $ct | 13%ct | 01$ct | 03chl Questi  [None 1
on$8l in aka.idf.il/nain/giyus/ questionnaire. aspx
Unaut hori zed URL Access to
130.193.50. 33 |Russian Federation [147.237.77.74 |lawidf.il ww | aw i df il /tenpl ates/t enpl at econt rol s/ news/ si p_storage/ files/7/1 |B ock 1
437. pdf /
. . Paraneter Type M ol ation ct| 00$Cont ent P acetbl der 1$t xt Last Nane i n
89.139. 30. 237  |[Israel 147.237.76.42 |refuah.idf.il vowy ref Ua. atal i df .|/ 1518- hel ref uah. aspx B ock 1
Unknown Par anet er
80. 246. 136. 196 [l srael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13ct | 01$ct | 03%chl Questi  [None 1
on$35 in aka.idf.il/nain/giyus/questionnaire. aspx
207.232.21.105 |[lsrael 147.237.72. 166 |aka. i df . i | Adm n Bl ocki ng Bl ock 1
37.142.189.136 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |Bl ock 1
84.108.186.33 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/xnrpc. php B ock 1
195. 154. 226. 90 |France 147.237.77.216|dover . i df . i | I11egal HITP \ersion HITH B ock 1
74.63.228.226 [lLnited Sates 147.237.72. 166 [aka. i df . i | Ml ti pl e signatures from74. 63.228. 226 B ock 1
Unknown Par anet er
46.19. 85. 148 I srael 147.237.72. 166 |aka. i df . i | ct1 00%$ct | 00$cphMii n$TochenP acetbl der $ct | 13$ct | 01$ct | 03%chl Questi  [None 1
on$7 in aka.idf.il/nain/giyus/questionnaire. aspx
148. 251. 21. 227 |Ger many 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to www nag. i df.il/228-hel faqg. aspx Bl ock 1
- - Unaut hori zed URL Access to
2.54.42.37 | sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . Unaut hori zed URL Access to
109. 64. 112. 66 |l srael 147.237.72.166 |aka. i df . i | vown aka. i df i |/ i 1V gi yus/ cont rol s/ at udal A B ock 1
Unknown Par anet er
80. 246. 136. 196 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphivai n$TochenP acehbl der $ct | 13%ct | 01$ct | 03%chl Questi  [None 1
on$96 in aka.idf.il/nain/giyus/questionnaire. aspx
207.232.21.105 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/nain/giyus/admin B ock 1
177.52.102. 123 |Brazil 147.237.77. 216 |dover.i df .il Uhaut hori zed URL Access to wawidf.il/en B ock 1
40.77. 167. 29 Lhited Sates 147.237.77. 216 |dover. i df .i | Ostributed Waut horized URL Access on waw idf.il/error.htm Bl ock 1
77.125.78. 89 I srael 147.237.72. 156 [anan. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
Unknown Par anet er
46.19. 86. 42 I srael 147.237.72. 166 |aka. i df . i | ct1 00%$ct | 00$cphMii n$TochenP acetbl der $ct | 13$ct | 01$ct | 03%chl Questi  [None 1
on$56 in wwwv aka. i df.i |/ nai n/ gi yus/ questi onnai re. aspx
Unknown Par anet er
109. 64.112. 66 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenM acekbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
31.168.87.189 |[lIsrael 147.237.77.216|dover. i df . il Dstributed Uhaut hori zed URL Access on ww idf.il/https: /v idf.il/ |B ock 1
208.115.111. 72 |thited Sates 147.237.76.86 [navy.idf.il Mil tipl e Unauthorized URL Access from 208. 115, 111. 72 Bl ock 1
66. 249. 66. 36 I srael 147.237.77.74 [lawidf.il Dstributed Il1egal Paraneter Encoding None 1
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