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02-18-2016-16:04:03 to 02-18-2016-17:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Site Signature Device Action Count
82. 145. 222. 38 Eur ope 147.237.76. 86 navy.idf.il Bl ock_Ip V¢b I n drop 5
45.32.161. 174 147.237.76. 197 e. hinush.idf.il B ock Np All _Net dr op 1
146. 185. 239. 100 Russi an Federation 147.237.77. 234 hal ag.idf.il bl ock-sp-trafl drop 1
45, 32.161. 174 147. 237. 76. 201 e.atal.idf.il Block Np All Nt drop 1
45.32.161. 174 147. 237. 76. 202 e halag.idf.il Block Np All Nt drop 1




02-18-2016-16:04:03 to 02-18-2016-17:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Sgnat ure Devi ce Action |Count
79. 183. 33. 59 I srael 147.237.0. 34 tikshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 10
82.81.4.54 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HITP. prefix 1.01 in the LRL B ock 10
79.182. 180. 44 | srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 4
109. 87. 138. 56 Wrai ne 147.237.77.216 |dover.idf.il CL000106: HTTP. maj estic bot B ock 3
46.4.32.75 Ger many 147.237.77.176  |matpash.idf.il [Cl000106: HITP: najestic bot B ock 2
46.4.32.75 Ger nany 147.237.77.216 |dover.idf.il C1000106: HTTP. maj estic bot Bl ock 2
49, 246. 230. 40 Chi na 147.237.77. 74 lawidf.il 8479: HTTP. Suspi ci ous HTTP Request B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP. User Agent Sogou+web+spi der B ock 1
62.212.73.211 Net her | ands 147.237.77.216 |dover.idf.il C1000106: HTTP. maj estic bot Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36

2.52.32.51 | srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 25

79.176.230. 183 | srael 147.237.77.233|atal .idf.il  |Bad TCP sequence igge”ansm't with different wndow) ooivor |20

109.66.190.33 [Israel 147.237.76.42 |refuah.idf.il |Bad TOP sequence S retransmt weh different wndow)oivor |18

89.139.52.170 |l srael 147.237.76.86 |mavy.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 15

46.183.223.19 [Latvia 147.237.72. 166 |aka. i df .il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 12

2.52.178.32 | srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 12
Sreaming Engine: TGP Invalid i i sSi

2.52.149.251  |israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

5.102.195.159 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 9

2.52.32.51 I srael 147.237.72. 156 |anan.idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or 9

37.189.129.74 |Portugal 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 9

2.52.32.51 | srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence I'nvalid sequence nunber noni t or 9

79.177.209. 199 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 9

reaming BEngine: TCP Invali i i ssi

77.126.10.151 | srael 147.237.72. 166 |aka i 11 || S NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.

31.168.90.170 |lIsrael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 8
Sreaming Engine: TGP Invalid i i sSi

109. 160. 169. 106/l srael 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

2.52.32.51 I srael 147.237.72. 156 |anan.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6

2.54.132.38 I srael 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6

2.52.32.51 I srael 147.237.72. 156 |anan.icf.il  |Bad TCP sequence I'nval i d ACK nunber alert 6

45.79. 168. 168 147.237.77. 176 |matpash.idf.i1 Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6

2.54,172.228 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6

reaming BEngine: TCP Invali i i ssi

213.8.95. 23 I'sr ael 147.237.72. 166 |aka i 11 | S NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.

5.22.134.215 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaming Engine: TGP Invalid i i sSi

46.19.86.151  |Israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi

79.178. 205. 183 | srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

213.57.83.30  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

2.52.32.51 I srael 147.237.72. 156 |anan.idf.il  |SYN Att ack rej ect 5

41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data moni t or 4

2.54.3.57 I srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 4

5.102.195.159 |Israel 147.237.72. 156 [amn.idf.il  |Bad TCP sequence Invalid AGK nunber noni t or 4

192. 243. 55. 133 |Donmi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 4

- . . SYNPAXK retransmit with different .

192. 243.55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 4
Sreaming Engine: TGP Invalid i i sSi

46.117.26.56  |Israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segent retransmssion. drop 4
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi

5.22.135.112  |israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

81.218.200.17 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi

79.181.193.88 | srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

94.77.196. 82 Saudi Arabia [147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi

77.126. 212. 243 | srael 147. 237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i Ssi

84.95.130.206 |l srael 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

80.179.199.52 | srael 147. 237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i Ssi

79.179.118.20 | srael 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

176.13.12.15  |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.

212.76.127.10 |Israel 147.237.77. 176 |matpash.idf.i1 [Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or

46. 19. 85. 63 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

82.81.22.171  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

37.46.38. 47 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaning Engine: TQP Invalid i i ssi

79.182.143. 178 | srael 147. 237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi

37.26.147.234 |israel 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
176.13.9.57 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 79
46.19.85.2 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 15
46.183.223.19 |Latvia 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 46. 183. 223. 19 B ock 11
66.102. 7. 233 Lhited Sates|147.237.77.216|dover.idf .il D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 6
79.180. 24. 251 |Israel 147.237.77.74 |lawidf.il PHP Attenpt B ock 5
79.180.24.251 [Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 5
66. 102. 7. 226 Lhited Sates|147.237.77.216|dover.idf .il D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 5
46. 19. 85. 221 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 4
199.30.16. 172 |Uited Sates|147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 4
m ny- kosher - kravi . i
176. 13. 17. 38 | srael 147.237.0. 17 of niyl Dstributed I11egal Paraneter Encodi ng None 3
176.13.17.58 [l srael 147.237.0.34 |tikshuv.idf.il Too Mny of the Sane Response Code (404) in Session from Bock |3
176.13.17.58
80. 246. 136. 218 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 3
2.54. 154. 149 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 3
37.142.68.191 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 37.142. 68. 191 B ock 2
84.108.248.53 |lIsrael 147.237.77.216|dover . i df .i | Uhaut hori zed LR Access to wan idf.il/https:/wwnidf.il/ Bl ock 1
77.125.140.97 |Israel 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/https:/ww aman.idf.il/ |B ock 1
217.156. 218. 158 LK!i“r:gegom 147.237.77. 216 |dover.i df .i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
93.191.155.58 |Dennark 147.237.77.216|dover. i df . i | PHP At t enpt B ock 1
4.79.123.2 Lhited Sates|147.237.77. 216 (dover.i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
79.182.206. 190 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/aman B ock 1
207.46.13. 90 Lhited Sates|147.237. 72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/... B ock 1
Unknown Par aret er
149.78.117.17  |Israel 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$98 in wwy aka. i df.il/nai n/gi yus/ questi onnai re. aspx
85.93.91. 84 Ger many 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wan i df . il/hebrew organi zati on/artillery  |B ock 1
217. 156. 218. 159 E?';;gom 147.237.77. 216 |dover.i df . i | D stributed Whauthorized URL Access on wwidf.il/error. htm B ock 1
- . Unhaut hori zed URL Access to
93.191. 155.58 [Denmark 147.237.77. 216 |dover . i df .i | v i dff i 1/ engl i shi magni / veb/ magni . php B ock 1
- . Paraneter Type Mol ation searchText in
31.44.141.162 |israel 147.237.0.15  |kosher-kravi.idf.il | 0 = e 171115 hef or chot . aspx B ock 1
79.183.218.61 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
209. 58. 128. 167 |wited Sates|147.237.77.74 lawi df il Par anet er Type M ol ation Mast er $Header 1$ucHeader Sear ch$t xt Search in B ock 1
wan | aw i df . i |/ 320- en/ pat zar . aspx
66. 102. 7. 240 Lhited Sates|147.237.77. 216 |dover. i df . il Dstributed Waut hori zed URL Access on wwidf.il/error.htm B ock
37.142.68.191 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df.il/main/ gi yus/ B ock
Unknown Par anet er
149. 78.216. 111 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPt acetol der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
Unknown Par anet er nodul eToGoTo in
89. 139. 235. 217 [Israel 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ @i n/ gi yus/ mai n/ gi yus/ resour ces/ i neges/ mast er / f avi con [None 1
.gif
Unhaut hori zed URL Access to
192. 243.55. 131 |Doni ni ca 147.237.77.74 [lawidf.il wawv | aw i df . i | /163-5176- he/ pat zar . aspxbor n- vagabond- wher e- have- |Bl ock 1
you- been-al | - nyl - of - t hese- hi t dr eansarti cl e& =2& npl =bl og
. . . Unaut hori zed Met hod HEAD for
46.183.223.19 |Latvia 147.237.72. 166 |aka. i df . i | v aka i df i 1/ mai n/ hoe/ def aul t . aspx B ock 1
Unaut hori zed URL Access to
95. 86. 77. 153 I srael 147.237.72. 166 |aka. i df . i | wwv. aka. i df . i | / mai n/ sachar / &a=u&ved=0ahukewi n3szdvohl ahxf wa4kh |B ock 1
vl cczeqf ggnmai &usg=af gj cneeywysowacocychnt x0gxav9l bkw
31.168.243.6  |israel 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in URL /nai nkapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
212.179.21.194 [israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 894- he/ at al . aspx B ock 1
66.249.66.36 |l srael 147.237.77.74 |lawidf.il |1 egal Faraneter Encoding searchText in None 1
ww | aw i df . il/275-he/ pat zar . aspx
Unknown Par aret er
37.142.134.249 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$7 in aka.idf.il/nain/gi yus/ questionnaire. aspx
176. 13. 3. 206 I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock
93.113.125.11 [Romani a 147.237.77.19 |lawforumidf.il Uhaut hori zed URL Access to / B ock
79.181.217.210 |israel 147.237.72. 166 |aka. i df . i | tnknown Paranet er ct| 00Sct | 00Scphhai n$cphSachar $ct| 67 in None 1
wn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
Unknown Par anet er
62.219.228.23 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenPl acetbol der $ct | 38$ct | 01%ct | 03%chl Questi o |[None 1
n$3 in ww aka. i df.il/nain/giyus/ questionnaire. aspx
. . D stributed Uhauthorized URL Access on
109. 66. 190. 33 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
31.168. 243. 6 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from31. 168.243. 6 B ock 1
82.81.195.5 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/login B ock 1
217. 156. 218. 156 E?Ir:;gom 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on wan idf.il/error. htm B ock 1
93.113.125.11 [Romani a 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to / B ock 1
79.181.217. 210 |israel 147.237.72. 166 |aka. i df . i | Wnhknown Par arret er ct| 00Sct | 00$cphMi n$cphSachar $ctl 71 in None 1
wn aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
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