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02-18-2016-15:04:06 to 02-18-2016-16:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
79.179. 207. 87 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 132
212.179. 54. 237 | srael 147.237.72. 167 ishurimaka.idf.il Bl ock_Udp All _Nets drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forvard 2

45, 32.161. 174 147. 237. 76. 176 test.ncore.idf.il Block Np Al Net drop 1

198. 23.112. 119 Lhited Sates 147. 237. 76. 201 eatal.idf.il Block Udp Al Nets drop 1

185.94. 111. 1 147.237. 76. 42 refuah.idf.il Bl ock_Ulp Al _Nets drop 1

185. 130. 5. 224 147. 237. 76. 201 eatal.idf.il Block Udp All Nets drop 1




02-18-2016-15:04:06 to 02-18-2016-16:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature

79.178.70.114 [israel 147.237.0.34 |ti kshuv. i df.i|Cl000212: HITP. prefix 1.01 in the UR B ock 8
216. 10. 220. 154 |Janai ca 147.237.76.31 |[nakchal . i df . i|C1000004: HTTP. options nethod (M crosoft) B ock 4
46. 120. 255. 242 |Israel 147.237.76.42 |refuah. i df.i|Cl000004: HTTP. options nethod (M crosoft) Bl ock 3
149. 202. 49.56  |Ger nany 147.237.77.216|dover. i df .i| |CL000106: HTTP. najestic bot B ock 2
46.121. 109. 190 |Israel 147.237.76. 42 [refuah.idf.il[Cl1000004: HTTP. options nethod (M crosoft) B ock 2
186. 207. 133. 217|mrazi | 147.237.77.74 |lawidf.il 12348: H'I'I'P PHP-G3 Query String Paraneter Conmand | njection B ock 1

WUl nerability

212.179.79.150 [Israel 147.237.0.34 |ti kshuv. i df.i|Cl000212: HITP. prefix 1.01 in the UR B ock

106. 38. 241. 106 |Chi na 147.237.77.216|dover. i df .i| |Cl000103: HTTP. User Agent Sogou-+web+spi der Bl ock

185. 5. 220. 238 aajcis;i';'ja” ferritory, 147.237.77. 216 |dover . i df . i | |14170: HITP. Bl ank User-Agent (descriptor but no string) B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



02-18-2016-15:04:06 to 02-18-2016-16:04:06

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i SSi
213.57. 244. 218 |l srael 147.237.72. 166 |aka. i df .i | Stream g Engine P Invalid  ivalid segnent retransnission drop 112
Ret r ansm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
109. 253. 203. 2321 srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wih different monitor |21
W ndow scal e
Sreaning BEngine: TP Invalid i i ssi
46.121.26.74  |israel 147.237.76.31 |nakchal .idf il 9 =9 nval i d segnent retransmssi on. drop 16
Ret r ansm ssi on Packet dr opped.
80. 246. 139. 206 |l srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 15
103. 239. 103. 231|Hong Kong  |147.237.77.234|hal ag.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
46. 19. 85. 143 | srael 147.237.72. 167 |i shurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
80. 246. 133. 182 I srael 147.237.77. 233 |atal i df i1 Bad TCP sequence SN retransmt wih different monitor |13
W ndow scal e
Sreaning BEngine: TGP Invalid i i ssi
176.13.7.195  |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
37.26.148.133 |[lIsrael 147.237.77. 176 |nat pash. i df .i| Bad TCP sequence Invalid ACK nunber noni t or 12
194.90. 119. 123 |Israel 147.237.72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
80.179.114.3 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 10
reaming BEngine: TCP Invali i i SSi
94.230.93.248 | srael 147.237.0.34 |tikshw.icr.i1 | SAMNg Engine: TP Invalid — Jinvalid segnent retransnission drop 9
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
94.230.93.232  |israel 147.237.0.34  |tikshuv.idf.il 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i SSi
94.230.93.197 | srael 147.237.0.34 |tikshw.icr.i1 | SAMNg Engine: TP Invalid — Jinvalid segnent retransnission drop 9
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
94.230.93. 242 i srael 147.237.0.34  |tikshuv.idf.il 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 226 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
. . SYNPAXK retransmit with different .
37.26.148.242 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence vi ndow scal e noni t or 8
192. 243.55. 138 |Doni ni ca 147.237.77. 176 |natpash.icf.il  |Bad TCP sequence SINHAK retransmt with different | oo |7
w ndow scal e
79.177.205. 138 |Israel 147.237.77. 233 |atal idf. il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 7
- e SYNHAK retransmit with different .
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal 6 noni t or 7
reamn ine: TCP Invali i i Ssi
80. 246. 138. 243 |l srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
94.230.93.136 |Israel 147.237.0.34  |tikshuv.idf.il 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 215 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or
156. 109. 18. 122 |Eur ope 147.237.72. 167 |i shuri maka.i df . i [dr op Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i sSi
2.54.147. 35 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
79.179.207.87 |israel 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
77.125.137.81 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6
Sreaning Engine: TQP Invalid i i SSi
176.13.19.212 [Israel 147.237.0.19  |nadimatal.idf.il 9 =g Inval i d segnent retransmssi on. dr op 6
Ret r ansm ssi on Packet dr opped.
37.26.148.133  |Israel 147.237.77. 176 |matpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 6
Sreaning BEngine: TQP Invalid i i SSi
95.35.154.84  |israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
94.230.93.149 | srael 147.237.0.34  |tikshw.idf.il 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
192.243.55.135 |Dominica  |147.237.77. 216 |dover.idf. il Bad TCP sequence SINWAK retransmt with different | oo |6
W ndow scal e
Sreaning BEngine: TP Invalid i i ssi
195. 110. 40. 242 |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
94.230.93.245 | srael 147.237.0.34 |tikshuv.idf.il g =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TGP Invalid i i ssi
80. 246. 137. 172 | srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 215 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 6
Sreaning BEngine: TGP Invalid i i ssi
94.230.93.226 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
94.230.93.175 | srael 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
37.26.148.133 |Israel 147.237.77. 176 |matpash.idf.il  |Bad TCP sequence Invalid ACK nunber aert 6
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
2.54.190. 150 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
81.218. 241. 26 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 5
5.22.131.28 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or 5
80. 246. 133. 182 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 5
- . . SYNPAXK retransmit with different .
192. 243.55. 138 |Domini ca 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 5
192.243.55.129 |Dominica  |147.237.77. 216 |dover.idf.il Bad TCP sequence SINHAK retransmt with different oo s
W ndow scal e
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 |natpash.idf.il  [SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
87.69.227.2 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243.55. 131 |Doni ni ca 147.237.77. 216 [dover.idf. il Bad TCP sequence noni t or




02-18-2016-15:04:06 to 02-18-2016-16:04:06

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
213.57.244.218 |lsrael 147.237.72. 166 |aka. i df . i | Aut omat ed Mul nerabi l ity Scanni ng B ock 140
149.78.168.16 |lIsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 116
5.28.143.229  |israel 147.237.0.34 |tikshuv.idf.il ?28%?3_0;2;'19 Sane Response (bde (404) in Session from Bock |57
176.13.19.212 |israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 44
176.13.5.71 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 36
85. 65. 38. 41 I srael 147.237.0.34 |tikshuv.idf.il Ml tiple Unaut horized URL Access from 85. 65. 38. 41 B ock 13
46.19. 85. 221 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 8
195. 154. 183. 187|France 147.237.77.74 [lawidf.il PHP At t enpt B ock 4
212.199. 236. 231l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 212. 199. 236. 231 B ock 4
195. 154. 183. 187 |France 147.237.77.74 |lawidf.il Mil ti pl e Uhaut hori zed URL Access from 195. 154. 183. 187 B ock 4
46.19. 85. 115 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
46.121.109. 190 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod Bl ock 2
176.13. 7. 195 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 2
185. 89. 217. 234 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
185. 89. 217. 224 147.237.77.216|dover. i df . i | Distributed Uhaut hori zed URL Access on wanidf.il/error. htm B ock 1
Unknown Par anet er
62.219. 164. 125 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wawn aka. i df . i |/ nai n/ gi yus/ at uda/ asnacht a. aspx
128. 232. 110. 28 zi;g’gom 147.237.0.19 |madimatal .idf.il |Wauthorized URL Access to 147.237.0. 19/ Bl ock 1
40.77. 167. 38 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock 1
2.54.2.87 I sr ael 147.237.76.42 |refuah.idf.il o ted et rorized éﬁaﬁcgzzi on Bock |1
212.199. 236. 231l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/ 7/ B ock 1
85.250. 130. 31 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR. Access to w aka.idf.il/ww tikshuv.idf.il B ock 1
192.114.175.66 |Israel 147.237.76.42 |refuah.idf.il Paraneter Type Vol 2t ;;6_0;;/2%??3.1“; acetbl deriSixtlasthane in g o |1
80. 246. 133. 182 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
46.19.86.43  |Israel 147.237.76.42 |refuah.idf.il o ted et rorized éﬁaﬁcgzzi on Bock |1
169. 229. 3. 91 Uited Sates [147.237.77.170|nmarachot.idf.il Mitiple Illegal Byte Qode Character in Mthod from169. 229. 3. 91 B ock 1
95. 218. 180. 226 |Romani a 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to wawidf.il/arr/ Bl ock 1
5.45.197. 209 gz:;;r: on 147.237.72. 166 [aka. i df . i | Unhaut hori zed Method HEAD for aka.idf.il/mai n/ hone/ def aul t. aspx Bl ock 1
Unknown Par anet er
84.111.109. 228 |[lIsrael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMii n$TochenPl acehol der $ct | 13$ct | 01%ct | 03$chl Questi o |None 1
n$35 i n wa aka. i df . il /nmai n/ gi yus/ quest i onnai re. aspx
185. 89. 217. 229 147.237.77.216|dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
68.180.228.112 |[Lhited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin waw i df .il/1362- he/ dover.aspx |B ock 1
146. 66. 43. 249 LK!iﬂr:gegom 147.237.77. 216 |dover.i df .i | D stributed Suspici ous Response Code B ock 1
2.54.136. 22 I'srael 147.237.76.42 |refuah.idf.il i;t ;'Sl;f';g_d‘l;:‘t“;Ih;r;ﬁ:rdedﬁe:e‘fissss on Bock |1
85. 254.158. 162 |Latvia 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 1
81.218.116. 129 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwy aka.idf.il/main/scripts/css3pie htc |B ock 1
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to www i df . i/ 1514-en/ dover. aspx. B ock 1
46.121. 109. 190 |Israel 147.237.76.42 |refuah.idf.il Mil ti pl e Unhaut horized LRL Access from 46. 121. 109. 190 B ock 1
109. 67.122. 101 |l srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock 1
37.26.148.242 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
Unknown Par anet er
84.111. 109. 228 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$78 in ww aka.idf.il/nai n/giyus/ questionnaire. aspx
212.199. 236. 231l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 212.199. 236.231 |B ock 1
185. 89. 217. 232 147.237.77.216|dover.i df .i | Dstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
68.180.228.112 [Lnited Sates |[147.237.77.216|dover.idf.il Par anet er Type Mol ati on PageNumin waw i df .il/1399-en/ dover.aspx |B ock 1
46.19. 85. 174 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1
148. 251. 21. 227 |Ger many 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to ww nag.idf.il/14-he B ock 1
5. 28. 143. 229 I srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
216.218.206.66 [Wiited Sates |[147.237.76.39 ImeI le.nei tav. idf. i Unaut hori zed URL Access to 147. 237. 76. 39/ B ock 1
85. 254, 158. 162 |Latvia 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
81.218.241.26 |Israel 147.237.72. 166 |aka. i df . i | gg';irsegaqﬂzgsg%f" cooki e wb48617274: Expect ed 9A334288, None 1
192. 243. 55. 138 |Doni ni ca 147.237.77.216|dover.i df .i | Dstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
109. 253. 203. 2321 srael 147.237.76.42 |refuah.idf.il i;t ;igg_“;g_d‘é/h;“;hg;ﬁ;deﬁe ;’;Ciiss on Bl ock 1
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