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02-18-2016-13:04:04 to 02-18-2016-14:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
192. 118. 30. 102 | srael 147.237.72. 167 ishurimaka idf.il |Anonal y-TLS renegotiation-di dest - reset 193
62.117.59. 18 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
79.179. 207. 87 | srael 147.237.77.170 naar achot . i df . il Bl ock Wp Al Nets dr op 6
84.111. 125. 88 I srael 147.237.77. 216 dover.idf.il Block Udp Al Nets drop 6
212.179. 46. 189 I srael 147. 237.72. 156 anan. i df il Block Udp All Nets drop 3
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
52. 16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
71.6.158. 166 Lhited Sates 147.237.76. 200 eitan. aka.idf.il Bl ock Wp Al Nets dr op 1
162. 248. 74. 2 Lhited Sates 147.237.76. 177 ncore.idf.il Block Udp All Nets drop 1




02-18-2016-13:04:04 to 02-18-2016-14:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Oount |
106. 38.241. 144  |China 147.237.77.216 |dover.idf.il |CL000103: HTTP: User Agent Sogou+web+spi der B ock 5
212.235.62.200 |Israel 147.237.77.216 |dover.idf.il |CL000004: HTTP. options nethod (M crosoft) B ock 2
109. 67. 165. 182 I srael 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent Bl ock 2
106. 38.241.106  |China 147.237.77.216 |dover.idf.il |CL000103: HTTP: User Agent Sogou+web+spi der B ock 1
153. 122. 40. 17 Japan 147.237.77.74 lawidf.il 9220: PHP. Malicious (bfuscated PHP Program Access B ock 1
106. 38.241. 106  |China 147.237.72.166 |aka.idf.il C1000103: HTTP:. User Agent Sogou-+web+spi der Bl ock 1
198. 20. 69. 74 Wited Sates 147.237.76.202 |e.hal ag.idf.il |13840: TLS QpenSSL Heartbeat Packet B ock 1




02-18-2016-13:04:04 to 02-18-2016-14:04:04

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

77.127.159. 79 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
46.120. 116. 166 147.237.72. 166 I 'srael aka.idf.il portscan: TGP DO stributed Portscan 1
212.179. 46. 16 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 137. 67 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
93.174. 95. 119 147.237. 76. 148 Net her | ands gocenter. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
93.174.95. 119 147.237.0. 16 Net her | ands ny- kosher-kravi . i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
87. 68. 255. 41 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
77.125.1.215 147.237.72. 166 I 'srael aka.idf.il portscan: TGP DO stributed Portscan 1
2.54.36.35 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
149. 88. 243. 86 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
93.174. 95. 119 147.237.77. 227 Net her | ands e. hanaz. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
93.174. 95. 119 147.237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
87.70.30. 112 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1




02-18-2016-13:04:04 to 02-18-2016-14:04:04

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMirul e drop 24
o SN retransnmit wth different .
212. 143. 169. 2061 srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |24
reamng BEngine: TCP Invali i i ssi
109. 253. 144. 213|l srael 147, 237. 77, 243 |roti L e i1 | €M NG Engine: TGP alid |invalid segnent retransnission drop 24
Ret ransm ssi on Packet dropped.
79.179. 169. 136 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 14
Sreaning Engine: TGP Invalid i i ssi
109. 253. 147. 26 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 12
Ret ransmi ssi on Packet dropped.
79.180. 228. 187 |[Israel 147.237.77. 170 |maarachot . i df .i | |dr op First packet isn't SN drop 9
79.179. 169. 136 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
192.118. 30. 102 |Israel 147.237.72. 167 |i shurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
2.52.173.119 I srael 147.237. 72. 156 |anan.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
62. 0. 200. 162 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 6
46. 19. 86. 106 | srael 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 6
46. 19. 85. 130 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6
151. 252. 98. 197 glcf;i'géa” Termitory.f147 237.77. 176 |natpash.if. il |drop Frst packet isn't SIN drop 6
46. 19. 85. 130 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
2.52.173.119 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d AGK nunber aert 6
2.52.173.119 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
reamn ine: TCP Invali i i ssi
2.54.43. 53 I'srael 147.237.0.10 |racimatalior. 1| €M NG Engine: TCP Inval id |invalid segnent retransnission. | 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.126.37.108 |Israel 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109. 253. 214. 238|l srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dropped.
2.52.173.119 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Invalid sequence nunber noni t or 6
46.19. 85. 118 I srael 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.52.173.119 I srael 147.237.72. 156 |anan.i df .i SYN Att ack rej ect 5
46. 19. 85. 130 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 130 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 89 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
77.127.148.149 |Israel 147.237. 72. 156 |anan.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
41.33.232. 66 Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [monitor |4
Sreaning Engine: TCP Invalid i i ssi
109. 64.232.24  |Israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.203  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
132.66.23.142  |Israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.0.150  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.147.165 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
149.88.3.110  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
31. 168, 245. 213 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.176.211.28 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 67.227.85 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.207  |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
93.190. 152. 160 |Eur ope 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
. e SYN+ACK retransmt wth .
192. 243. 55. 134 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence different vi ndow scal e monitor |3
Sreaning Engine: TCP Invalid i i ssi
79.182.133.81 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.125.102.80 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
192.118.64.29 |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
130.193.51.91 |Russian Federation  |147. 237.76. 200 |ei tan. aka i df . i 9 =9 Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 133. 1031 sr ael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.36. 222 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =9 Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.126.37.108 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 197. 122|1 srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
37.26.149.159 |l srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber alert 3




02-18-2016-13:04:04 to 02-18-2016-14:04:04

Attacker Address |Attacker Qountry Target Address |Jte Signature
Sreaning BEngine: TQP Invalid i i ssi

46.19.86.125  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

82.166. 134. 189 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.




02-18-2016-13:04:04 to 02-18-2016-14:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
109. 253. 210. 92 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 217
109. 253. 210. 92 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 196
46.19.85.2 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 145
37.26.147.173 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 127
84.111. 49. 2 | srael 147.237.0.34 |tikshuv.idf.il gfl"ﬁ%;fzthe Sane Response (bde (404) in Session from Bock |61
46. 19. 86. 182 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 52
37.26.148.240 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 32
2.54.43.53 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 23
2.54. 136. 166 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 9
109. 253. 144. 213|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 6
46.19. 86. 128 I srael 147.237.77. 176 |mat pash. i df . i | Distributed Uhaut hori zed URL Access on www cogat . i df . il/894-ar B ock 4
192.118.10.10 |Israel 147.237.77.74 [lawidf.il Mil tipl e Unauthorized URL Access from 192. 118. 10. 10 B ock 4
87.71.43.111 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 4
195. 160. 242. 40 |l srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut horized LRL Access from 195. 160. 242. 40 B ock 3
109. 253. 210. 92 |Israel 147.237.0.19 |nadi matal .idf.il Igg.hgg gio.tgg sane Response (ode (403) in Session from Bock |3
46.19. 85. 115 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
37.26.149.176 |Israel 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 3
176.13.15.160 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 3
192.118.10.10 |[lIsrael 147.237.77. 216 |dover.i df .i | Ml tipl e Unhauthorized URL Access from 192.118. 10. 10 B ock 2
46.19. 86. 83 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.10.86.182  |israel 147.237.0.19 |nadimatal .idf.il Zg?lfrg&o{s;he Sane Response (ode (404) in Session from Bok |2
85. 250. 232. 185 || srael 147.237.77. 176 |nat pash. i df . i | m”é:gc;rl'_f?_ m‘sipg_c;ifa;gm | s/ 814629, pg Bock |2
109. 253. 205. 207 i sr el 147.237.76.42 |refuah.idf.il Paraneter Tybe M ol et fglg_tr']g)f?ﬁ;ﬁ”;szxacem deriStxtlasthame in gogc |2
46.19. 86. 151 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None
46. 19. 86. 33 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
66. 249. 64. 180 | srael 147.237.0. 16 ][Tyl_ IkOSheI’ -kravi.id Unaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1
128. 232. 110. 28 LK!iﬂr:gegom 147.237.76.39 |nobi |l e. nei tav. idf.il|Uhauthorized URL Access to 147.237.76. 39/ B ock 1
Unknown Par arret er
109. 253. 128. 1681 srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01%ct | 03$chl Questi o |None 1
n$27 in aka.idf.il/nain/giyus/ questionnai re. aspx
85. 64. 89. 33 I srael 147.237.77. 216 |dover . i df .i | O stributed Uhaut hori zed URL Access on waw i df.il/https:/wwidf.il/ |B ock
45.37.142. 34 147.237.77. 216 |dover.i df .i | PHP Att enpt B ock
188.165. 234. 52 |France 147.237.76.86 [navy.idf.il \?w;\zt ;;\?;t ie(?f .Lihlijlit:r?prliaztidsltsﬂ_arpecj iZZr ggnt r ol s/ header upper / Bl ock !
169. 229. 3. 91 Uhited Sates [147.237.76.30 |hi nush.idf.il Ml tiple Abnormal |y Long Request from 169. 229. 3. 91 B ock 1
Unknown Par arret er
79.176.56.107 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenPl acehol der $ct | 13%ct | 01$ct | 03%chl Questi o |None 1
n$55 i n wan aka. i df .i|/mai n/ gi yus/ quest i onnai re. aspx
212.179.21.194 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66.249.64.51  |[Israel 147.237.76.42 |refuah.idf.il ﬂ?f;g;’.r;éefzﬁp fcstcof?g;/cf’i | es/ 712827, pg Bock |1
46.19.86. 77 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
95. 86. 75. 71 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Uhaut hori zed URL Access from 95.86.75. 71 B ock
Unknown Par arret er
84.94.100. 18 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphai n$TochenP acekbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
5.102.206.236 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for ww aka. i df.il/mai n/ gi yus/ B ock 1
169.229.3.91  [Uited Sates [147. 237. 7. 176 |nat pash. i df . i | '['[ng]a]' _Jre e Caracter in LR A d&cemn[[#30]] A xefiz Bock |1
66. 249. 64. 185 | srael 147.237.0. 16 ;Tyl_ IKOSher -kravi.id Uhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt B ock 1
149.78.171. 152 |Israel 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waw i df.il/hinush/sitel he/ nodul es. asp B ock 1
Unknown Par arret er
109. 253. 128. 168l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl aceHbl der $et | 13%ct | 01%ct | 03$chl Questi o |None 1
n$67 in aka.idf.il/nai n/ gi yus/ questionnaire. aspx
46. 19. 86. 182 I srael 147.237.0.19 |madimatal .idf.il Too Many 404: Response Code per Session B ock 1
195. 160. 242. 40 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagelfiles/ 9/ B ock 1
85.64.124.199 [lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237.76. 42/ styl ef shar ed/ 960. css B ock 1
45.37.142. 34 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
188.165. 234. 52 |France 147.237.76.86 |navy.idf.il m“:;s;' B e ) navy. aspx. asp Bock |1
169. 229. 3. 91 Lhited Sates [147.237.76.30 |hi nush.idf.il Mitiple Illegal Byte Gode Character in Mthod from169. 229. 3. 91 B ock 1
79.181.217. 210 |israel 147.237.72. 166 |aka. i df . i | m":k‘“; I??Tfﬁ n/i;fr?;c/tgag?icgzﬁgfcphsaChar$°t' 25 1n None 1
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