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Top Attackers

B nadimatal .idf.i

M aka.idf.il

M atal .idf.il

M dover.idf.il

M tikshuv.idf.il

M navy.idf.il

[ refuah.idf.il

M mobile.idf.il
lawidf.il

M halag.idf.il

M 46. 19. 85. 115
212.76.127. 10
I 85. 65. 131. 10
79. 179. 207. 87
Il 109. 253. 201. 9
W 41.33.231.90
[ 212. 76.127. 219
MW 212.76.127. 111
62. 0. 200. 211
M 185. 120. 125. 59
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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
79.179. 207. 87

|Target Address  |Site

|Signature |Device Action  |Count |
| srael 147.237. 72. 166 aka.idf.il ock_ Udp Al _Nets drop 42
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page Fl ood Attack drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Count |
106. 38. 241. 144  |China 147.237.77.216 |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 5
80.179.9. 115 I srael 147.237.0. 34 tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 3
195. 160. 242. 40 | srael 147.237.77.170 |maarachot.idf.il |ClL000004: HITP. options method (M crosoft) Bl ock 3
51.255.162.164 |Wited Kingdom [147.237.77.216 |dover.idf.il C1000106: HTTP. maj estic bot B ock 2
144.76. 29. 162 Ger many 147.237.77.216 |dover.idf.il C1000106: HTTP. naj estic bot B ock 2
51. 255. 162. 164 United Ki ngdom 147.237.77. 74 lawidf.il C1000106: HTTP. naj estic bot Bl ock 2
82.102.169.113  |[Israel 147.237.0. 34 tikshuv.idf.il Cl000212: HITP. prefix 1.01 in the LR B ock 1
106. 38.241.106  |China 147.237.72.166 |aka.idf.il CL000103: HTTP: User Agent Sogou+web+spi der B ock 1
212. 235. 62. 200 | srael 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 1
106. 38.241.106  |Chi na 147.237.77.216 |dover.idf.il Cl000103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘Ste

‘Signature

50,255 58,221 |147 237 0.33 |united Sates |idh il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnections, Potenti al 1
Scan or Brute Force
2.54.134.60 147.237. 77. 216 || srael dover.idf.il [portscan: TCP D stributed Portscan 1
194. 90. 128. 185 |147. 237. 72. 166 || srael aka.idf.il [portscan: TGP Distributed Portscan 1
185.106.94.8  |147.237.72.156 aman.idf.il [ET SCAN Potential SSH Scan 1
178.62. 14. 193 |147.237.77.212|Uhited Sates e dover.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
109. 66. 183. 140 |147. 237. 77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
84.108. 232. 217 (147. 237. 77. 216 |1 srael dover.idf.il [portscan: TCP DO stributed Portscan 1
66.249.66. 65 |147.237.77.74 [lhited Sates |lawidf.il |ET SCAN NVAP -sA (2) 1
59. 106. 108. 116 [147. 237. 77. 216 |Japan dover.idf.il [Tehila - Perl LW with fake user agent 1
46.19.85.210  |147.237.72. 166 I srael akaidf.il [portscan: TCP D stributed Portscan 1
197. 134. 127. 75 |147. 237. 77. 216 | Egypt dover.idf.il [portscan: TQP DO stributed Portscan 1
2.54.0. 164 147.237. 72. 166 | srael aka.idf.il [portscan: TGP Distributed Portscan 1
192, 118. 28. 114 |147. 237. 72. 166 || srael akaidf.il [portscan: TCP D stributed Portscan 1
183. 82. 106. 200 [147. 237. 77. 243 |I ndi a mobi | e.idf.il[ET SCAN NVAP -sS w ndow 4096 1
117.34.70. 143 [147.237.77. 216 |Chi na dover.idf.il [ET SCAN Potential SSH Scan 1
106, 38. 241, 106 |147. 237 7. 166 i na akaidh il SER\/ER APACHE Apache nod_ssl non-SSL connection to SSL port denial of 1
servi ce attenpt
79.179.132. 65 |[147.237.77. 216l srael dover.idf.il [portscan: TCP D stributed Portscan 1
62. 0. 24. 40 147.237. 72. 166 |1 srael aka.idf.il [portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
212.76.127.10 |lIsrael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Gonpl i ant Failed to handl e connection data |nonitor |90
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 22
212.76.127.219 |l srael 147.237.77. 233 |atal .idf. il B ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |21
212.76.127.111 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Gonpl i ant Failed to hand e connection data |nonitor |18
62. 0. 200. 211 | srael 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop 15
185. 120. 125. 59 147.237.72. 166 |aka i of .i | drop SAMrul e drop 13
reanmn ine: TCP Invali i i ssi
79.179.207.87 |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Inval i d finvalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
80. 246. 137. 219 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
109. 66. 65. 93 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
79.183.147.97  |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
193.129. 103. 99 |Unhited Ki ngdom 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 10
192. 116. 239. 196|I srael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber nonitor |8
5.10. 105. 41 United Ki ngdom 147.237.76.42 |refuah.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |7
Sreaming Engine: TGP Invalid i i ssi
109. 67. 134.53  |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19. 86. 74 I'srael 147. 237.77. 243 |mbi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.210.220.13 |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segrent retransmssion. | 6
Ret ransni ssi on Packet dropped.
37.26.147.174 |israel 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber nonitor |5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
46.19. 85. 182 I srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
192. 115.83.5 I sr ael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
188. 161. 61. 239 glcf;i'géa” Termitoryl147. 237. 77. 176 |natpash. idf.il  |dr op Frst packet isn't SIN drop 4
2.52.180. 86 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
188. 161. 61, 239 [N Estinian Territoryl, p7 537 77 216 |dover. idf. il drop First packet isn't SWN drop 4
Qccupi ed
31.210.186.46 |lIsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
54.241.198.78 |Uhited Sates 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
192.115.83.5 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert
Sreaning Engine: TCP Invalid i i ssi
65.55.210. 121 |Wnited Sates 147.237.76.200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. g ., 4
Ret ransni ssi on Packet dropped.
66.249.93.152 [lLhited Sates 147.237.77. 234 |hal ag.i df .i | Drectory Traversal directory traversa overflow noni t or 3
Sreaming Engine: TGP Invalid i i ssi
176.13.16.80  |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
80. 179. 196. 225 |I srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.52. 36. 146 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
37.26.146.234 |Israel 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
2.54.34. 224 I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
79.183. 143. 120 |Israel 147.237.72. 166 |aka i df . Streamng Engi ne: TCP I nval i d finvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 217. 33 |israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
5.22.130.237  |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid finvalid segnent retransmssion. | op 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 134. 170 | srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
37.26.147.174 |Israel 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi
109.67.49.114 |Israel 147. 237.72. 166 |aka i f .1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
62.90.249.46  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.127. 209. 250 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
2.52.180. 86 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
79.182.5.253  |israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
176.13.10.73  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.148.238 | srael 147. 237.77. 243 |mobi le. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
62.219. 165.94 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
80.179. 11. 6 I'srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
87.134.75.113  |Germany 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3

Ret ransm ssi on

Packet dropped.
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Attacker Address |Attacker Qountry Target Address |Ste Signature
Sreanming Engine: TP Invalid i i ssi

149.78. 248. 132 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g ., 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

79.182.107.91 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 115 | srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Too Many of the Same Response Code (404) B ock 170
46.19. 85. 115 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 108
85. 65. 131. 10 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 60
46. 19. 85. 115 | srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Too Many of the Same Response Code (403) B ock 52
109. 253.201.9 |lIsrael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 48
109. 253. 202. 233I srael 147.237.77. 243 |nobi | e. i df . i | fbﬁ”:t o T?'f’fsgcﬁ;ra; Lﬁgngi‘é‘z;jo"‘%d n B ock 7
46.19. 85. 194 I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode B ock 4
195. 154. 226. 90 |France 147.237.77. 216 |dover.idf . il Miltiple Il1egal HITP Version from 195, 154. 226. 90 B ock 3
176. 13. 1. 199 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
66. 249. 69. 26 | srael 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on wan i df.il/error. htm Bl ock 2
176.13.12. 111 |Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
81.218.241.26 |[Israel 147.237.77.216|dover . i df .i | Mil tipl e Unauthori zed URL Access from 81.218. 241. 26 Bl ock 2
109. 64. 112. 66 |l srael 147. 237.72. 166 |aka. i df . i | m ;L:ﬁt;d. ilﬂa:;hn(;r;iﬁdslﬁtﬁf?; o A Bl ock 2
213. 8. 204. 45 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock
80.246.138.39 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
66. 249.66. 93 | srael 147.237.76.86 navy. idf.il V\uqu?zu;e:‘\?;.lizdic.i i lIJ/:at_e’rATcu)::gISZs/ts(,)har ed/ user cont r ol s/ header upper / Bl ock !
Unknown Par anet er
176.228.162. 35 |l srael 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenM aceHbl der $ct | 13%ct | 01%ct | 03$chl Questi on [None 1
$67 in v aka. idf.il/nai n/gi yus/ questi onnai re. aspx
46. 19. 85. 210 I srael 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to ww cogat.idf.il/89%4-ar B ock 1
85.250.115. 31 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
40.77.167. 26 Uited Sates |[147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
66.249.93.152 I srael 147.237.77. 234 |hal ag. i df . i | m:;ﬁﬁvfszi 'derfeftl " rages! shar e nenustr ech. png Bock |1
52.16.137.212 |lnited Sates |147.237.72.166aka.idf.il Distributed Whaut hori zed LRL Access on / B ock 1
109. 65. 212. 161 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
81.218.241.26 | srael 147. 237.72. 166 |aka. i df . i | mu;:';riidzf?l /U;Lp'_ocstc;zsg;?i | est 6 67906, ek B ock 1
2.52.180.86  [Israel 147.237.76.42 |refuah. i df il ot ated Lot horized o o e Bock |1
213.57.251. 199 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css Bl ock 1
192.115.67. 2 I srael 147.237.72.167|i shuri maka. i df . i [[untraceabl e SIS Sessions: Protocol violation (SSL_GONN ALIENT HALLQ [None
123.126.113.80 |Chi na 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ def aul t. aspx |Bl ock
Unknown Par anet er
46.19. 85. 211 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPt acetbl der $ct | 13%ct | 01%ct | 03$chl Quest i on [None 1
$55 in wwu aka. i df.i |/ mai n/ gi yus/ questi onnai re. aspx
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | Lhtraceabl e SIS Sessi ons: Protocol violation (SSL_GONN QLI ENT_ HALQ |None
40.77.167. 29 Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/error.htm B ock
207.46. 13. 54 Lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed LRL Access to 147.237.72. 166/ B ock 1
Unknown Par anet er
79.178.212. 165 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPt acebbl der $ct | 13%ct | 01%ct | 03%chl Quest i on [None 1
$88 in aka. idf.il/nain/giyus/questionnaire. aspx
52.30.171.229 |lnited Sates [147.237.72.166aka.idf.il Uhaut hori zed URL Access to / B ock 1
109. 201. 216. 138 g;z:;nl on 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . il/1044-he/ i shuri maspx B ock 1
2.54. 56. 203 I srael 147.237.77. 74 |lawidf.il Dstributed |11egal Parameter Encoding None 1
216.218.206. 67 |[lLhited Sates [147.237.0.19 |[nadi matal.idf.il |Uauthorized URL Access to 147.237.0. 19/ B ock 1
66.249. 93. 149 |Israel 147.237.77.234|hal ag.i df . i | DOstributed Drectory Traversal (In WR) B ock 1
194. 90. 128. 185 |l srael 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 194. 90. 128. 185 B ock 1
149.78.233.75 |Israel 147.237.76.42 |refuah. i df il ot ated Lot horized o o e Bock |1
46.19. 86. 74 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
40.77.167. 38 Uhited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wa i df.il/navy/ htm/nainfs. asp B ock 1
212.25.112.2 I srael 147.237.77.234|hal ag.i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
79.180.59.171 |[lIsrael 147.237.0.15 |kosher-kravi .i df.i|Dstributed PHP Attenpt B ock 1
62. 0. 24. 40 I srael 147.237.72. 166 |aka. i df . i | m”;k"‘:isz"f ?Ff:r;rnlﬁ\:h%iﬁm@a;pz None 1
176. 116. 188. 83 :Zg::t”i on 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/nazi'a=0 B ock 1
46.19.85.115  |israel 147.237.0.19 |nadimatal .idf.il Edf“:ne;fraj _T’i'f;’_\i'il?'nfgi‘fllcltggm”;;”;gézx' der 13txthebile in Bock |1
109. 226. 21. 131 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
81.218.241.26 |[Israel 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df.il/images/ 1. he/ back. png B ock 1
23.106.205. 178 [United Sates |147.237.77.216|dover. i df .|| chaut gfo_riilz/iiaﬁlﬁggf:n:rod of header upper Bock |1
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