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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
37.26.146. 192 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
91. 221. 58. 27 Ger many 147.237.77.216 dover.idf.il SYN H ood out of context dr op 4
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
52.16.5.197 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
185. 130. 5. 224 147.237. 76. 197 e hinush.idf.il B ock_Udp Al Nets drop 1
185. 130. 5. 224 147.237.76. 39 nobi | e. nei tav.idf.il B ock_Wp Al _Nets drop 1
185. 130. 5. 224 147. 237. 76. 199 e.nakchal .idf.il Bl ock Udp All Nets drop 1
141.212.122. 199 Lhited Sates 147.237.76. 34 yohal an.i df .i | B ock_Udp Al _Nets dr op 1
185. 130. 5. 224 147.237.76. 42 refuah.idf.il B ock UWp Al Nets drop 1
185. 130. 5. 224 147. 237. 76. 201 e.atal.idf.il Block Udp All Nets drop 1
185. 103. 252. 17 147.237. 76. 197 e. hinush.idf.il Block Np All Nt drop 1
185. 130. 5. 224 147.237. 76. 86 navy.idf.il B ock_Wp Al _Nets drop 1
198. 23.112. 119 Lhited Sates 147.237.76. 86 navy.idf.il B ock_Wp Al _Nets drop 1
185. 130. 5. 224 147.237.76. 30 hi nush. i df . i | B ock_Udp Al _Nets dr op 1




02-18-2016-11:04:08 to 02-18-2016-12:04:08

|Top Attackers In IPS|

At t acker

Attacker Address Qount ry rget Address |Site Sgnature

194. 56. 215. 218 |l srael 147.237.0.34 [ti kshuv. i df.i|Cl000212: HITP. prefix 1.01 in the UR B ock 6
106. 38. 241. 144 |Chi na 147.237.77.216|dover. i df .i| |Cl000103: HTTP:. User Agent Sogou+web+spi der B ock 5
109. 253. 142. 159l srael 147.237.0.34 |ti kshuv. i df.i|C1000212: HITP. prefix 1.01 in the UR B ock 2
151.80.31.152 [italy 147.237.76.86 |[navy.idf.il |Cl000228: HITP: AhrefBot craw er Bl ock 2
89. 216. 115. 8 147. 237.77. 216 |dover . i df . i | ggg HTTP: Suspici ous User-Agent (WndowsNT) Wth No Separating g ) 1
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover. i df .i| |Cl000103: HTTP. User Agent Sogou+web+spi der B ock 1
212.235.62.200 |[Israel 147.237.77. 216 |dover. i df .i| [CL000004: HTTP. options nethod (M crosoft) B ock 1
77.125.160.66 |lsrael 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 1
79.181. 107. 183 |[lIsrael 147.237.76.31 |nakchal . i df . i[C1000004: HTTP. options method (M crosoft) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

DDos att ack

72.27.221. 77 147. 237. 76. 44 |Janai ca e.refuah.idf.il ET SCAN Potential SSH Scan 2
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
72.27.221. 77 147. 237. 77. 170 |Janai ca maar achot . i df . i | ET SCAN Potential SSH Scan 1
69. 160. 35. 132 [147.237.76. 176 |Lnited Sates |test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
213.8.242. 46 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
59. 45. 79. 117 147.237.77.19 |China I aw forumidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76.86 |[China navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
5.28.165. 170 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
93.113.125.11 |147.237.0.17 |Ronani a mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
82. 81.27. 22 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
79.177.115. 236 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
72.27.221.77 147. 237. 76. 197 |Janai ca e hinush.idf.il ET SCAN Potential SSH Scan 1
72.27.221. 77 147.237.76.30 |Jamai ca hi mush. i df .i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 235 |Chi na sviva idf.il ET SCAN Potential SSH Scan 1
202. 159. 189. 109|147. 237. 77. 216 |Austral i a dover.idf.il portscan: TGP D stributed Portscan 1
59. 45. 79. 117 147.237.76. 34 |Chi na yohal an.idf . il ET SCAN Potential SSH Scan 1
194. 114. 146. 227|147. 237. 72. 166 || srael aka.idf.il SER\/ER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
31.168.83.233 [147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
93.113.125.11 |147.237.0.34 |Ronani a tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82. 81. 86. 202 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
80, 246. 130, 112|147 237 77 233 |1 ael atal idh il ET DG5S Large anount of TCP Zer oWndow - Possible Nkiller2 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Z“:\tnl(;i
173.208. 136. 170|Lhited Sates 147.237.77. 176 |mtpash.idf.il  [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 34
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 25
Sreaming Engine: TGP Invalid i i ssi
46. 19. 86. 64 I'sr ael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segrent retransmssion. |, 18
Ret ransni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
84.94.198.13  |Israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
62. 219. 24. 52 I srael 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 12
reanmn ine: TCP Invali i i ssi
2.52.32.79 I'srael 147,237, 72. 167 |i shurimaka i i | ' SAM NG Engine: TCP I nval i finvalid segnent retransnission. | 9
Ret r ansni ssi on Packet dropped.
46.19. 85. 17 I srael 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 9
37.26.147.255 |lsrael 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 8
217.194.203.52 |[Israel 147.237.72. 156 |anan. i df . il dr op First packet isn't SN drop 8
80. 246. 130. 112 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber monitor |7
reaming BEngine: TCP Invali i i ssi
46.19.86.224  |israel 147.237.77. 243 |t e ior i1 | SAMNG Engine: TP Invalid finvalid segnent retransnission. |, 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
195.200. 205.2  |Israel 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19. 85. 10 I srael 147.237.77. 243 ot e ior i1 | SAMNG Engine: TCP I nval i finvalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249.66.90  |nited Sates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TAP Invalid i i Ssi
66.249.66.93  |Uited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
207.46.13.193 |United Sates 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
2.52.32.79 I srael 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 46 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
ini i Sreaming Engine: TGP Invalid i
46. 60. 38. 99 Pal est_l nian Territory, 147 237 77. 216 |dover i df i1 g ENg Inval i d checksum Packet drop 6
Cceupi ed Checksum dr opped.
46.19. 85. 179 I srael 147.237.0.19 |nadi matal.idf.il[SYN Att ack SYN -> SYN-ACK -> Timeout |reject 5
46. 19. 86. 189 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber monitor |5
37.26.148.193 |Israel 147.237. 77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> Tineout [reject 5
2.54.167. 176 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.54.53.177 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
5.22.130. 83 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber nonitor |4
80. 246. 130. 112 |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 46 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber monitor |4
81.218.68.234 |Israel 147.237. 72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
212.143. 124. 116|I srael 147.237.72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> Timeout |reject 4
46.19. 85. 17 I srael 147.237.77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
122.172.244.82 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
31. 210. 187. 129 |lsrael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
37.26.149. 144  |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber monitor |4
5.102.254.189 |[lIsrael 147. 237.77. 216 |dover. i df . i Bad TCP sequence I nval i d ACK nunber noni t or 4
212.143. 124. 116|I srael 147.237.72. 166 |aka. i df .i drop First packet isn't SWN drop 4
Sreanming Engine: TCP Invalid i i ssi
2.52.32.213  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 189 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber alert 3
Sreanming Engine: TCP Invalid i i ssi
79.178.152.1  |israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54. 54, 61 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
194.50.98.12  |Wkraine 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
31.168.22.239 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
62.219.193.66 | srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.52. 34. 69 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.178. 205. 182 | srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 141. 132|l srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |3
Sreaming Engine: TGP Invalid i i ssi
46.19.85.132  |israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
212.179. 218. 166/l srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi
176.13.8.159  [Israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i Ssi
46.19. 86. 26 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
2.52.0.7 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 675
2.52.0.7 I srael 147.237.0.19 |nadi matal .idf.il ;ng'vgn¥ of the Sane Response Code (403) in Session from Bl ock 217
46. 19. 85. 179 I srael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code B ock 175
2.52.0.7 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 167
46.19. 85. 179 I srael 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 150
46. 19. 85. 251 I srael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code B ock 54
173.208. 136. 170|Wited Sates  [147.237.77. 176 |nat pash. i df . i | Mil tipl e Unhaut hori zed URL Access from 173.208. 136. 170 B ock 37
37.26.146.150 |[Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 33
176. 13. 16. 46 I srael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code B ock 23
79.182.65.139 | srael 147.237.0.34 |tikshuv.idf.il Too Miny of the Sane Response Code (404) in Session from B ock 20
79.182. 65. 139
93.172.55.111 [Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 10
46.19. 85. 194 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
173.208. 136. 170|thited Sates  [147.237.77. 176 |mat pash. i df . i | Ml tipl e Admin Bl ocking from 173. 208. 136. 170 B ock 5
46.19. 85. 121 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 4
109. 253. 157. 221 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
2.52.170. 49 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 201. 169]I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
87. 69. 38. 222 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip storagel/files/8/ B ock 3
176. 13. 0. 40 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 210. 92 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
31.168. 23. 59 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 31. 168. 23. 59 B ock 3
2.54.24. 242 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176. 13. 8. 159 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 216. 114|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54. 169. 69 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
) . . DO stributed Lhaut hori zed URL Access on
182.75.125.66 [India 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/ xni r pe. php B ock 2
. . D stributed Lhaut hori zed URL Access on
79.177. 28. 62 I srael 147.237.72. 166 |aka. i df .i | wiw aka. i df . i | / mai v gi yus/ cont rol s/ at uda/ A Bl ock 2
80. 178. 227. 165 |lIsrael 147.237.77.216|dover. i df . il Uhaut hori zed LRL Access to wawidf.il/error. htm B ock 2
. . Unaut hori zed URL Access to
85. 65. 26. 137 I srael 147.237.72. 166 |aka. i df . i | v aka, i o i 1/ mai 1V gi yus/ cont rol s/ at udal A Bl ock 2
109. 242.102. 73 |G eece 147.237.77.74 |lawidf.il PHP At t enpt B ock
109. 242.102. 73 |G eece 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to ww | aw i df.il/xmrpc. php B ock
182.75.125.66 |India 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock
] - . Unaut hori zed Met hod HEAD for
74.6.254. 122 Lhited Sates [147.237.72.166|aka.idf.il v aka i ot i 1/ i rv smal i i snal i m asp Bl ock 1
. . . Unaut hori zed URL Access to
123. 126. 113. 80 |Chi na 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
Unhaut hori zed URL Access to
208.115.113. 84 |lhited Sates (147.237.77.74 |lawidf.il wanv | aw i df . i1/t enpl at es/ t enpl at econt r ol s/ news/ xex»x@ x'x” x" Bl ock 1
X7ZXeX?X”
94. 205. 92. 144 g:;d%w 8 1147, 237. 7. 176 |nat pash. i df . i | Distributed PHP At enpt B ock 1
85. 64. 153. 70 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter docld in www aka.idf.il/main/sachar/fag.aspx |None 1
37.26.146.203 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ atal . aspx |Bl ock 1
46.116. 114. 144 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
. ny- kosher - kravi . i df . .

216. 218. 206. 68 |lLhited Sates 147.237.0. 16 i Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
46.19. 85. 62 I srael 147.237.76.42 |refuah.idf.il Mal formed URL B ock 1
www. chanmat z. aka. i d [waut hori zed URL Access to
192.117.113.18 |l srael 147.237.717. 226 f.il wn chanat z. aka. i df . i1/ si p_storagel/ fil es/ 9/ 2479. ) pg Bl ock !

W, chamat z. aka. i d |Oistributed Unaut hori zed URL Access on
10. 145. 40. 16 147.237.77. 226 foil viwv chanat z. aka. i df . il /si p_storage/fil es/9/2479. ) pg Bl ock !
180. 76. 15. 149  |Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76.42/robots. t xt Bl ock 1
79. 175. 96. 147 147.237.77. 216 |dover . i df .i | Dstributed PHP Attenpt B ock 1
147.235.236.1 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il /v tikshuv.idf.il B ock 1
212.76.113.72  |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from212. 76.113. 72 B ock 1
94. 205. 92. 144 ;:i']rtaetdeskab 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . idf.il/xnrpc. php Bl ock 1
37.26.149. 144 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ styl el shar ed/ 960. css |Bl ock
182.75.125.66 |India 147.237.77.216|dover . i df . i | Dstributed PHP Attenpt B ock
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