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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
90. 148. 10. 87 Saudi Arabi a 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 6
5. 39.218. 13 Net her | ands 147.237.76. 198 e.yohal an.idf .l B ock Np All _Net dr op 1
185.94.111.1 147.237.76. 39 nobi | e.neitav.idf.il |Block Udp All Nets drop 1
5. 39.218. 13 Net her | ands 147.237.76. 199 e. nakchal .idf.il Bock Np Al Net drop 1
185.94.111. 1 147.237.76. 177 ncore.idf.il B ock_Ulp Al _Nets drop 1
66. 240. 219. 146 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
185.94.111. 1 147.237.76. 196 e.sviva.idf.il B ock_Wp Al _Nets drop 1




02-18-2016-10:04:02 to 02-18-2016-11:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
106. 38. 241. 144 Chi na 147.237.77.216  |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 4
2.52.37.76 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 3
212. 235. 62. 200 | srael 147.237.77. 216 dover.idf.il C1000004: HTTP. options nethod (M crosoft) B ock 2
213.151.48. 4 I srael 147.237.77.216 |dover.idf.il  |ClL000004: HITP. options nethod (M crosoft) B ock 1
52.1.90. 117 Lhited Sates 147.237.72.166 |aka.idf.il 13840: TLS (penSSL Heartbeat Packet Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1




02-18-2016-10:04:02 to 02-18-2016-11:04:02

|Top Attackers In |D|

Attacker Address ‘Target Address Attacker Gountry |Signature

77. 46.238. 89 147.237.77.19 | awforumi df . i | ET SCAN NVAP -sS w ndow 2048 1
72.27.221. 77 147.237. 8. 28 Janai ca e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
70. 214. 66. 37 147.237.77. 216 Wited Sates dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 181 147.237. 72. 166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
213.151. 41. 189 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
31.168. 23. 230 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
188. 64. 169. 106 147.237.0. 33 Russi an Federat i on idf.il ET SCAN Potential SSH Scan 1
109. 186. 11. 135 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
85. 90. 245. 228 147.237.8. 45 Lhi ted Ki ngdom eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
77.126. 235. 155 147.237.77. 216 | sr ael dover.idf.il portscan: TCP DO stri buted Portscan 1
77. 46. 238. 89 147.237.77.19 | awforumi df . i | ET SCAN NVAP -f -sS 1
72.27.221. 77 147.237.0. 33 Janai ca idf.il ET SCAN Potential SSH Scan 1
62.90. 131. 78 147. 237. 72. 166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
37.142.187.55 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
5. 28. 140. 120 147.237.77. 216 | sr ael dover.idf.il portscan: TCP DO stributed Portscan 1
183. 60. 216. 78 147.237.0. 15 (hi na kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
105. 192. 76. 175 147. 237.77. 216 Egypt dover.idf.il portscan: TCP DO stributed Portscan 1
79.177. 139. 55 147. 237. 72. 166 | srael aka.idf.il portscan: TCP D stributed Portscan 1




02-18-2016-10:04:02 to 02-18-2016-11:04:02

|Top Attackers In FW |

A tacker .
‘Country Target Address |Ste Signature
41.33.231.90 |Egypt 147. 237. 77. 216 |dover . i df .i | drop SAMrul e drop 24
37.26.149.179 |Israel 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 11
90.148.10.87  [Saudi Arabia 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 10
Russi an . . .
95. 30. 43. 206 ration 147.237.0.34 [tikshuw.idf.il |drop SAMrul e drop 9
62. 90. 235. 67 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 [dover.idf il Bad TCP sequence Invalid ACK nunber noni t or
. . . SWretransmit wth different .
140. 207.90. 58 |Chi na 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 7
212.199. 76. 141 |I srael 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
192. 243. 55. 130 |Doni ni ca 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
5.22.135.195 |Israel 147.237.72. 166 |aka. i of . | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
77.127.236. 102 |l srael 147.237.72. 166 |aka. i df il drop First packet isn't SYN drop 6
- . . SYNPAXK retransmit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 6
95.30. 43,206 |USSI 147. 237. 72. 156 |anan. i of . | dro SMrule dro 6
o Federation ) - - P P
Russi an D Streamng BEngine: TGP Invalid Invalid segnent retransnission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 6
37.46.39.189  |[Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 6
192. 243. 55. 130 |Comi ni ca 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmt with different Jooyiior |6
w ndow scal e
192. 243. 55. 131 |Doni ni ca 147.237.77. 176 |natpash.iof .i1 [Bad TCP sequence SNeAK retransmt with different 5 g
W ndow scal e
192. 243. 55. 132 |Domi ni ca 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmt with different oo |5
w ndow scal e
85. 158. 139. 107 |Uni ted Ki ngdom|147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
2.52.0.0 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 [dover.idf il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
195. 160. 242. 40 |l srael 147.237. 77. 170 [mear achot . i of . i 1|Bad TCP sequence Invalid ACK nunber noni t or 4
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |natpash. i of .i1 [Bad TCP sequence SNeAK retransmt with different 5,
W ndow scal e
212. 143. 142. 56 |I srael 147. 237. 77. 216 |dover . i f .i | drop First packet isn't SWN drop 4
192. 243. 55. 129 |Doni ni ca 147.237.77. 176 |natpash.idf.i| [Bad TCP sequence Invalid ACK nunber noni t or
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
192. 243. 55. 138 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence SINAK retransmt with different Jopyiior  |a
w ndow scal e
46.121. 103. 192 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber noni t or
192. 243. 55. 134 | Do ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber noni t or
Sreaning Engine: TGP Invalid ' i ssi
31.168.25.116 |Israel 147. 237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
109. 64. 172. 133 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
192. 243. 55. 129 |Doni ni ca 147. 237. 77. 216 |dover .i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
192. 243. 55. 130 | Do ni ca 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 3
195. 160. 242. 40 |I srael 147.237.77. 170 |naarachot . i df .i [[Bad TCP sequence Invalid ACK nunber alert 3
147.235.8.72  |Israel 147.237.76.42 |refuah.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
5.22.131. 24 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i ssi
46.19.85.60  |israel 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
94. 230. 86. 241 |Israel 147. 237.72. 166 |aka i f .11 9 =g vl i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
2.54.131.153 |Israel 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid ' i ssi
87.68.161. 114 |l srael 147. 237.72. 166 |aka i df . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 204. 99 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
80.179.9.44  |Israel 147. 237.72. 166 |aka i df . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
109. 66. 163. 220 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
- . . SYNPAXK retransmit with different .
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 3
Sreaning Engine: TGP Invalid i i ssi
2.54.161. 8 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
2.52.0.23 I srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TCP Invalid i i ssi
62.219. 187.57 |Israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
176.13.4.107 |israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site dgnature Acti on ‘Count
176. 13. 4. 199 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 96
2.52.170. 49 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 83
176. 13. 4. 199 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 48
2.52.170. 49 I sr el 147.237.0.19 |madimatal .idf.il  |/°0 M of the Sane Response Code (404) in Session from Bock |39
2.52.170. 49
37.26.146.247 |[israel 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 32
131. 253. 24. 254 |Uited Sates 147.237.77. 216 |dover.i df . il D stributed Unaut hori zed URL Access on v i df.il/anan Bl ock 8
80. 246. 139. 102 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 5
80. 246. 139. 242 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
62.219. 140. 27 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i| |Waut hori zed URL Access to wwu chi nuch. aka. i df .il/404. htm B ock 3
109. 253. 210. 13 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
84.94.112.235 |[Israel 147.237.77.216|dover . i df . i Distributed Whaut horized URL Access on waw idf.il/error. htm B ock 3
109. 253. 202. 37 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁgﬂt:%fzf? /gegpgf;zm e/l st chi | ddocurent &/ 1071 Bock |3
46.19. 86. 241 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
46.19. 85. 183 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 2
85.168. 84. 176  |France 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw i df.i|/894-en/idf gdover. aspx Bl ock 2
80. 246. 140. 114 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
46.119.117.85 |lkraine 147.237.77.216|dover . i df . i Distributed Unaut hori zed URL Access on waw i df . i/ nazi/ B ock 2
31.154.19.5 | srael 147.237.77.216|dover. i df . il Mil tiple Unauthorized URL Access from31.154.19.5 B ock 2
46. 19. 85. 221 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
50.18.94.121  |[Uhited Sates  |147.237.72.166|aka. i df . i | D strbuted thautori zed n';ttn:??nzg;psno"‘” R on Bock |2
109. 253. 157. 221 |I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
80. 246. 136. 107 |[Israel 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock
132. 66. 188. 135 |l srael 147.237.77.216|dover . i df . il Uhaut hori zed LRL Access to wawidf.il/ https:/twitter.com B ock
Pal esti ni an
82. 205. 75. 56 Territory, 147.237.77. 176 |nat pash. i df . i | Lhaut hori zed URL Access to waw cogat . i df .il/894-ar B ock 2
Qcecupi ed
179.127.63.13 |Brazil 147.237.77.216|dover.i df . i Dstributed PHP Attenpt B ock 1
40.77.167. 4 Whited Sates 147. 237.77. 226 mlchamt 2. aka.l mu;r?;;tzz?ikﬁd?fﬁs;mtlzy/ shovgi ctur &, asp Bock |1
85. 64. 77. 127 I srael 147.237.72. 166 |aka. i df . i | NULL Character in Method B ock 1
213.151. 46. 139 [Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut horized LRL Access from 213. 151. 46. 139 B ock 1
185. 89. 217. 234 147.237.77.216|dover . i df . il Dstributed Lhaut hori zed UR. Access on wwidf.il/error. htm Bl ock 1
140. 207.90.58  |chi na 147.237.77. 216 |dover. i df . i | m:zfpf’fye :E;Sd; Y dlelhe i upper/ Bock |1
Unknown Par arret er
109. 67.80.192 |Israel 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl acetbl der $ct | 38%ct | 01$ct | 03%chl Que [None 1
stion$2 in ww aka.idf.il/nain/giyus/ questionnaire. aspx
108.199.81.48 |Wnited Sates  |147.237.77. 216 |dover. i df . i chaut forj zed T focess o Jengl i sh Bock |1
68.180.228. 112 |Lhited Sates 147.237.77. 216 |dover . i df . i | Distributed Wauthori zed URL Access on www i df . i | /894-he B ock 1
179.127.63.13 |Brazil 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to w i df.il/xmrpc. php B ock
128.232.110. 28 |United Kingdom [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ Bl ock
Uhaut hori zed URL Access to
213.151. 46. 139 [Israel 147.237.72. 166 [aka. i df . i | wan aka. i df . i 1/ mai n/ gi yus/ &a=u&ved=0ahukewi j 961 990dl ahubbr q [B ock 1
khxol a7kqf gghnaa&usg=af gj cnhcvyyg7wlcg- yhd5_anmzoyodt wa
192.114.91. 234 |l srael 147.237.72.166 |aka. i df . i | mn;’k“; I'Zi“???ﬁg nf;;gg‘jtgangfzzfis;f‘:phsamar$Ct' SLin None |1
164.138.121. 93 |Israel 147.237.72. 166 |aka. i df . i | mngkmg' izafrjrlnjtn:rj nj?;bgnut f qeneral . sspx None |1
109. 67. 168. 179 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i/ mai n/ sachar/ undefi ned Bl ock 1
203. 133. 169. 219 OK?fea, renblie 147.237.76. 147|chi nuch. aka. i df . i | mngrir]nli:at:.aanlf;eirdfl. illr;temnl at es/ sendt of ri end/ sendt of ri end. aspx None !
84.108.174.45 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/gyius B ock 1
68. 180. 230. 244 [lnited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1274-he/ atal . aspx  |B ock 1
185. 89. 217. 224 147.237.77. 216 |dover . i df . i | Ostributed Lhauthorized UR. Access on ww idf.il/error. htm Bl ock 1
93.113.125.11 |Ronani a 147.237.0.19 |nadimatal .idf.il Uhaut hori zed URL Access to / B ock 1
213.151. 48. 4 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTI QNS for vww aka. i df . i |/ mai n/ gi yus/ B ock 1
192.243.55. 130 |Dom ni ca 147.237.77. 176 |matt pash. i df . i | vL\qu\:\tu(txr)]g;tl Zled(l{ .Lijl:a/_tgcn;IeZt"seéloshar ed/ user cont r ol s/ header upper Bl ock !
82.80.193.244 |[Israel 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to ww i df.il/894-he B ock
85. 64. 77. 127 I srael 147.237.72. 166 [aka. i df . i | Abnormal Iy Long Request net hod B ock 1
212.179.21.194 |Israel 147.237.77. 234 |hal ag. i df . i | ﬂ?ﬂgggf&ﬂn&tgi:h;e W/bul et L. g f Bock |1
185. 89. 217. 228 147.237.77.216|dover . i df . i Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 1
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