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|Top Attackers | n DDoS- Def ence |
Attacker Address

|Attacker Country |Target Address |Site |signature |Device Action |Count |
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 90
198. 23.112. 119 Lhited Sates 147.237.76. 198 e.yohalan.idf.il [Bock Up Al Nets drop 1
185.94.111.1 147.237.76. 42 refuah.idf.il Block Udp All Nets drop 1




02-18-2016-09:04:04 to 02-18-2016-10:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site Sgnature Devi ce Action |C0unt |
81. 218. 55. 253 I srael 147.237.72.166 |aka.idf.il CL000004: HTTP. options nethod (M crosoft) B ock 4
213.8.122.57 I srael 147.237.0. 34 tikshuv.idf.il C1000212: HITP. prefix 1.01 in the URL B ock 4
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der Bl ock 4
108. 59. 8. 80 Lhited Sates 147.237.77.216 |dover.idf.il C1000106: HTTP. maj estic bot B ock 2
151. 80. 31. 151 Italy 147. 237.76. 42 refuah.idf.il C1000228: HTTP. AhrefBot craw er B ock 2
103. 38. 89. 98 Indi a 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
46.120.204.172  |Israel 147.237.77.170 |mmarachot.idf.il |Cl000008: HITP. Xenu User Agent B ock 1
106. 38.241.106  |Chi na 147.237.72.166 [aka.idf.il C1000103: HTTP:. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 154 Italy 147.237.76. 42 refuah.idf.il C1000228: HITP. AnrefBot craw er Bl ock 1
46.120.204.172  |Israel 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
106. 38.241.106  |China 147.237.77.216 |dover.idf.il CL000103: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 66. 190 | srael 147.237.0. 34 tikshuv.idf.il C1000212: HTTP. prefix 1.01 in the URL Bl ock 1




02-18-2016-09:04:04 to 02-18-2016-10:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
109. 253. 142. 9 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
94. 230. 95. 161 147.237. 72. 166 I srael aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
84.108. 113. 172 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.166. 112 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
218.246.0. 97 147.237.8.50 Chi na e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.179. 21. 194 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
189. 86. 239. 100 147.237.76. 176 Brazil test.ncore.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 54 147.237. 76. 147 chinuch. aka. i df .i | ET SCAN Potential SSH Scan 1
109. 65. 97. 233 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
94.102. 48. 193 147.237. 76. 148 Net her | ands gocent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
79.177.32.6 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
213.8.63.36 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
189. 86. 239. 100 147.237. 76. 147 Brazil chi nuch. aka. i df . | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46. 19. 85. 158 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 27
Sreanming Engine: TGP Invalid i i ssi
141.8.132.112 |Russian Federation  |147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. 9
Ret ransnm ssi on Packet dropped.
80. 246. 139. 40 |Israel 147.237.0.19 |nadimatal.idf.i|SYN Att ack SYN -> SYN-ACK -> Tineout |reject 9
46. 32. 214. 220 glcisgi'géa” Territory.1147. 237. 77. 176 |nat pash.icf. i1 |dr op Frst packet isn't SIN drop 8
95. 30. 43. 206 Russi an Federation 147.237.77. 216 |dover.idf.il drop SAMrul e drop
46. 19. 85. 158 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreanming Engine: TGP Invalid i i ssi
80. 246. 136. 186 |l srael 147.237.77. 243 |nobile. i f .| 9 =g Invalid segnent retransmssion. 6
Ret r ansm ssi on Packet dr opped.
. . SYNtAXK retransmit with .
80. 246. 136. 222 |l srael 147.237.72. 166 |aka. i df.il Bad TCP sequence di fferent v ndow scal e noni t or 6
81. 218. 241. 26 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 6
reamn ine: TCP Invali i i ssi
212.199.177.67 |l srael 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid |invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
. R SYN+ACXK retransmt wth .
192. 243. 55. 137 |Doni ni ca 147.237.77. 176 |mtpash.idf.il [Bad TCP sequence different v ndow scal e monitor |6
reamn ine: TCP Invali i i ssi
46.19.86.194  |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP alid |invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
. S SYN+ACXK retransmt wth .
192. 243.55. 136 |Doni ni ca 147.237.77. 176 [mtpash.idf.il [Bad TCP sequence different wi ndow scal monitor |5
192.243.55. 137 |Cominica 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNRACK retransmt with monitor |5
di fferent w ndow scal e
192. 243. 55. 137 |Doni ni ca 147.237.77. 176 |matpash.idf.il [Bad TCP sequence Invalid ACK nunber noni t or
37.26.148.231 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop
] . . SYNtAXK retransmit with .
80.246.139.40 |lsrael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence di fferent v ndow scal e noni t or 5
212.235.68. 118 |Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
41. 33.232. 66 Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
77.247.181. 163 |Netherl ands 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
37.26.149.190 |Israel 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
80. 246. 139. 40 |Israel 147.237.0.19 |nadimatal.idf.i|[SYN At ack SYN -> SYN-ACK -> RST rej ect 4
2.54.191.13 I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
. R SYN+ACXK retransnmt wth .
192. 243. 55. 137 [Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent w ndow scal e nonitor |4
192. 243.55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
46.19.86.74 | srael 147.237.77.233|atal .idf.il drop First packet isn't SYN drop 4
2.52.1.90 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
80. 246. 139. 40 |Israel 147.237.0.19 |medimatal .idf.i|Bad TCP sequence Inval i d ACK nunber aert 4
54.244.22.103 |lhited Sates 147.237.77. 176 |natpash.idf.il |dr op First packet isn't SYN drop 4
192. 243.55. 136 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber monitor |4
192. 243.55. 136 |Doni ni ca 147.237.77. 176 |mtpash.idf.il [Bad TCP sequence Inval i d ACK nunber nonitor |4
80.246.139.40 |l srael 147.237.0.19 |madimatal.idf.i|Bad TCP sequence Invalid ACK nunber nonitor |4
192. 243. 55. 137 |Doni ni ca 147.237.77. 176 |natpash.idf .il  |dr op Frst packet isn't SN drop 4
192. 243.55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
80.246.139.40 |[lIsrael 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence Invalid sequence nunber nmoni t or 4
62. 90. 235. 67 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
87.68.41. 163 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SN drop 4
192. 243. 55. 134 |Domi ni ca 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i ssi
79.176.209.54 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
94.230.95.161 | srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
46. 19. 86. 213 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
130. 193. 37. 16  |Russi an Federation 147.237.0.34 |tikshuv.idf.il g .g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
185.27.106. 42 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransn ssi on Packet dropped.
95. 35. 199. 33 | srael 147.237.72. 156 |aman. i df . il dr op First packet isn't SN drop 3
Sreaming Engine: TCP Invalid i i ssi
176.13.8.39 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
46.19.85.253  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
81.218. 151. 130 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
192. 117. 182. 243| srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
192. 243. 55. 136 |Domi ni ca 147.237.77. 176 |natpash.idf.il |dr op First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 108 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 62
176.13. 5. 17 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 41
46.19. 85. 115 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 14
2.54.0.73 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 10
85.17. 24. 67 Netherlands |147.237.77.216|dover.idf .il O stributed Lhaut hori zed URL Access on www i df .il/aman B ock
46.19. 85. 104 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
80.246.139.40 |lsrael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock
31. 24. 33. 250 Eiqir:gegom 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 31. 24. 33. 250 Bl ock 5
31.154.19.5 I srael 147.237.77. 216 |dover.idf . il Mil tiple Unaut hori zed URL Access from31.154.19.5 B ock 5
213.151.48.4 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTI QNS for ww aka. i df . i1/ mai n/ gi yus/ B ock 4
185.32.179.13  |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
207.244.70.35 |Lhited Sates [147.237.77.216|dover.idf .il O stributed Lhaut hori zed URL Access on waw idf.il/error.htm Bl ock 4
194. 114. 146. 227|I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwy aka.idf.il/sip storagel/files/ 7/ B ock 3
81.218.241.26 |[Israel 147.237.77. 216 |dover.idf .l Ml tipl e Unaut horized URL Access from 81.218. 241. 26 B ock 2
2.54.148. 132 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
2.54. 45,145 I srael 147.237.0.19 |nmadimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
212.179. 161. 238|I srael 147.237.72. 166 |aka. i df . i | mngk“;i?_?ﬁtn;' mcégﬁiit;angfgg‘ﬁgfcphsaCha'$°t' 69 in None 1
65.55.210.189 |lhited Sates |147.237.77.216|dover.idf . il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
31.154.19.5 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wwwn i df.il/images/ 1. he/titl ecap. png B ock 1
192. 243. 55. 129 [Doni ni ca 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to waw i df . il/aman B ock 1
113.76.90. 107 |China 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ Bl ock 1
80. 246. 136. 186 |l srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response CQode B ock 1
176. 13. 3. 206 I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 1
212.179. 161. 238|I srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter y in ww aka.idf.il/nai n/sachar/ payslips. aspx None 1
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
37.26.146.195 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ t ext. css B ock 1
Unaut hori zed URL Access to
192. 243.55. 131 |Domi ni ca 147.237.77. 176 |nat pash. i df . i | waw cogat . i df . i1/tenpl at es/ shared/ user control s/ norei nfo/ ti chnun. yosh@ |B ock 1
nai | . com
2.52.4.47 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
123.126.113. 80 |Chi na 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ mai n/ gi yus/ f ag. aspx B ock 1
195. 154. 56. 44  |France 147.237.77. 216 |dover.i df . il Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
46.118. 155. 237 |lkrai ne 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww idf.il/nazi/ Bl ock 1
5. 158. 30. 15 For t ugal 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for vww aka. i df .il/mai n/ sachar/f ag. aspx B ock 1
87.68. 41. 163 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249. 64. 160 |lsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt Bl ock 1
37.142.237.242 |israel 147.237.77. 216 |dover.idf.il O stributed Uhauthorized LRL Access on wwwyidf.il/https: /v idf.il/ B ock 1
Unaut hori zed URL Access to
192. 243. 55. 133 |Doni ni ca 147.237.77.74 [lawidf.il wwv | aw i df.il/tenpl ates/getfil el getfile. aspx?fil enane=xhl | yt axl t annsSkb2m|B ock 1
=& nf ocent eri t ent rue
128. 232. 110. 28 E?i;;gom 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to 147.237.76. 147/ Bl ock 1
81.218.241.26 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter wb48617274 in www aka.idf.il/ None 1
198. 20. 69. 74 Uhited Sates [147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to 147.237. 72. 156/ modi i n/ def aul t . aspx B ock 1
46.121.109. 212 |israel 147.237.72. 166 |aka. i df . i | \;Twagige: m@??/%ﬁ/\sa‘ghjri/?zgii;raﬂ orwi zar /v egi st er. asp None 1
95. 45. 252. 2 Irel and 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
66. 249. 69. 32 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77.216/ 1153- 8978- he/ dover . aspx |B ock 1
192.243.55.137 |Dominica  [147.237.77.176 |nat pash. i df . i | m“é:;;t' zed _ﬁtg"n;f;se; B et e user cort 1ol o/ header pper/ Bock |1
131. 253.25. 154 |Wnited Sates [147.237.77.216|dover.idf.i | O stributed Lhaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
81.218.241.26 | srael 147.237.72. 166 |aka. i df . i | mn;k‘f:i Z?Tﬁnf;a?rn/ﬁgx/%;iﬁltl.gspx None 1
46.172.80. 45 Lkr ai ne 147.237.77. 216 |dover. i df . il Unhaut hori zed URL Access to www i df.il/nmazi' a=0 B ock 1
Unaut hori zed URL Access to
192. 243.55. 129 |Doni ni ca 147.237.77. 74 |lawidf .il wan | aw i df.il/tenpl ates/ getfil el getfil e. aspx?fil ename=xgf 5b3nol wvy3ncdg [Bl ock 1
hpa2f cdhphdm t xdewodcuzg9j & nf ocent eri t en¥t r ue
109. 253.142.9  |Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
80. 246. 130. 118 I srael 147.237.72.166 |aka. i df . i | 'OL'rigeijl i?'ta;eg’idsngngggzgganckﬁ f/ el v kapat z/ res Bock |1
194. 114. 146. 227 |1 srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod GPTIONS for waww aka.idf.il/sip storage/files/7 B ock 1

02-18-2016-09:04:04

to 02-18-2016-10:04:04




