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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |[Site

|Signature

|Device Action |Count |

212.199. 154. 194 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 101
185. 130. 5. 224 147.237. 76. 198 e.yohal an.idf.il B ock_Udp Al _Nets drop 1
185. 130. 5. 179 147.237. 76. 44 e.refuah.idf.il B ock Wp Al Nets drop 1
185. 130. 5. 224 147.237. 76. 200 eitan aka.idf.il B ock_Udp Al Nets drop 1
185. 130. 5. 224 147. 237. 76. 86 navy.idf.il B ock_Udp Al Nets drop 1
198. 23.112. 119 Lhited Sates 147.237. 76. 44 e.refuah.idf.il B ock Up Al _Nets drop 1
45.32.161. 174 147.237.76. 148 gogcenter.aka.idf.il |B ock Np Al _Net drop 1
185. 130. 5. 224 147.237.76. 177 ncore.idf.il B ock_Udp Al _Nets drop 1
185. 130. 5. 179 147.237.76. 34 yohal an.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

A tacker AC;tuictkre)r/ get Address |Site Sgnature

81.218.70.243 |Israel 147.237.77.216|dover. i df .i| |CL000004: HTTP. options nethod (M crosoft) Bl ock 24
138. 134. 102. 16 |l srael 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options method (M crosoft) Bl ock 20
138. 134. 102. 15 [l srael 147.237.72. 166 |aka. i df . i | C1000004: HTTP. options nethod (M crosoft) Bl ock 9
46.19. 85. 33 I srael 147.237.0.34 |tikshuv. i df.i|C1000212: HTTP. prefix 1.01 in the LR Bl ock 8
106. 38. 241. 144 |Chi na 147.237.77.216|dover. i df .i| |CL000103: HTTP: User Agent Sogou+web+spi der B ock 4
151.80.31.152 |itay 147.237.76. 42 |refuah.idf.il|Cl000228: HTTP. AhrefBot craw er Bl ock 4
151.80.31. 151 |[Italy 147.237.76. 42 |refuah.idf.il|Cl000228: HITP. AhrefBot craw er Bl ock 3
85. 64. 145. 112 |Israel 147.237.0.34 |ti kshuv. i df.i|C1000212: HTTP. prefix 1.01 in the LR Bl ock 2
108. 59. 8. 80 Lhited Sates 147.237.77. 216 |dover. i df .i| |CL000106: HITP. najestic bot Bl ock 2
92.61.233.66 |Israel 147.237.0.34 |tikshuv. i df.i|C1000212: HTTP. prefix 1.01 in the LR Bl ock 2
37.26.147.130 |Israel 147.237.0.34 |ti kshuv. i df.i|C1000212: HTTP. prefix 1.01 in the LR Bl ock 2
106. 38. 241. 106 |Chi na 147.237.77.216|dover. i df . i| [CL000103: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80. 31. 153 |[Italy 147.237.76. 42 |refuah.idf.il|Cl000228: HITP. AhrefBot craw er Bl ock 1
172. 86. 83. 125 147.237.76.31 |nakchal . i df . i \13735%31;?3 G\ Bash HITP Header Renote Code Execution B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | C1000103: HTTP. User Agent Sogou-+web+spi der Bl ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

220.178. 78. 138 |147. 237. 77. 226 |Chi na wan chamat z. aka. i df . i1 [ET SCAN NVAP -sS wi ndow 1024 1
188. 64. 169. 106 [147. 237.0.33 |USSI & Pdf il ET SCAN Potential SSH Scan 1
Federati on
176. 13. 23. 229 |147.237.72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
37.142. 253. 206 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP Distributed Portscan 1
220. 178. 78. 138 |147. 237. 77. 226 |Chi na win chanat z. aka. i df . i | |[ET SCAN NVAP -sS w ndow 3072 1
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
. . L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
187. 243. 181. 86 |147.237.8.46  |Mexi co e.chinuch.idf.il ) 1
Potential Scan or Brute Force
109. 66. 29. 222 |147.237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi

46.19.85.103  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 27
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

46.19.86.140  |Israel 147.237.76.31 |nakchal .idf. il 9 =g nvalid segnent retransmssi on. drop 24
Ret ransm ssi on Packet dropped.

37.58.52.15 Ger many 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 20

213.55.115.78 |Bhiopia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
Sreamng Engine: TCP Invalid i i ssi

84.95.198.81 [l srael 147.237.72. 166 |aka. i f . 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

46.19.86.182  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.

80. 246. 133. 155 I srael 147.237.77. 233 |atal i df i Bad TCP sequence SNretransmt with different monitor |12

w ndow scal e
2.54.19.17 I srael 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 11
46.19. 85. 158 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
. . SYNPAXK retransmit with different .

46. 19. 86. 46 | srael 147.237.72. 166 |aka.i df . il Bad TCP sequence wi ndow scal e noni t or 8

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8

46. 19. 86. 46 I srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout alert 8

46. 19. 86. 46 | srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect 8
Sreaming Engine: TGP Invalid i i ssi

109. 67. 136. 238 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

Russi an S Streaming Engine: TCP Invalid Invalid segnent retransmssion.
141.8.132. 112 Federat i on 147.237.72. 166 |aka.idf . il Ret 1 ansni ssi on Packet dr opped. drop 6
62. 0. 238. 55 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
reamn ine: TCP Invali i i ssi

176.13.12.98  |Israel 147.237.77. 243 |moti 1 e i1 | €M NG Engi ne: TCP alid invalid segnent retransnission, drop 6
Ret r ansni ssi on Packet dropped.

80. 246. 133. 155 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 6

reaning BEngine: TCP Invali i i ssi

109. 253. 197. 206 |I srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid  invalid segnent retransmission drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

5.22.135.205  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. -y 6
Ret r ansni ssi on Packet dropped.

46.19. 85. 134 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi

46.19. 85. 75 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

2.52.4.33 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

212.179. 243.76 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.

87.70.19. 239 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 5

212.199. 154. 194|l srael 147.237.72. 156 |anan.idf . il dr op Frst packet isn't SN drop 5

5.29. 196. 169 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

66.249.93.248 |[Israel 147.237.76.202e.halag.idf.il  |Geo-| ocati on enfor cenent Geo-| ocat i on i nbound enf or cenent |[dr op 5

87.70. 19. 239 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5

2.54.158. 105 I srael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

41.33.232.66 Egypt 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5

66. 249. 93. 58 I srael 147.237.76.201|e. atal .idf.il Geo- | ocat i on enf or cenent Geo-l ocati on i nbound enf orcenent |drop 5

80. 178. 100. 167 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |4

54.244.22.103 |thited Sates  |147.237.77.176|mtpash.idf.il  [drop First packet isn't SN drop 4

37.26.146.234  |Israel 147.237.72.167 |ishurimaka. i df .i[Bad TCP sequence noni t or 4
Sreanming Engine: TGP Invalid i i ssi

46.19. 85. 6 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

176.13.23.180 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.

5.22.131.2 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi

84.94.230.194 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

2.52.35.214 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

109. 253. 157. 96 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or

188. 120. 154. 173l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or

195. 160. 242. 40 |Israel 147.237.77. 170 |maarachot. i df .il [Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

2.54.48.116 I'sr ael 147. 237. 77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

46.19. 85. 33 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

176. 106. 230. 123|l srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

192. 243. 55. 137 |Donmi ni ca 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi

37.26.147.242 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |[Target Address |Site Sgnature Action ‘Count
46.19. 85. 115 I srael 147.237.0.19 |nadi matal .idf.i|Distributed Suspicious Response Qode Bl ock 194
46.19.85.115  |israel 147.237.0.19 |nadimatal .idf. i ng’l'\:%y&oiléhe Sane Response (bde (404) in Session from Bock  |149
185. 32.179. 129 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 48
80.246.139.40 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 36
46.19. 86. 151 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 27
46.19.85.115  |israel 147.237.0.19 |nadimatal .idf.i 12?1'\:?5.0{1;“ Same Response (pde (403) in Session from Bock |9
65.55.219.170 [lhited Sates 147.237.77.216|dover . i df .i | D stributed Uhaut hori zed URL Access on waw idf.il/error.htm Bl ock 6
2.54.150. 12 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
176.13.12. 98 I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 3
2.54. 49. 85 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
81.218.70.243 |[Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed HTTP Met hod B ock 3
80.246.137.14 |[Israel 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 3
109. 253. 208. 192|1 sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
185. 32. 179. 200 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
81.218.70.243 |lsrael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 81.218. 70. 243 Bl ock 3
95. 86. 73. 49 I'srael 147.237.76.42 |refuah.idf.il \:jarwafg o 2’ . I\A dfof ﬁt} e Lg?fgg;ﬁ”;;fcem deriStxtcntent in g |o
80. 246. 136. 107 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 2
31.168.136.9 | srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Cpen Mde None
198. 20. 69. 74 Lhited Sates 147.237.77.233|atal .i df.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
Unknown Par anet er
109. 253.131. 16 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenPl acekHbl der $ct | 13%ct | 01$ct | 03%cbl Quest i o |[None 1
n$83 i n wwv aka. i df.il/nai n/ gi yus/ questi onnai re. aspx
184. 105. 247. 195|Uhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
82.213. 13. 62 Erff:;?;f‘”acupi o [147-237. 77. 176 |t pash. i df . i | m“é:;;f?ﬁsfgf;zfa;; {11 es/ 9/ 4629, pg Bock |1
68.180.228.112 [lhited Sates 147.237.77.216|dover . i df .i | Paranet er Type M ol ati on PageNumin waw i df . i|/1380- he/ dover. aspx |B ock 1
37.26.146.195 |Israel 147.237.77. 234|hal ag. i df . i | ﬂgg;ggri?;fagsﬁmt:;sssh;oe /bl et L. i Bock |1
209.88.198.1  |Israel 147.237.72. 166 |aka. i df . i | 'O'U'rigei'/ I?’tageescf’ldre]ng;‘;gg;g;kﬁ f/ el 1V kapat 2/ [ res Bock |1
2.54.158. 65 I srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
84.228.184.166 |[Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw aman. i df . il/sip_storage/ B ock
68.180.228. 112 |Lhited Sates 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to waw i df.il/kesher B ock
37.26.146.210 | srael 147. 237.72. 166 |aka. i df . i | mn;km;i};’?.r ﬁﬁeégrn/gjmﬁﬂ?sg;?m;aspx None 1
209. 88.198. 1 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from209. 88.198. 1 B ock 1
123.126.113.80 |Chi na 147. 237.72. 166 |aka. i df . i | ﬂ?ugggr ;Z?gﬁgf‘mﬁfgisiuts;’gi yus/ general . aspx Bl ock 1
2.54.21.234 I srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
80.246.139.40 |[Israel 147.237.0.19 |nadi matal .idf.i|SSL Wntraceabl e Connection - Cpen Mde None 1
Unknown Par anet er
46. 19. 86. 142 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl aceHol der $ct | 13%$ct | 01$ct | 03$chbl Quest i o [None 1
n$82 i n wwy aka. i df .i|/nai n/ gi yus/ questi onnai r e. aspx
2.54.159.52  [israel 147.237.76.42 [refuah.idf.il  [D3'0D0ed hahorized ;ﬁaﬁc‘;z;i on Bock |1
80. 246. 133. 155 |[lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
213.57.55.241  |Israel 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to v idf.il/https:/waidf.il/ Bl ock 1
157.55.39.179 |lWited Sates 147.237.77.233|atal .i df.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
2.54.48.116 I srael 147.237.77. 243 |nobi | e.i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/nekudot/index |B ock 1
31. 24. 33. 250 United Kingdom [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover. i df . i | m“f gfo_ri'lzles‘:];‘:a/ﬁggfizn:fol of header Upper Bl ock 1
Unknown Par anet er
109. 253.131. 16 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13$ct | 01$ct | 03$chl Quest i o [None 1
n$82 in www aka. i df.il/nai n/gi yus/ questi onnai re. aspx
220. 255. 148. 169|S ngapor e 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
46.19.85.115  |israel 147.237.0.19 |nadi matal .idf. i E:;?’;f:;l T‘i'réf_\iAI?'ggiﬁllciém”;:r”;ffg;g' der 15txthobile in Bock |1
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