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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock_ Wp Al _Nets drop 3
185. 130. 5. 201 147.237.76. 176 test.ncore.idf.il B ock_Wp Al _Nets dr op 2
185. 130. 5. 201 147.237.76. 148 ggcenter. aka.idf.il B ock Wp Al Nets drop 1
185. 130. 5. 201 147.237.76. 30 hi nush. i df . i | B ock Wp Al Nets drop 1
185. 130. 5. 201 147.237.76. 39 nobi | e.nei tav.idf.il B ock_Udp Al _Nets drop 1
185. 130. 5. 201 147.237.76. 199 e.nakchal .idf.il B ock Wp Al _Nets drop 1
185. 130. 5. 201 147.237. 76. 44 e.refuah.idf.il B ock_ Wp Al _Nets drop 1
185. 130. 5. 179 147.237.76. 198 e.yohal an.idf.il B ock_Wp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
106. 38. 241. 144 Chi na 147.237.77.216 |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 6
69. 30. 213. 202 Lhited Sates 147.237.77.176  |matpash.idf.il |C1000106: HTTP:. najestic bot Bl ock 2
94. 188. 161. 145 | srael 147.237.77.216 |dover.idf.il C1000004: HTTP. options nethod (M crosoft) Bl ock 1
138. 134. 102. 15 I srael 147.237.72.166 |aka.idf.il CL000004: HTTP. options nethod (M crosoft) B ock 1
103. 38. 89. 98 India 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
138. 134. 102. 16 | srael 147.237.72.166 |aka.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000103: HTTP. User Agent Sogou-+web+spi der B ock 1
5.102. 206. 203 I srael 147.237.0. 34 tikshuv.idf.il |Cl000212: HITP. prefix 1.01 in the LRL B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000103: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
178. 162. 199. 139|Ger many 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 76
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Russi an S -
93. 80. 106. 113 Federat i on 147.237.77.74 |lawidf.il dr op First packet isn't SWN drop 27
195. 160. 242. 40 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACGK nunber noni t or 18
195. 160. 242. 40 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 17
2.54.45. 26 I srael 147.237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
Sreaning Engine: TCP Invalid ' i ssi
46.19.86.116  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 9
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 67.195.20 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 8
Ret ransmi ssi on Packet dropped.
46. 19. 85. 206 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber alert 8
46. 19. 85. 206 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
reanming BEngine: TCP Invali i i ssi
46.19.86.203  |Israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TQP Invalid invalid segnent retransmissi on, drop 6
Ret ransmi ssi on Packet dropped.
46. 19. 85. 206 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
2.54.45.26 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6
46.19. 85. 141 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
2.54.45.26 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
46. 19. 85. 141 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
46.120.122.49 |[Israel 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
62.0.224.1 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Russi an S Streaming Engine: TCP Invalid |invaid segnent retransnission.
141. 8. 132. 112 er ot on 147.237.72. 166 |aka.i df i Ret r ansmi ssi on Packet dr opped. drop 6
46. 19. 85. 141 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
2.54.45. 26 I srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d sequence nunber noni t or 6
46. 19. 85. 206 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 6
46. 19. 85. 141 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
213.55.115.78 |Bhiopia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
81.218. 70. 243 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
reaning BEngine: TCP Invali i i ssi
157.55.2.176  |United Sates  |147. 237, 76. 200 [eitan. aka idr.i1 | Cam g Enginer TP Invalid Jinvalid segnent retransnission drop 4
Ret ransni ssi on Packet dropped.
75. 35. 91. 102 Lhited Sates  |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |4
93.173.239.55 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
213.55.115.78 |Bhiopia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
Sreaming Engine: TGP Invalid i i ssi
82.80.138.124 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
94.77.196.82  |Sudi Arabia 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  |monitor |3
Sreamng Engine: TCP Invalid i i ssi
79.177.41.27  |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
46.19. 85.79 I srael 147. 237.72. 166 |aka i df . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54. 45. 26 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
46.19.85.175  |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.176.130. 123 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
109. 64. 181. 142 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
212.179.223.94 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
79.176.152.38 |l srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
198.1.101.123 |Whited Sates  [147.237.77.176 |matpash.idf.il  |Bl ock HTTP Non GConpl i ant Failed to handl e connection data  [nonitor
5.22.130. 88 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TCP Invalid ' i ssi
46.117.128.81 |israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 2
Ret ransni ssi on Packet dropped.
109. 186. 172. 195]I srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber alert
31.210.187.61 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
109. 186. 172. 195! srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
82.102. 169. 113 I srael 147.237.0.19 |madimatal.idf.il|Bad TOP sequence SIAK retransmt with different | oo |2
w ndow scal e
46. 19. 85. 255 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 115 | srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Too Many of the Same Response Code (404) B ock 331
46.19. 85. 115 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Too Miny of the Same Response Code (403) B ock 143
46.19. 85. 115 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 83
82.102. 169. 113 |Israel 147.237.0.19 |nadimatal .idf.i| |[Ostributed Suspicious Response Code B ock 69
37.26.149.203 |[Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 26
82.102.169. 113 [Israel 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 10
46.19.85.115  |[israel 147.237.0.19 |nadimatal .idf.il Ed?rnrf;f;l .Tm‘]f.Ylilnifgi?”elcltégf%nxxi .a;;e;gl der 18txthobile in Bl ock 3
109. 253. 193. 204]I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 3
40.77.167. 38 Uhited Sates [147.237.77.216|dover.idf.il D stributed Unhaut hori zed LRL Access on wanidf.il/error. htm B ock 2
46.19. 86. 151 I srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 2
157.55. 12. 84 Uhited Sates [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wwidf.il/error. htm B ock 2
46.119. 123. 238 |Wkrai ne 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw idf.il/nazi/ B ock 2
176.13.12.152  |Israel 147.237.77. 243 |nobi l e. i df . i | ﬁ;“f : ?rd'fz‘f? , gegpgrcyim e/ 1 st chi | ddocument s/ 1152 Bl ock 2
2.54.45. 26 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 2
213.57.118.98 |[lIsrael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to ww aka. i df . i|/nai n/ sachar/undefi ned Bl ock
138.134.192. 10 |Israel 147.237.0.15  [kosher-kravi . idf.i[shayhorized UL Access tpist P —— Bl ock 1
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ nav. css B ock 1
89.139.5. 28 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
66. 249. 66. 1 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df . il/doctor B ock 1
89. 234. 68. 69 Irel and 147.237.77. 216 |dover . i df .i | D stributed Unauthorized LRL Access on 147.237.77. 216/ B ock 1
82. 81. 40. 156 I srael 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to waw anan. i df.il/https:/wuw aman.idf.il/ Bl ock 1
66.249. 64. 51 | srael 147.237.76.42 |refuah.idf.il ﬂ?.ué??;r;;ig/;s_l ;Cl(.:ise’lsstt:?ol | er/j query.j carousel . css Bl ock !
196.14.21.218 |South Africa |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock
123.126.113. 80 [China 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ gi yus/ | ogi n/ B ock 1
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ 1. he/ 960. css B ock 1
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