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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Site ‘Sgnature Devi ce Action |Count
136. 243. 103. 92 Ger many 147.237.77.216 |dover.idf.il CL000106: HTTP. naj estic bot B ock 2
79.176. 209. 54 I srael 147.237.76. 31 nakchal .idf.il |Cl000004: HTTP. options nethod (M crosoft) B ock 2
136. 243. 5. 215 Ger many 147.237.77.216 |dover.idf.il C1000106: HTTP. naj estic bot Bl ock 2
151. 80. 31. 150 Italy 147. 237.76. 42 refuah.idf.il |ClL000228: HTTP. AhrefBot crawl er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000103: HTTP. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 151 Italy 147.237.76. 42 refuah.idf.il |Cl000228: HTTP. AnrefBot craw er Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl000103: HTTP:. User Agent Sogou+web+spi der B ock 1
151. 80. 31. 152 Italy 147.237.76. 42 refuah.idf.il |Cl000228: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
169. 54. 233. 124 [147.237.76.30 |Netherl ands hi nush. i df . i ET SCAN Potential SSH Scan 1
169. 54. 233. 124 |147.237.8.50 |Netherl ands e tikshuv.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 124 |147.237.0.15 |Netherl ands kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
210.117.121. 60 |147.237.8. 24 ok‘f’rea RepUDIIC | i festyl e idh. il ET SCAN NVAP -sS wi ndow 3072 1
115. 236. 75. 201 |147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
94.102.48.193  [147.237. 77. 226 |Net her| ands wawe chanat z. aka. i df .i | [ET SCAN NVAP -sS wi ndow 1024 1
169. 54. 233. 124 |147. 237. 77. 227 |Net her | ands e. hanaz. i df . il ET SCAN Potential SSH Scan 1
70. 165. 4. 194 147.237.77.19 |wnited Sates lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 124 |147.237.77.19 |Netherl ands lawforumidf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 124 |147. 237. 76. 198 |Net her | ands e.yohal an.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 124 |147.237.76. 42 |Netherl ands refuah.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 124 |147. 237. 72. 217 |Net her | ands eidf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 124 |147.237.8.46 |Netherl ands e. chinuch.idf.il ET SCAN Potential SSH Scan 1
212,187, 230,41 |147.237.0.33 |uni ted K ngdom|ict. i1 ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
146. 185. 250. 105|147. 237. 76. 197 ?ég:;;”im e.hi nush. i df . ET SCAN NVAP -sS wi ndow 1024 1
198.23.112. 119 |147.237.77.226|lhited Sates  |wwuchamatz. aka.idf.il [ET SCAN Potential SSH Scan 1
115. 236. 75. 201 |147. 237. 76. 197 [Chi na e. hinush. i df .il ET SCAN Potential SSH Scan 1
169. 54. 233. 124 |147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN Potential SSH Scan 1
92.238.20.193 [147.237.77.121|united Ki ngdom |e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 124 |147.237.77.74 |Netherl ands lawidf.il ET SCAN Potential SSH Scan 1
5. 206. 232. 19 147. 237.72. 156 aman. i df .l ET SCAN NMAP -sS wi ndow 3072 1
169. 54. 233. 124 |147. 237. 76. 199 |Net her | ands e. nakchal .idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 124 |147. 237. 76. 177 |Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrule drop 30
S ream ng Engi ne: TCP
192. 116. 146. 158|l srael 147.237.72. 166 |aka.idf .il . 9 9 Invalid checksum Packet dropped. |drop 7
Inval i d Checksum
54.244. 22. 103 Lhited Sates |147.237.77.176 |nat pash.idf.il dr op Frst packet isn't SYN drop 6
Russi an s SYNretransmt wth different )
83.222. 214. 165 er ati on 147.237.77. 74 |lawidf.il Bad TCP sequence i ndow scal e monitor |6
41.33.232.66 Egypt 147. 237. 77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
195.34.150. 18 |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpliant |Failed to hand e connection data  [nonitor
188. 120. 148. 231l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
S reanmi ng Engi ne: TCP i i ssi
2.54.6. 253 I srael 147. 237. 72. 166 |aka i of . i | mng tngihe. Invalid segnent retransmission. drop 3
Inval i d Retransmissi on Packet dropped.
S reaning Engi ne: TCP i i ssi
84.228.101.2  |israel 147. 237. 72. 166 |aka. i f . i mng tngine- 1 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dropped.
S reanming Engi ne: TCP i i ssi
109. 253. 200. 150|1 srael 147. 237.77. 243 |nobile. i f . | mng tngihe. Invalid segnent retransmission. drop 3
Inval i d Retransnission Packet dropped.
94.77.196. 82 Saudi Arabia  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpliant |Failed to hand e connection data  |nonitor
185.3.146.191 |l srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber noni t or
186.64.154.232 |sta Rca  |147.237.72. 166 [aka i df il Bad TCP sequence SIAK retransmt with different | oo |2
w ndow scal e
192. 243. 55. 132 [Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
S reamng Engi ne: TCP i i ssi
149.78.2.56 I'srael 147. 237.77. 243 |nobi l e.i df i1 mng Enhgine: 7 Invalid segnent retransmssion. drop 2
Inval id Retransm ssion Packet dropped.
- s SYNVAK retransmit with different .
192. 243.55. 132 |Doni ni ca 147.237. 77. 216 [dover.i df .i | Bad TCP sequence i ndow scal e mnitor |1
104. 156. 240. 152|Uhited Sates |147.237.76.200 |eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47. 46 Lhited Sates |[147.237.77. 176 |nmat pash. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect
213.57.206.66 |lsrael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber alert
192. 243.55. 132 |Doni ni ca 147. 237.77. 176 |nat pash. i df . i | Bad TCP sequence SINAXK retransmt with different 1 oo |1
w ndow scal e
184.105.139. 92 |Uhited Sates |147.237.76.44 |e.refuah.idf.il Geo-1 ocation enforcement |Geo-location inbound enf orcenent |drop 1
216.218.206. 118|hited Sates |147.237.0.33 |idf.il drop drop 1
65.55.211.246 |lLited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
193. 106. 31. 101 |Li thuani a 147.237.77. 216 [dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout alert 1
185. 120. 126. 87 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
Russi an S : ' (oki ' header |ength exceeded .
83.222.214. 165 e ot i on 147.237.77.74 |[lawidf.il HITP Format S zes maxi mum al | owed | engt h monitor |1
213.57.206.66 |lsrael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |1
37.187.114.171 |France 147.237.77. 176 |mat pash. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
192. 243. 55. 132 [Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 1
184. 105. 247. 224|Wnited Sates [147.237.0.33  |[idf.il drop drop 1
216.218.206. 118|lhited Sates |[147.237.77.121 |e.navy.idf.il Geo-1| ocat i on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
65. 55. 218. 46 Lhited Sates |[147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
193. 106. 31. 101 |Li thuani a 147.237.77. 216 [dover.idf .il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 1
115. 230. 124. 164|Cni na 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 87 |[Lhited Sates |147.237.77.121|e.navy.idf.il Geo-1 ocati on enforcenent  |Go-location inbound enf orcerent |drop 1
184. 105. 247. 244|Wnited Sates [147.237.0.34  |tikshuv.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
100. 8. 39. 230 Uhited Sates |147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |1
65. 55. 218. 49 Lhited Sates |[147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
128. 232. 110. 29 LK!i“r:gegom 147.237.8.50 |e.tikshuv.idf.il Geo-1 ocati on enforcenment  |Geo-location i nbound enf orcenent |drop 1
84.94.55. 42 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |1
216.218.206. 88 |Wited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
192. 243.55. 132 |Doni ni ca 147. 237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
185.3.144.122 |lIsrael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |1
104. 156. 240. 152|Wnited Sates  |147.237.0.17 ;“I”Iy kosher-kravi.id N At ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.7 Lhited Sates [147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
84.111. 209. 100 |l srael 147. 237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.90 [lhited Sates |147.237.77.212|e.dover.idf.il Geo-1 ocati on enforcement  |Geo-location i nbound enf orcenent |drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.6.94 | srael 147.237.0.19 |nmadimatal . i df. i |Suspici ous Response Code B ock 129
176.13.6.94 I srael 147.237.0.19 |madimatal .idf.i[/°0 W of the Sane Response Code (404) in Session from Bl ock 110
176. 13. 6. 94
46. 19. 85. 115 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 18
176. 13. 6. 94 | srael 147.237.0.19 |madimatal .idf.i Too Many of the Sane Response Code (403) in Session from B ock 16
176. 13. 6. 94
5.9.43.242 Ger many 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/wp/wp-admn/ B ock 1
66. 249. 69. 34 | srael 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 66. 249. 69. 34 B ock 1
208.113.192. 180|thited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/test/wp-admin/ B ock
83.222.214. 165 RJF S|S::Ini on 147.237.77.74 [lawidf.il Too Many Qookies in a Request - 252 cooki es B ock 1
176.13.6.94 I srael 147.237.0.19 |nadimatal .idf.i|Too Many 404: Response Code per Session B ock 1
66. 249. 69. 34 I srael 147.237.77.216|dover.i df .l Unhaut hori zed URL Access to waw i df.il/anman B ock 1
107.150.56.90 |Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua atal .idf.il/wp-admn/ B ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ Bl ock 1
68.180.228.112 [lhited Sates 147.237.77.216|dover.i df .l Paraneter Type Mol ation PageNumin waw i df.il/1133-ar/dover.aspx |Bl ock 1
123.126.113.80 |China 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawidf.il/error. htm B ock 1
77.221.130. 145 F“Sf;;”i on 147.237.76.42 |refuah.idf.il Wnaut hori zed LRL Access to refua. atal .idf.il/bl og/ wp-adnin/ B ock 1
128.232.110.28 |United Ki ngdom |147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237.77. 234/ B ock
66. 249. 69. 32 I srael 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
. . . Unaut hori zed URL Access to
195.138.85. 250 |Ukral ne 147.237.77. 216 |dover . i df . i | wwy i df . i1 /tenpl at es/ sendt of ri end/ sendt of ri end. aspx?&anp Bl ock !
78.47.8.52 Ger many 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua. atal.idf.il/ol d/wp-admn/ Bl ock 1

02-18-2016-06:04:05 to

02-18-2016-07:04:05




