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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
212.179. 54. 237 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 3
175. 30. 28. 157 Chi na 147.237. 76. 147 chinuch. aka.idf.il B ock_Udp Al _Nets drop 1
223.148.181. 19 Chi na 147.237. 76. 147 chinuch. aka.idf.il B ock Wp Al Nets drop 1
173. 208. 196. 202 Lhited Sates 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1
185. 130. 5. 224 147.237.76. 44 e.refuah.idf.il B ock_Udp Al Nets drop 1
173. 208. 196. 202 Lhited Sates 147. 237. 76. 197 e. hi nush. i df .i | Block Np All Net drop 1
173. 208. 196. 202 Lhited Sates 147. 237. 76. 201 eatal.idf.il Block Np All Net drop 1
218. 250. 171. 100 Hong Kong 147.237. 76. 147 chi nuch. aka.idf.il B ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker OJuntry|Target Address |Site |Sgna1ure

5.29.78. 38 I srael 147.237.0.34 |ti kshuv. i df . {C1000212: HTTP. prefix 1.01 in the UR B ock 6
46.165. 197. 142 |Ger many 147.237.77. 216 [dover. i df . i | |CL000106: HTTP. najestic bot B ock 4
46.19. 86. 25 I srael 147.237.0.34 |ti kshuv. i df. |C1000212: HITP: prefix 1.01 in the UR Bl ock 2
106. 38. 241. 106 |Chi na 147.237.77.216 |dover. i df . i | |CL000103: HTTP:. User Agent Sogou+web+spi der B ock 1
172. 86. 83. 125 147.237.76.86 |navy.idf.il |16798: HITP. QW Bash HITP Header Renote Code Execution Wul nerability |Bl ock 1
199. 30. 24. 129 |lhited Sates 147.237.0.34 |ti kshuv.i df . [C1000212: HTTP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df .i| [CL000103: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|Sl'te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
89.110.42 170|147 237 0. 19 |RUssian vadimatal i d ET SCAN Behavi pral Lhusual |y fast Ternminal Server Traffic, Pot entiaJ1
Federation Scan or Infection
220.231. 195. 122|147. 237. 76. 42 |Chi na refuah.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
218. 246. 0. 97 147.237.72.14 |China dover.idf.il (o d|ET SCAN NMVAP -sS wi ndow 1024 1
190. 216. 146. 151(147. 237.0.200 |iile . i df i | ET SCAN Potential SSH Scan 1
94.102.48.193 |147.237.77. 205 Net her | ands prishaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
220.231. 195. 122[147. 237. 76. 42 |China refush.idf.il  |[ET SCAN NVAP -sS wi ndow 1024 1
190. 216. 146. 151(147. 237.0.33 |aiile idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreamng Engine: TCP Invalid i i ssi
54.152.124.26 |lnited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 10
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.64.133 |Wnited Sates |147.237.77. 234 |halag.idf. il 9 =g Invalid segnent retransmssion. | o 6
Ret r ansn ssi on Packet dr opped.
- sl SYNVACK retransmt wth different .
192. 243.55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e monitor |6
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5
Sreamng Engine: TCP Invalid i i ssi
66.249. 64.139 |Uited Sates  |147.237.77. 234 |hal ag.i df i1 9 =g Invalid segnent retransmssion. |, 4
Ret ransm ssi on Packet dropped.
195.34.150.18 |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
91.200.12.106 |Wkraine 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 4
192. 243. 55. 138 |Domi ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
91.200.12.141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Gonpl i ant Failed to hand e connection data |nonitor |3
192. 243. 55. 138 [Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
109. 226.51.51  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
192. 243.55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACGK nunber monitor |3
192. 243.55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 2
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |[lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 |nat pash. i of .i | Bad TCP sequence I'nvalid ACGK nunber monitor |2
192. 243.55. 132 |Doni ni ca 147. 237. 77. 176 |nat pash. i of . i Bad TCP sequence SINAK retransmt with different | oo |2
w ndow scal e
212.143.142.56 |Israel 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 2
98.127.196.134 |lhited Sates  |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
192. 243.55. 132 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence nonitor |2
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
192. 243. 55. 138 [Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 2
Sreaming Engine: TGP Invalid i i ssi
66.249. 64.250 |lnited Sates |147.237.77.234|hal ag.idf.il 9 =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dropped.
192. 243.55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid AGK nunber alert 2
123.125.71.54 |China 147.237.0.19 |madimatal.idf.il |Bad TCP sequence I'nval i d AGK nunber nonitor |2
192. 243. 55. 132 |Doni ni ca 147. 237. 77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 2
192. 243. 55. 138 |Doni ni ca 147.237. 77. 216 |dover.idf .i | Bad TCP sequence monitor |2
61. 160. 224. 129 |[Chi na 147.237.76.200 |eitan. aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 239|UWnited Sates  |147.237.76. 177 ncore.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.96 |Lhited Sates |147.237.72. 156 |anan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
130. 193. 50. 33 RJSf;:I”ion 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert
119. 81. 249. 132 |S ngapore 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 10 Lhited Sates  [147.237.0.200 [rau.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
61. 160. 224. 129 |China 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.95 |Wited Sates [147.237.77.19 [lawforumidf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
195.62.53. 168  |SSian 147.237.76.197 le.himsh.idf.il  |Geo-1 ocati on enf or cement Geo-1 ocati on i nbound drop 1
Federati on enf or cenent
128.232.110. 29 |United Kingdom|147. 237. 76. 198 |e.yohalan.idf.il  |Geo-1ocati on enf or cenent ﬁgolggi'mon I nbound drop 1
192. 243.55.131 |Donini ca 147. 237. 77. 176 |nat pash. i df . i Bad TCP sequence SINAK retransmt with different | oo |1
w ndow scal e
216.218.206.99 |Lhited Sates |147.237.77.233|atal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 167|W0ited Sates  |147.237.77. 243 |robi | e.i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
119. 81. 249. 132 |9 ngapore 147.237.76.39 [nobil e neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47.15 Lhited Sates |147.237.76.198e.yohal an.idf.il |Geo-1ocation enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
61. 160. 224. 129 |China 147.237.76. 176 |test. ncore.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 102|Wited Sates |147.237.8.50 |e.tikshuv.icf.il |Geo-1ocation enf or cenent Sﬁfolrggﬁ;ton  nbound drop 1
128.232.110. 29 |Wnited Ki ngdom|147.237.77.170 |nmarachot.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
192. 243.55. 138 |Doni ni ca 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
192. 243.55.132 |Donini ca 147. 237. 77. 216 |dover i df . Bad TCP sequence SINAK retransmt with different | oo o |

w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
190. 9. 203. 24 Col onbi a 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to wawidf.il/en B ock 2
73.22.155. 10 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/nevsitelenglish/ B ock 2
46.119.117.85 |lkraine 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wawidf.il/nazi/ Bl ock 2
46. 19. 86. 49 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
178. 255. 215. 87 |France 147.237.77.216|dover.i df . i Uhaut hori zed URL Access to wwwy i df.il/newsit el novi es/ yassin7. B ock 1
66.249. 84.165 |lIsrael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
31.13.112.121 |ireland 147.237.77. 216 |dover.i df . il Unhaut hori zed URL Access to waw i df . il /&=gaqf 63- gx&s=1 B ock 1
203. 133. 170. 170 g}ﬁg oo |147-237.72.156 [anan. i df i Lhaut hori zed LRL Access to list.ips.gov. i/ nudiin/defaul t.aspx B ock 1
108.54.90.178 |lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  [B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
46. 19. 86. 49 I srael 147.237.72. 166 [aka. i df . i | (SSL OONN LI ENT HELLO) None 1
_ ny- kosher - kravi . i df , o
40.77. 167. 90 Lhited Sates |147.237.0.16 i| Unaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1
123.126.113.80 |Chi na 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus B ock 1
194. 90. 128. 185 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to www aka.idf.il/main/sachar/undefined |B ock 1
74.82.47.3 Uited Sates [147.237.77.243|nobile.idf.il Unaut hori zed URL Access to 147.237.77. 243/ Bl ock 1
46. 19. 86. 49 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Untraceabl e SSL Sessions from46. 19. 86. 49 (Qpen Mde) None 1
128. 232. 110. 28 LKTI;gegom 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
. . Uhaut hori zed URL Access to

66.249.64. 111 I srael 147.237.76.31 [nakehal .idf . il nakhal . i df.il/tenpl at es/ shared/ user contr ol s/ header upper/ Bl ock !
194, 187. 168. 227|Pol and 147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1133- 16580- he/ dover Bl ock

104. 194. 26. 205 |hited Sates |[147.237.77.176 |nat pash. i df . il PHP At t enpt B ock

. . Mil tiple Lhtraceabl e SS. Sessi ons from46. 19. 86. 49 (Protocol

46. 19. 86. 49 I srael 147.237.72. 166 [aka. i df . i | viol ation (SSL GO QLI ENT HELLO)) None 1
131.253.25.162 |lhited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawidf.il/error.htm Bl ock 1
66. 249. 69. 32 I srael 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on 147.237.77. 216/ B ock 1
199. 30. 25. 0 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm Bl ock 1
104.194. 26. 205 |[lhited Sates |147.237.77.176 |nmat pash.idf. il Uhaut hori zed URL Access to waw cogat . idf.il/wp-1ogin. php Bl ock 1
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