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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
115. 239. 228. 10 Chi na 147.237. 76. 200 eitan. aka.idf.il JLM Under _Attack Con_Htp drop 2
185. 130. 5. 179 147.237. 76. 147 chi nuch. aka.idf.il B ock_Udp All _Nets dr op 1
185. 130. 5. 246 147.237. 76. 202 e halag.idf.il Bock Np Al Net drop 1
46. 218. 35. 219 France 147.237.76. 86 navy.idf.il Block Udp All Nets drop 1
185. 130. 5. 246 147.237.76. 39 nobi | e.neitav.idf.il |Bock Np Al _Net drop 1
85.107. 113. 242 Tur key 147.237.76. 177 ncore.idf.il ock Wdp Al _Nets drop 1
185. 130. 5. 246 147.237.76.176 test.ncore.idf.il B ock Np Al _Net drop 1
185. 130. 5. 246 147.237.76. 196 e.sviva.idf.il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl000103: HTTP: User Agent Sogou+web+spi der B ock 2
40.77.167. 14 Lhited Sates 147.237.0. 34 tikshuv.idf.il |Cl000212: HTTP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il C1000103: HTTP: User Agent Sogou+web+spi der B ock 1
157. 55. 39. 87 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [Cl000212: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
41.140. 253.9 147.237.77. 243 Mor occo nobi | e.idf il ET SCAN NVAP -sS wi ndow 1024 1
41. 140. 253. 9 147.237.77. 243 Mor occo nobi | e.i df.il ET SCAN NMAP -sS wi ndow 3072 1
188. 64. 169. 106 147.237.0. 19 Russi an Feder ati on madi matal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature
54.244.22.103 |Uhited Sates |[147.237.0.34 |[tikshuv.idf.il |dr op Frst packet isn't SN drop 91
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
149.20.63.13 |Wited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout reject 17
46. 19. 85. 42 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.52.83.133 |Saudi Arabia  |147.237.77.170|mmarachot.idf.il|Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55, 131 |Doni ni ca 147.237.77.176 |matpash. i df il |Bad TCP sequence mﬁsg ;a”S”“ wthdfferent | oo e
41.33.232.66 |Egypt 147. 237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 6
46.52.83.133 [Saudi Arabia  |147.237.77. 170 |naarachot.idf.il|[Bad TCP sequence Invalid AGK nunber alert 6
82. 145. 220. 122 |Eur ope 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
192. 243. 55, 131 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 5
192. 243. 55. 130 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 5
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or 5
46.19.85.216 |[Israel 147.237.76.42 |refuah.icf.il |Bad TCP sequence Invalid AGK nunber noni t or 5
54.244.22.103 [lhited Sates [147.237.77.233|atal.idf.il drop First packet isn't SN drop 5
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf il Bad TCP sequence SIACK reransmt wehdifferent | onitor |5
94.102. 153. 58 u.1i ted 147.237.77.74 |lawidf.il drop SAMrul e drop 4
Ki ngdom
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
192. 243. 55, 131 |Coni ni ca 147.237.77.74 |lawidf. il Bad TCP sequence mﬁsgfmm wehdifferent | oitor |4
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il  [Bad TCP sequence mﬁsg ;a”S”“ wthdifferent | oitor |4
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il  [Bad TCP sequence mﬁ;g?’sm wehdifferent | onitor |4
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
195. 34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
94.102.49.78  [Netherlands 147.237.77. 121 |e.navy.idf.il |Geo-| ocati on enf or cenent Geo-l ocation inbound enf orcenent |drop
190.9.203.24 |col onbi a 147.237.72. 166 |aka.i df .l Streaning Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
46.19.85.216 [Israel 147.237.76.42 |refush.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 3
94.102.49.78 Net her | ands 147.237.76. 198 |e. yohal an.i df .iI|Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |[drop 3
94.102.49.78  |Netherl ands 147.237.77. 178 |e. nat pash. i df .1 [|Geo- | ocat i on enf or cenent Geo- 1 ocat i on i nbound enf orcenent  |drop 3
192. 243. 55. 131 |Doni ni ca 147.237.77. 176 |matpash.idf.i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
2.54.12.201  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
94.77.196.82 [Saudi Arabia  |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
221.139. 14. 120 ok‘f)rea RepUb i C 1 47, 237. 72. 166 [aka i i1 drop SAMrule drop 3
94.102.49.78  [Netherlands 147.237.76. 199 [e. nakchal . i df .i1|Geo- | ocat i on enf or cenent Geo- 1 ocat i on i nbound enf orcenent  |drop 3
177.185.194. 45 |Brazi 147.237.72.156 [anan.iof il [Bad TCP sequence mdgitvrsac';rit Wth different monitor  [3
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout reject 3
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
94.102.49.78  |Netherl ands 147.237.77.212e.dover.idf.il |Geo-1 ocati on enf or cenent Geo- | ocation i nbound enforcenent |drop 3
192. 243. 55. 131 |Doni ni ca 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout reject 3
94.102.49.78 [Netherl ands 147.237.76.201|e.atal .idf.il |Geo-| ocati on enfor cenent Geo-l ocation i nbound enf orcenent |drop 3
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence mﬁ(src:reansm wehdifferent | onitor |3
192. 243. 55. 136 |Coni ni ca 147.237.77.176 |matpash.icf.il [Bad TCP sequence mﬁsg rea”smt wehdifferent Joonitor |3
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il  [Bad TCP sequence SIACK reransmt wehdifferent | onitor |3
192. 243. 55. 132 |Dom ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or
94.102. 49. 78 Net her | ands 147.237.76. 196 |e.sviva.idf.il |Geo-| ocati on enfor cenent Geo- | ocati on i nbound enf orcenent |drop
69. 157. 13. 103 |Canada 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid AGK nunber noni t or
192. 243. 55. 138 |Coni ni ca 147.237.77. 216 |dover.idf.il  [Bad TCP sequence mﬁsg rea”smt wehdifferent Joonitor |3
94.102.49.78  [Netherlands 147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 3
94.102.49.78  |Netherl ands 147.237.77.227 |e.hanaz.i df .i1 |Geo-1 ocati on enf or cenent Geo- 1 ocat i on inbound enf orcenent |drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
72.9.148.10  |[United Sates [147.237.76.86 [navy.idf.il mu:;s;' B e e/ navy. aspx. aspx Bock |2
87. 255. 95. 145 :‘ng‘l’i o« |147.287.77. 216 |dover .idf i1 |tnauthorized LR Access to wawidf.il/nazi Bock |1
Uhaut hori zed URL Access to
192. 243.55. 130 |Doni ni ca 147.237.77.74 |lawidf.il wan | aw i df i |/ tenpl ates/ getfil e/ getfil e. aspx?fi | ename=xgf 5b3nol wvy3ncdg [B ock 1
hpa2f cdhphdm t xdewnt guzg9j & nf ocent eri t en¥t r ue
107.168.32.37 |Uited Sates [147.237.77.216|dover.idf.il Enail collector robots 14 Bl ock 1
2.52.144. 238 I srael 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
177.185.194. 45 |Brazil 147.237.72. 156 |anan. i df . i | MSQ Dnta Retrieval with Inplicit  Qnversion Erors None 1
94.102. 49. 78 Net her | ands 147.237.77.19 |l awforumi df. i ||Unaut hori zed LRL Access to savash. org/ B ock 1
208.115.113.89 |lhited Sates [147.237.72.166aka.idf.il Lhaut hori zed URL Access to aka.idf.il/tiznoret/sitenap/ B ock 1
107.168.32.37 |Wited Sates |[147.237.77.216|dover.idf.il eMii | Hoar di ng B ock 1
Unknown Par anet er
37.142.195. 151 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01%ct | 03$chbl Questi on$2 |None 1
3in aka.idf.il/nain/giyus/questionnaire. aspx
177.185.194. 45 |Brazil 147. 237. 72. 156 |anman. i df . i | Mil tiple signatures from177.185. 194. 45 B ock 1
94.102. 49. 78 Net her | ands 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to savash. or g/ B ock
123.126.113. 80 |Chi na 147. 237.72. 166 |aka. i df . i | ﬂ?uzggr'?;ef&% gf;e;sa;g/ fil es/ of 50829, pel B ock 1
65.55.210.226 |lLnited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/error. htm B ock 1
184. 105. 247. 196|lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
107.168.32.37 |Uhited Sates |147.237.72.166|aka.idf.il Enail collector robots 14 Bl ock 1
172.94. 14. 47 147.237.77.216|dover. i df . il Paraneter Type Mol ation SortDr in wwidf.il/1395 en/ dover. aspx B ock 1
188.138.1.218 |Ger many 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
107.168.32.37 |Uited Sates |[147.237.72.166|aka.idf.il eMii | Hoardi ng B ock 1
172.94. 14. 47 147.237.77.216|dover. i df . il Paraneter Type Miolation lang in wwidf.il/1395-en/ dover. aspx B ock 1
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