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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
217.172.189. 11 Ger many 147.237.76. 176 test.ncore.idf.il |Block Wdp All Nets drop 2
115. 239. 228. 10 Chi na 147.237.0. 19 nadimatal .idf.il |Frk_Under Attack Con Htp dr op 2
123. 151. 42. 61 Chi na 147.237. 76. 86 navy.idf.il Bl ock Udp All Nets Con Linmt drop 1
185. 130. 5. 246 147. 237. 76. 38 eeneitav.id.il [Bock Np Al Net drop 1
146. 185. 239. 100 Russi an Federation 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
185. 130. 5. 246 147.237.76. 42 refuah.idf.il Block Np Al Net drop 1
115. 239. 228. 10 Chi na 147.237.0. 19 nadi matal .idf.il |Frk Purple Gon Linmt Htp drop 1
185. 130. 5. 246 147.237. 76. 30 hi nush. i df . i | B ock Np Al _Net dr op 1
185. 130. 5. 246 147.237. 76. 86 navy.idf.il Bock Np Al Net drop 1
185. 130. 5. 246 147.237.76. 31 nakchal .i df .| Block Np All Nt drop 1
185. 130. 5. 246 147. 237. 76. 199 e.nakchal .idf.il [Block Np Al Net drop 1




02-18-2016-02:04:05 to 02-18-2016-03:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il C1000103: HTTP. User Agent Sogou+web+spi der B ock 4
158. 69. 214. 109 Lhited Sates 147.237.77. 216 dover.idf.il [Cl000106: HITP. najestic bot Bl ock 2

136. 243. 103. 92 Ger many 147.237.72. 156 anan.idf.il |Cl000106: HITP. majestic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
190. 216. 146. 151|147. 237.0.15 |Ghile kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
188. 64.169. 106 [147.237.0.35 |SSIan akave. i df i ET SCAN Potential SSH Scan 1
Feder at i on
188. 64. 169. 106 |147. 237.0. 16 ?ézzgzm ny-kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
40.76.197. 22 147.237.76. 201 |Lhited Sates e.atal.idf.il ET SCAN Potential SSH Scan 1
40.76.197. 22 147.237.76. 147 |Lhited Sates chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
40. 76. 197. 22 147.237.72.14 |hited Sates dover.idf.il(old) ET SCAN Potential SSH Scan 1
40.76.197. 22 147.237.0.15 |lhited Sates kosher-kravi . i df il ET SCAN Potential SSH Scan 1
190. 0. 226. 242 |147.237.0.19 |sta Rca madi matal .idf.il ET SCAN Behavi or al Lhusugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection
188. 64. 169. 106 |147. 237.0. 17 gzzi;'}m mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
46.151.52.161 [147.237.76.39 [Wkraine nobi l e. neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
40.76.197. 22 147.237.76. 199 |Lhited Sates e. nakchal .idf.il ET SCAN Potential SSH Scan 1
40.76.197. 22 147.237.76.38 [lLhited Sates eeneitav.idf.il ET SCAN Potential SSH Scan 1
40.76.197. 22 147.237.0.16 |lhited Sates ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
222.186.21.181 |[147.237.77.216|China dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.i df .i | drop SAMrule drop 34
2.54.169. 213 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
109.66.61.77  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
. . SWNretransnmit wth different .
185.13.192.68 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 5
41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
192. 243. 55. 132 [Doni ni ca 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
199.30.16.185 |Wited Sates |147.237.76.200 |eitan aka.idf.il 9 =g Invalid segnent retransmssion. . 4
Ret r ansni ssi on Packet dr opped.
- . . SYNtACXK retransmt wth .
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |nat pash. i df .i Bad TCP sequence di fferent v ndow scal e noni t or 3
94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |3
Sreanming Engine: TQP Invalid i i SSi
185.13.192.68 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185. 120. 126. 35 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
138. 44. 64. 30 Australia 147.237.72. 167 |i shurimaka. i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 3
192. 243. 55. 133 [Doni ni ca 147.237. 77. 170 |naar achot . i of . i | Bad TCP sequence nonitor |2
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |nat pash. i df . i | dr op Frst packet isn't SYN drop 2
192. 243.55. 132 |Doni ni ca 147. 237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber aert 2
192. 243. 55. 132 [Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |2
Sreanming Engine: TQP Invalid i i ssi
108.54.167.76 |Wited Sates |147.237.76. 200 |eitan aka.idf.il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dr opped.
- . . SYNtACXK retransmt wth .
192. 243.55. 132 |Domini ca 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent v ndow scal noni t or 2
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
192. 243.55. 132 |Doni ni ca 147.237.77. 176 |nat pash. i of . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
50.63.197.108 |Uhited Sates |147.237.77.216 |dover.idf.il B ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
. e SYN+ACXK retransnmit wth .
192. 243. 55. 132 |Domi ni ca 147.237. 77. 170 |n@ar achot . i df . i | Bad TCP sequence different vi ndow scal & monitor |1
128. 232, 110. 29 E?';gegom 147.237.77. 226 ‘“:"‘IW chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
87. 69. 238. 94 I srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
197.38.197. 170 |Egypt 147.237.77. 233 |atal .idf.il drop SAMrule drop
146. 185. 239. 102 stls;;”ion 147.237.77. 205 |prisha. i of .l SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
128. 232. 110. 29 z";;gom 147.237.0.15 |kosher-kravi.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
203. 127. 96. 220 |S ngapore 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
65. 55. 218. 54 Lhited Sates [147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |[reject 1
192. 243. 55. 133 |Doni ni ca 147.237.77. 170 |naarachot . i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
128. 232. 110. 29 z';;gom 147.237.77. 234 |hal ag.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Lhited Sates [147.237.77. 176 |matpash.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.46. 41. 208 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 1
128. 232. 110. 29 z";;gom 147.237.72. 166 |aka.i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
203. 127. 96. 220 |S ngapore 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
68.174.243.158 |[Wnited Sates |147.237.77.216|dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
131.253.24.153 |Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
94.230. 86. 215 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |1
198. 20. 69. 74 Lhited Sates [147.237.77.235|sviva.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
128. 232, 110. 29 | ted 147.237.76. 201 |e.atal .idf. il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
Ki ngdom enf or cenent
R SYN+tACXK retransmt wth .
203. 127. 96. 220 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent vi ndow scal e noni t or 1
85. 65. 106. 128 |l srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 1
Russi an . R . Geo- | ocati on i nbound
195. 62. 53. 168 e ot i on 147.237.8.24 |elifestyle.idf.il Geo- | ocati on enf or cenent enf or cenent drop 1
131.253.36.204 |Lhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
Lhi ted S ] Geo- | ocati on i nbound
128.232.110.29 | ngdom 147. 237.77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cement enf or cerent drop 1
85.65. 106. 128 |l srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or
195. 154. 146. 225|France 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
203. 127. 96. 220 |S ngapore 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
92.53. 112. 156 RJSIS:;”i o 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 92.53.112. 156 B ock 3
66. 249. 69. 26 I srael 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on wan i df.il/error. htm B ock

46. 118. 155. 237 |Wkrai ne 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to wanidf.il/nazi/ B ock
40.77.167. 84 Lhited Sates 147.237.77.243|nobi l e. i df . i | Suspi ci ous Response Code B ock

176. 116. 188. 83 F“Sf;;”i on 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to v idf.il/nazi' a=0 B ock 1
195. 154. 146. 225|France 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to www i df . il/wp-trackback. php Bl ock 1
68. 180. 230. 226 |Lnited Sates 147.237.77.216|dover.idf . il D stributed Lhaut hori zed URL Access on 147.237.77.216/robots.txt |B ock

. . D stributed Unaut hori zed URL Access on
185.13.192. 68 |l srael 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
66. 249. 69. 33 I srael 147.237.77. 170 |naarachot . i df . i | |Waut hori zed UR. Access to 147.237.77.170/ pdf/fil es/ 5/ 111255. pdf |B ock 1
199. 30. 24. 27 Lhited Sates 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on v idf.il/error. htm B ock 1
66. 102. 8. 233 Lhited Sates 147.237.77.216|dover.i df . il D stributed Whaut hori zed URL Access on www i df.il/error. htm B ock 1
189. 167.94. 122 |Mexi co 147.237.77.216|dover. i df . il Unhaut hori zed LRL Access to www idf.il/nazi B ock 1
66. 249. 69. 41 I srael 147.237.77. 170 [maarachot . i df . i | |Waut hori zed URL Access to 147.237.77. 170/ pdf / fil es/ 4/ 112454, pdf |B ock 1
131.253.25.210 |wited Sates 147.237.77.216|dover.i df . il D stributed Whaut hori zed URL Access on www i df.il/error. htm B ock 1
66. 102. 8. 238 Lhited Sates 147.237.77.216|dover . i df . il D stributed Lhaut hori zed URL Access on wan i df.il/error. htm B ock 1
195. 154. 146. 225|France 147.237.77.216|dover.idf.il I11egal HITP Version HITH B ock 1
. . .|Dstributed Unaut hori zed URL Access on
66. 249. 79. 28 I srael 147.237. 76. 147 |chi nuch. aka. i df . i i chi nuch. aka. i df 117404, htm B ock 1
) . . Uhaut hori zed URL Access to

157.55.39.226 |Uhited Sates 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ rrai nf rabanut / v r abanut - downl oads. webs. com B ock 1
66. 249. 66. 75 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed UR. Access to www cogat . i df .il/894-ar Bl ock

195. 154. 146. 225|France 147.237.77.216|dover. i df .i |l PHP At t enpt B ock
66.249.79.31  |Israel 147. 237.76. 147 |chi nuch. aka. i df . j|2 ST buted authorized URL Access on B ock 1

waw chi nuch. aka.idf.il/404. htm
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