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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
212.179. 54. 237 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp All _Nets drop 3
115. 239. 228. 10 Chi na 147. 237. 76. 200 eitan.aka.idf.il JLM Under _Attack_Con_Htp drop 2
89. 46. 102. 242 Romani a 147.237.76. 176 test.ncore.idf.il Bock Np Al Net dr op 1
89. 46. 102. 242 Romani a 147. 237. 76. 201 e atal.idf.il Block Np Al Net drop 1
222.186. 21. 181 Chi na 147.237.76. 42 refuah.idf.il JLM Under Attack Con_Tcp drop 1
185. 130. 5. 224 147.237.76. 198 e.yohal an.idf.il Bl ock_UWp Al _Nets drop 1
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|Top Attackers In IPS|

Att acker Address|Attacker O)untry|Target Addr ess |Site |

149. 78. 166. 204

| srael

147.237.0. 34

tikshuv.idf. |

Sgnature
C1000212: HITP. prefix 1.01 in the URL

172. 86. 83. 125

147. 237. 76. 86

navy.idf.il

16798: HITP. G\U Bash HITP Header Renote Code Execution Mul nerability
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘Ste

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 4
176.13.0.107  |147. 237 77. 2331 5 e atal il ET DC5 Large anount of TCQP Zer oWndow - Possible Nkiller2 5
DDos attack
59.45.79.117  |147.237.76. 147 [Chi na chi nuch. aka.i df . i1 ET SCAN Potential SSH Scan 1
183.60. 48.25 |147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 [147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237. 72. 156 |Chi na aman. i df.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.0.17 [China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
103.53.84.13 [147.237.0.15 kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
222.186. 21. 181 |147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
59.45.79.117  |147.237. 77. 233|Chi na atal.idf.il ET SCAN Potential SSH Scan 1
222.186.21. 181 |147. 237. 76. 148 |Chi na gacenter. aka. i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
59.45.79.117  |147.237.77. 212|Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
218.246.0.97 |[147.237.77.74 |China lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117  |147.237.77. 179|Chi na e.mazi.idf.il ET SCAN Potential SSH Scan 1
198.20.69. 74  |147.237.77.170|lhited Sates |[naarachot.idf.il ET DRCP Dshield B ock Listed Source 1
59.45.79.117 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
183.60. 48.25 |147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76.38 [China e.eneitav.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.76.34 |China yohal an.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237. 72. 166 |Chi na akaidf.il ET SCAN Potential SSH Scan 1
181 63. 248 27 |147. 237 8.27 | ol onbi & o radi matal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117 |147.237.0.35 [China akavs. i df . il ET SCAN Potential SSH Scan 1
103.53.84.13  |147.237.77.216 dover.idf.il ET SCAN Potential SSH Scan 1
222.186. 21. 181 [147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
70.165. 4.194 |147.237.76.176|Whited Sates [test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.186. 21. 181 |147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
59.45.79.117  |147.237.77. 227|Chi na e. hamaz. i df .il ET SCAN Potential SSH Scan 1
222.186.21.181 [147.237.0.16 |China ny-kosher-kravi . i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
59.45.79.117  |147.237.77. 205|Chi na prisha idf.il ET SCAN Potential SSH Scan 1
218.246.0.97 |147.237.72.14 |China dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117 |147.237.77. 176 |Chi na nat pash. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 18
176. 13. 0. 107 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Invalid AGK nunber noni t or
176. 13. 0. 107 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert
o Bl ock HTTP Non ) ) )
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data nonitor |6
Conpl i ant
L Sream ng Engi ne: TCP _ -
5.22.135. 205 | srael 147.237.72. 166 |aka. i df .i | . .. Invalid segnent retransmssion. Packet dropped. |drop 6
Inval i d Retransm ssion
Russi an D S reaning Engi ne: TCP , o
178. 154. 189. 201 . 147.237.72. 166 |aka.idf . il . L. Invalid segnent retransmssion. Packet dropped. |drop 6
Federation Inval i d Retransnission
188.120.148. 71 |l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
. o S reaning Engi ne: TCP . -
66. 249. 66. 60 Lhited Sates |147.237.76.86 |navy.idf.il . L. Invalid segnent retransmssion. Packet dropped. |drop 6
Inval i d Retransmission
176. 13. 0. 107 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence SWNretransnit wth different wndow scal e noni tor |5
) o Bl ock HTTP Non ) ) )
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data nonitor |4
Conpl i ant
o Bl ock HTTP Non ) . )
41. 33.231. 90 Egypt 147.237. 77. 216 |dover.idf.il . Fail ed to handl e connection data nonitor |4
Conpl i ant
) ) o Bl ock HTTP Non ) ) )
94.77.196. 82 Saudi Arabia  |147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data nonitor |3
Conpl i ant
S reaning Engi ne: TCP
185.120. 125. 14 147.237.72. 166 |aka.idf . il . 9 9 .. Invalid segnent retransmssion. Packet dropped. |[drop 3
Inval i d Retransnission
, . |Sreamng Engi ne: TCP _ o
178. 255. 215. 87 |Fance 147. 237. 76. 147 |chi nuch. aka. i df .i | . L. Invalid segnent retransmssion. Packet dropped. |drop 3
Inval i d Retransmission
S reaning Engi ne: TCP
109. 67.213. 109 |lsrael 147.237.72. 166 |aka.idf . il . 9 9 .. Invalid segnent retransmssion. Packet dropped. [drop 3
Inval i d Retransnission
133. 130. 49. 166 |Japan 147.237.72. 166 |aka.idf.il Sirean ng Engi ne: TP Invalid segnent retransnission. Packet dropped. |dro 2
T T ' Inval i d Retransn ssi on * ’ ppec P
Bl ock HTTP Non
192. 185. 4. 108 Lhited Sates |147.237.77.216 |dover.idf.il . Fail ed to handl e connection data nonitor |2
Conpl i ant
141.8.132.78 :3:;:30” 147. 237. 77. 216 |dover . i df .| SYN Att ack SYN -> SYN-ACK -> Ti meout reject |2
. S Geo-1 ocation o
54.183.172.234 |lhited Sates |147.237.77.121|e.navy.idf.il Geo- | ocati on i nbound enf or cenent drop 2
enf or cenent
37.46.41.93 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
- I Geo-1 ocation o
54.193.30.249 |lhited Sates |[147.237.77.121|e.navy.idf.il Geo-1 ocation i nbound enf or cenent drop 2
enf or cenent
i - Bl ock HTTP Non ) ) )
108. 167.133.30 |lLhited Sates |147.237.77.216|dover.idf.il . Fail ed to handl e connection data nmonitor |2
Conpl i ant
S reamng Engi ne: TCP
66. 249. 66. 3 Lhited Sates [147.237.76.86 |navy.idf.il . 9 9 L. Invalid segnent retransmssion. Packet dropped. [drop 2
Inval i d Retransnission
149. 88.232.31 |Israel 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
2.54.32.126 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
115. 230. 124. 164|Chi na 147.237. 77. 216 [dover.i df .i | drop SAMrul e drop 1
70.196.138. 133 |lhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 167|lhited Sates [147.237.0.34 |[tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128. 232. 110. 29 Ei“'ntgegom 147.237.77. 170 naarachot . idf .il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 112. 232. 22 147.237. 77. 216 [dover. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
65. 55.212. 74 Lhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 1
141.212.122. 174|United Sates |147.237.77.234|hal ag.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
128. 232. 110. 29 LK”i"rfgegom 147.237.0.19 |nadimatal.idf.il [SYN Att ack SYN -> SYN-ACK -> RST reject |1
75.111.128.119 |lhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 170|Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
131.253.24. 154 |Uhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 1
108. 61.122.50 |France 147.237.72. 167 [i shurimaka.idf .i||SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
65. 55. 218. 32 Lhited Sates |[147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
141.212.122. 175|Uhited Sates |147.237.77.234|hal ag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 162|Uhited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Lhited L Geo- 1 ocat i on o
128. 232.110. 29 |, 147.237.8.14 |e.orchot.idf.il Geo- 1 ocation i nbound enf or cenent drop 1
Ki ngdom enf or cenent
i o Bl ock HTTP Non i ) )
208. 80. 155. 224 |lhited Sates |147.237.77.216|dover.idf.il . Fail ed to handl e connection data monitor |1
Conpl i ant
Non- conpl i ant TCP packets comng from
S reanming Engi ne: TCP i i
79.181. 129. 244 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g mitiple external sources vere detected This may | 1
anonal y det ect ed result frompotentia network configuration
pr obl em
141.212.122. 171|Uited Sates |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
131. 253. 26. 246 |Uited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
185. 120. 125. 59 147.237.72. 166 |aka. i df .il drop SAMrul e drop 1
141.212.122. 163|lhited Sates |147.237.76.30 [hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Lhi ted L Geo-| ocati on o
128. 232.110. 29 |, 147.237.76. 44 |e.refuah.idf.il Geo- | ocation i nbound enf or cenent drop 1
Ki ngdom enf or cenent
80.178.124.211 [Israel 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
o Bl ock HTTP Non . ) .
62.210.181.15 |Fance 147.237.77. 176 |nat pash. i df . i | Fail ed to handl e connection data monitor |1

Conpl i ant
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
46.120. 217.88 |[lIsrael 147.237.0.19 |nmadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
208.115.111. 72 [Lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showf orumasp |B ock 2
46.19. 85. 94 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 2
133. 130. 49. 166 |Japan 147. 237. 76. 147 |chi nuch. aka. i df . i [|uUnhaut hori zed URL Access to www chi nuch. aka. i df .il/404. htm B ock 2
92.53. 112. 156 ?;Z::::’ion 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 92.53.112. 156 B ock 2
109. 65. 185. 140 |l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nag. i df.il/xmrpc. php B ock 1
66. 249. 66. 26 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1234- he/ at al . aspx Bl ock 1
Unknown Par anet er
5.29.251.162 |lsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wan aka. i df . i | / mai n/ gi yus/ at uda/ asnacht a. aspx
157.55.39. 210 |lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/nain/giyus/ giyus/ general .aspx  |B ock 1
92.53. 112. 156 :Z;:tnion 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/wp-admn/ B ock 1
Unaut hori zed URL Access to ww i df.il/english/ AL/ AE™AEAES
40.77.167.38 |Wwited Sates [147.237.77.216|dover. i df .i | AcAcAs EACACAEACAca€SA-A¥A; ALa€3ACA-AL EACA,-A! AEAES B ock 1
A¢AY,
) . . Unaut hori zed URL Access to
208.115.113. 84 |Whited Sates [147.237.77.74 [lawidf.il vawwc | aw i df i 1/ consol ef cor e/ doc._myr / doc._ngr . asp B ock 1
123.126. 113. 80 |Chi na 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ general . aspx  |B ock 1
66.249.69.40 |lIsrael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
Unaut hori zed URL Access to
8.37.70.139 Lhited Sates |147.237.77.216|dover.idf.il www i df . i |/ 894- he/ dover . aspx&usg=al kj r hh7n¥cvvO- ul Ounj f 7- okyzol 74 |B ock 1
4a
173.233.56.17 |lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . i|/banmahane Bl ock 1
109. 65. 185. 140 |I srael 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
68.180.230.29 [Lhited Sates |147.237.77.176|mat pash.idf.il Unaut hori zed URL Access to www cogat . i df.il/894-he Bl ock 1
37.142.68.9 | srael 147.237.0.34 |tikshuv.idf.il Dstributed PHP Attenpt B ock 1
176.13.0.107 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
109. 65. 185. 140 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua atal.idf.il/xmrpc. php B ock 1
141.8.132.78 RF;Z;:I“I o 147.237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to www i df . il/1133- 19149- he/ dover . . . B ock 1
82.132. 224. 147 zlrfggom 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df .il/aman B ock 1
37.142.68.9 | srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/xmrpc. php B ock 1
207.46.13.64 |Wited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
109. 65. 185. 140 |l srael 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
] . . Unaut hori zed URL Access to
54.243.53.148 |[lhited Sates [147.237.77.216 |dover.idf.il 147. 237. 77. 216/ 1283- 12386- en/ dover . aspx B ock 1
2.52.143.212 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
.. .|Uhaut hori zed URL Access to
148.251. 21. 227 |Ger many 147.237.0.15  [kosher-kravi . i df.i wn kosher - kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
40.77.167.38 |lhited Sates [147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 1
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