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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
107. 191. 102. 245|147, 237. 77. 216 |Lhited Sates |dover.idf.il ET WEB SERVER Fake ogl ebot UA 1 | nbound 2
187 252 186.32 |147. 237 76.34 |nexi co yohal an.i df i1 ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
146. 148. 116. 152(147. 237.8.24 |Wnited Sates |e.lifestyle. idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.117. 208. 243 |147.237.8.28 e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
64. 47. 186. 53 147.237.77.179|Wited Sates |e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
194.187.249.70 |147.237.0.17 |Europe mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
146. 148. 116. 152|147.237.8.24 |tnited Sates [e.lifestyle.idf.il ET SCAN NVAP -sS w ndow 2048 1
146. 148. 116. 152|147.237.8.24 |Uhited Sates |e.lifestyle.idf.il ET SCAN NVAP -f -sS 1
94.102.48.193 |147.237.0.35 |Netherlands |akavs.idf.il ET SCAN NVAP -sS wi ndow 1024 1
75. 144. 83. 17 147.237.76.31 |Wited Sates [nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi
79.181.129. 244 |Israel 147. 237.76. 200 [ei tan aka i o 11 | €AM NG Engine: TCP Invalid invalid segnent retransnissi on, drop 246
Ret ransni ssi on Packet dr opped.
e SN retransmit wth different .
109. 186. 14. 188 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal @ noni t or 103
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
107. 167. 116. 164|thited Sates  [147.237. 77. 216 |dover. i of.i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 22
Sreaming Engine: TGP Invalid i i ssi
107. 146. 166. 198|Wnited Sates  |147. 237. 77. 216 |dover.idf . il 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.228. 152. 197 |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
reamn ine: TCP Invali i i ssi
79.182.217.69 |l srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
46.19. 85. 58 I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.145  |Israel 147.237.77. 243 |nobil e. i of . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.178.126. 184 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39.226 |Wited Sates  |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
192. 243. 55. 138 |Doni ni ca 147.237.77. 170 |maarachot . i df .il [Bad TCP sequence Inval i d ACK nunber nmoni t or 4
reaning BEngine: TCP Invali i i ssi
149. 88.205. 48  |Israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TQP Invalid invalid segnent retransnissi on, drop 4
Ret ransmi ssi on Packet dropped.
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |4
Sreaming Engine: TGP Invalid i i ssi
109. 64.216.95 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.125.77.60  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 67. 111. 152 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
204.15.64.187 |Uited Sates  |147.237. 72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
84.108.90. 253 |Israel 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
2.52.174.212  |israel 147.237.72. 166 |aka i df . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Russi an . . . |Sreaming Engine: TGP Invalid Invalid segnent retransmssion.
130. 193.51.91 eration 147.237.76. 200 |eitan. aka. i df . il Ret 1 ansmi ssi on Packet dr opped. drop 3
5.102.242.100 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
46. 19. 85. 97 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  [nonitor 3
Sreamng Engine: TCP Invalid i i ssi
2.54.46.202  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
192. 243.55. 138 |Donini ca 147.237.77.74 |lawidf.il Bad TCP sequence SMAXK retransmt with different 1opniior [
w ndow scal e
74.111.238.237 [Uhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 3
Sreanming Engine: TGP Invalid i i ssi
109.64.22.99  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.125.4.119  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
37.26.147.180 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence alert
192. 243. 55. 138 |Doni ni ca 147.237.77.176 |mtpash.idf.il  [Bad TCP sequence I'nval i d ACK nunber noni t or
37.26.147.180 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or
Sreanming Engine: TGP Invalid i i ssi
85. 65.120. 151 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 2
Ret ransni ssi on Packet dropped.
192. 243. 55. 138 |Doni ni ca 147.237.77. 170 |naarachot . i df i1 [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
192.185.4.108 |Uhited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 2
46.52. 83. 133 Saudi Arabia 147.237.77. 170 |maarachot. i df .il [Bad TCP sequence Inval i d ACK nunber noni t or 2
108.167.133.30 |[thited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  |monitor |2
192. 243. 55. 138 |Doni ni ca 147.237.77. 170 |mearachot .idf .il [Bad TCP sequence SINWAK Tetransmt with different o, o 2
w ndow scal e
192. 243. 55. 138 |Doni ni ca 147.237. 77. 216 |dover.idf .i | Bad TCP sequence noni t or 2
192. 243.55. 138 |Doni ni ca 147.237.77. 170 |naarachot.idf .i| [Bad TCP sequence I'nval i d AGK nunber alert 2
198. 20. 69. 98 Lhited Sates [147.237.76.31 |nakchal.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
85. 65. 15. 98 | srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 1
185. 3.147.205 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 1
46. 19. 86. 66 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 1
128.232.110.29 |United Kingdom|147.237.8.24 |e.lifestyle.idf.i|Geo-| ocati on enf or cenent Geo-l ocati on i nbound enf orcenent |drop 1
216. 243.31. 2 Lhited Sates  |147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
37.26.149.237 |Israel 147.237.72. 166 |aka. i df . Bad TCP sequence SIAK retransmt with different | oo |y
w ndow scal e
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
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A tacker
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Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
149. 78. 181. 204 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 11
79.181. 162. 247 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
37.26.149.218 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 192. 156 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
46. 19. 85. 100 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
. . . Unaut hori zed URL Access to
85.65.120. 151 I srael 147.237.77. 243 [nobi | e. i df . | nobi | e. i df.il/categorytenpl ates/|i stchil ddocunent s/ 1362 Bl ock 3
Unknown Par anet er
2.54.33.36 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHol der $ct | 13$ct | 01%ct | 03$chbl Quest i on$61 |None 2
inakaidf.il/main/ giyus/questionnaire. aspx
82.81.81.138 | srael 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error. htm Bl ock 2
85.65.120. 151  [Israel 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut hori zed URL Access from 85. 65. 120. 151 B ock 2
66.102.9.91 Lhited Sates|147.237. 77. 216|dover. i df . i | Uhaut hori zed URL Access to waw i df.il/1294-en/wmw idf.il/english Bl ock 1
177.92.24.206 |Brazil 147.237.77. 176 |mat pash. i df . i|  [Unaut hori zed URL Access to www cogat.idf.il/xmrpc. php B ock 1
109. 253. 142. 215|l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
64.41.200.105 |Wnited Sates|147. 237. 77. 216 |dover. i df .i | g“:):"'egl e Untraceabl e S Sessions from 64.41. 200. 105 (hsupported None 1
207.46. 13. 25 Uhited Sates|147.237.77. 216 |dover.i df . il Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock
85.95. 253.143  [Turkey 147.237.77.216|dover .i df . i | D stributed Suspicious Response Gode B ock 1
66.249. 64. 166 |l srael 147.237.76.31 |nakchal .idf.il |Dstributed Whauthorized URL Access on 147.237.76. 31/ B ock 1
Unaut hori zed URL Access to
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il wan law i df.il/tenpl ates/getfil e/ getfile. aspx?fil enane=xhl | yt ayl t awns5kb2n+|B ock 1
& nfocenteritenstrue
40.77.167. 26 Uhited Sates|147.237.76.31 |nakchal .idf.il [Uauthorized URL Access to 147.237.76. 31/ B ock 1
82. 81. 40. 156 I srael 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to waw aman. idf.il/https:/ww anman.idf.il/ B ock 1
] . . S Uhtraceabl e Gonnection - Protocol violation
64.41.200.105 [United Sates|147.237.77.216|dover.idf.il (SSL_CONN CLI ENT KEY EXCHANGE) None 1
207. 46. 13. 54 Uhited Sates|147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
149.78.181. 204 |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in ww atal .idf.il/1440-he/atal . aspx B ock 1
Unknown Par anet er
87.70.9.131 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphvai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$61 |None 1
in wwy aka. idf.il/nain/giyus/questionnaire.aspx
66. 249. 69. 26 I srael 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut horized URL Access from 66.249. 69. 26 B ock 1
192. 243.55. 138 |Doni ni ca 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to wan i df.il/english/ news/ main. stm Bl ock 1
109. 253. 217. 1551 sr ael 147.237.72. 166 |aka. i df . i | Illegal Byte Qe Character in URL /main/kapatz//res Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
64.41.200.105 [lnited Sates|147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Uhsupported d pher None 1
Unknown Par anet er
213. 8. 204. 25 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13$ct | 01%ct | 03$chbl Quest i on$10 |None 1
2 in aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
2.54.160. 33 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHol der $ct | 13%ct | 01%ct | 03$chbl Quest i on$82 |None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
176.13.22.185 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP aceHdl der $ct | 13$ct | 01$ct | 03$chl Question$2  |None 1
inakaidf.il/nain/ giyus/questionnaire. aspx
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct 109 in
109. 66. 133. 246 |l srael 147.237.72. 166 |aka. i df . i | wiww aka. i o i 1/ nai v/ sachar / pays! i ps. aspx None 1
66. 249. 69. 26 | srael 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to wa i df. i |/ honefront/hebrew i e-news. stm B ock 1
204.79.180.93 |lnited Sates|147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
Unknown Par anet er
46.121. 130. 194 |l srael 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01%ct | 03%cbl Quest i on$72 [None 1
in wwy aka. idf.il/nain/giyus/questionnaire. aspx
109. 253. 217. 155|I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in LRL from109. 253, 217. 155 Bl ock 1
64.41.200.105 |[lhited Sates|147.237.77.216|dover.idf.il SSL Wntraceabl e Qonnection - sigal gs DoS Attack None 1
Unknown Par anet er
213. 8. 204. 25 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphvai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$69 |None 1
inakaidf.il/nain/ giyus/questionnaire. aspx
177.92.24.206 |Brazil 147.237.77. 176 [nat pash. i of . il |PHP Attenpt Bl ock 1
31.168. 14. 82 | srael 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
109. 186. 14. 188 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
79.178.126. 184 |Israel 147. 237.72. 166 |aka. i df . i | Paraneter Read Qly Molation in None 1
vy aka. i df . i | / mai n/ sachar/ f or got passwor d. aspx
204.79.180.94 |lnited Sates|147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error. htm Bl ock 1
] . . Mil tiple Lhtraceabl e SS. Sessions from64. 41. 200. 105 (Protocol viol ation
64.41.200.105 |United Sates|147.237.77.216|dover.idf.i | (SSL. OONN LI ENT_KEY EXCHANGE) ) None 1
. ] ; Unaut hori zed URL Access to
123.126.113. 80 [China 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ mai i gi yus/ gi yus/ gener al . aspx Bl ock 1
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