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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
159. 148. 186. 25 Latvia 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3731
159. 148. 186. 25 Latvi a 147.237.77. 216 dover.idf.il HTTP- M SC- S| ow HTTP- Test - DoS sour ce- r eset 2549
109. 67. 10. 142 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 6

159. 148. 186. 25 Latvi a 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 4

185. 130. 5. 224 147.237.76. 176 test.ncore.idf.il [B ock Udp Al Nets drop 1

64.110. 129. 208 147. 237. 76. 202 e.halag.idf.il ock Wip Al Nets drop 1

69. 30. 218. 62 Lhited Sates 147.237. 76. 30 hi nush. i df . i | B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry |Target Address |Site |Sgnature Devi ce Action |Count |

37.26.149.211 |Israel 147.237.77.216 |dover.idf.il|7120: TCP. Segnent Querlap Wth Offerent Data, e.g., Fragroute ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
148. 163. 122. 135 147.237.77. 226 Lited Sates Wi chanat z. aka. i df . i | ET SCAN NVAP -sS wi ndow 2048 1
148. 163. 122. 135 147.237.77. 226 Lhited Sates wwwy chanat z. aka. i df . i | ET SCAN NVAP -f -sS 1
87.71.23. 106 147.237.72.166 [l srael aka.idf.il portscan: TCP D stributed Portscan 1
63.221.141.195 147. 237. 76. 201 Hong Kong eata.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237.76. 30 Chi na hi mush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
63.221.141.195 147. 237.76. 176 Hong Kong test.ncore.idf.il ET SCAN Potential SSH Scan 1
190. 216. 146. 151 147.237.77. 216 Gile dover.idf.il ET SCAN Potential SSH Scan 1
63.221.141.195 147.237.0.16 Hong Kong ny- kosher -kravi . i df . i | ET SCAN Potential SSH Scan 1
190. 216. 146. 151 147.237.0. 16 Gile ny- kosher -kravi .i df . il ET SCAN Potential SSH Scan 1
188. 64. 169. 106 147.237.0. 17 Russi an Federat i on mny- kosher -kravi .i df . i | ET SCAN Potential SSH Scan 1
183. 60. 252. 84 147. 237.72. 167 Chi na i shuri maka.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
148. 163. 122. 135 147. 237. 77. 226 Lhited Sates ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
93.172. 189. 179 147.237.72.166  [lIsrael aka.idf.il portscan: TGP D stributed Portscan 1
84.109. 204. 17 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
63.221.141.195 147. 237.76. 199 Hong Kong e.nakchal .idf.il ET SCAN Potential SSH Scan 1
63.221.141.195 147. 237. 76. 147 Hong Kong chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
190. 216. 146. 151 147.237.0. 33 Gile idf.il ET SCAN Potential SSH Scan 1
188. 64. 169. 106 147.237.0.35 Russi an Federation akaws. i df il ET SCAN Potential SSH Scan 1
185. 130. 5. 240 147.237.77. 176 nat pash. i df i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address [Ste Signature Acti on
159. 148. 186. 25 |Latvia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 1991
159. 148. 186. 25 |Latvia 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 234
84.228.78.123 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt wth different monitor |36
W ndow scal e
41.33.231. 90 Egypt 147.237.77. 216 |dover . i df i | drop SAMrule drop 30
159. 148. 186. 25 |Latvia 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 24
reaming BEngine: TCP Invali i i ssi
46.19.86.237  |Israel 147.237.72. 166 |aka i df . i1 Streamng Engi ne: TCP alid finvalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dr opped.
109. 66. 174. 226 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
2.54.38.196 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
reamn ine: TCP Invali i i Ssi
37.142.68.7 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
159. 148. 186. 25 |Latvia 147.237.77. 216 |dover.idf.il SYN Attack rej ect
37.26.146.214 |lIsrael 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid ' i ssi
109. 253. 216. 2431 sr ael 147. 237. 72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 160. 167.29 |Israel 147.237.77. 243 |nobil e. i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
77.125.137. 247 |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
46.19.86.106  |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid ' i ssi
77.126.22.77  |israel 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 137 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber monitor |5
41. 33.232. 66 Egypt 147.237. 77. 216 [dover. i df i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
46. 19. 85. 140 I srael 147.237.76.31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 5
185. 24. 206. 56 | srael 147.237.77. 176 |nat pash. i df . i dr op First packet isn't SYN drop 5
85.115.52. 201 | ted 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 4
Ki ngdom
185. 24. 206. 56 |l srael 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop
Sreaming Engine: TCP Invalid ' i ssi
85.250.57.174 | srael 147. 237. 76. 200 |ei tan. aka. i f . 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
e SYNtACK retransmt wth .
185. 24. 206.56 |l srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence di fferent vi ndow scal noni t or 4
68.180.231.40 |Uhited Sates [147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
185. 32. 179. 228 |l srael 147.237.72. 166 |aka.idf .i| SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
37.26.146.214 |lIsrael 147.237.77. 243 |mobile.idf il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nenitor |4
185. 32. 179. 228 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
141.0.15. 241 Nor way 147.237.77. 216 |dover. i df .i SYN At ack SYN -> SYN-ACK -> RST rej ect 4
37.26.146.214 |Israel 147.237. 77. 243 |nobi l e.i df .i | drop First packet isn't SN drop 4
s SYNtACXK retransmt wth .
185. 32, 179. 228 |l srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence qifferent v ndow scal e nonitor |4
reamn ine: TCP Invali i i Ssi
109. 64. 167.57 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid finvalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.183.36.180 | srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
91.200.12.141 |kraine 147.237.77. 216 |dover.i df i drop SAMrul e drop 3
Sreamng Engine: TCP Invalid ' i ssi
79.177.28.195 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
217.132.30. 120 |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
5.22.135.198  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
82.166. 247. 138 | srael 147.237.77. 243 |robi L e, i of . i1 g =g Invalid segnent retransmssion. —fq o, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
31.168.68.122 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
i Sreaning Engine: TQP Invalid i i SSi
46.19.85.178  |Israel 147. 237. 77. 226 | chamat z. aka. i df g =g Invalid segnent retransmssion. —fq o, 3
Al Ret r ansm ssi on Packet dropped.
128.242.249.11 |Whited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SN drop
46. 19. 85. 95 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid ' i ssi
79.177.127. 140 |israel 147. 237.72. 166 |aka. i of . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
109. 253. 143. 244|| srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. —fq 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
46.210.199.86 | srael 147. 237.72. 166 |aka. i of . i1 9 =9 Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
109.64.31.36 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. —fq 3
Ret ransm ssi on Packet dr opped.
188. 120. 148. 10 |l srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval id AGK nunber nonitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
176.13.7.129 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 78
46. 19. 85. 108 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 39
87.70.30.198 [ srael 147.237.77. 243 |nobi | e. i df . i | fbl"j":t o T?’f’fszcﬁ;af Lﬁ;‘ngi‘é‘z;jo"‘f;d in Bock |36
2.54.162. 109 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 35
212.76.122.21 |Israel 147.237.77. 176 [mat pash. i df .il |Miltiple Wauthorized UR. Access from 212, 76.122. 21 Bl ock 5
208.115.111. 72 |thited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showf or um asp B ock 4
37.26.149.238 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 137. 69 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.54.157. 96 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
109. 253.159. 99 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
134.191.232. 71 |Israel 147.237.77. 216 |dover.i df .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
37.142.245.136 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁgﬂt:(";’fzfﬂ CLaT‘egﬁf;tezsuta?esnistch”dsubcategmes/ . Bock |2
82.166. 247. 138 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
42.2.226.195 Hong Kong [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
46. 19. 85. 39 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
84.108. 144. 234 | srael 147.237.72. 166 |aka. i df . i | iur:k\:moyv\‘l" ak?riiifm.ﬁi T n‘; L/Ogi$§lt1; /0;$uc d@“agnﬁ;??isxacem' der SbtnAtudaPrint |y, o 1
178. 255. 215.87 |France 147.237.77. 216 |dover . i df . i | mt. Zcf’r_'izle;de;;‘i ':ﬁff;ist/ikkkkkk: 40637 adkkikiik_40ee37ad Bl ock 1
66.249.69.48  |Israel 147.237.77. 216 |dover. i df . i | Unhaut hori zed URL Access to 147.237. 77. 216/ 1133- 20387- he/ dover . aspx |B ock 1
Unknown Par anet er
109. 253. 213. 237|I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01%ct | 03$chbl Questi on$3  |None 1
in aka.idf.il/nain/giyus/questionnaire. aspx
5.102.221.209 | srael 147.237.77.74 |lawi df.il mrwaﬁweri 3’P?|chg§téggg_siaerlc;;e;;ri_ gspx Bl ock 1
85. 115. 52. 201 E?i;;gom 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
81.218.251. 250 |Israel 147.237.0.34 [tikshuv.idf.il [Wauthorized HTTP Met hod B ock 1
212.76.122.21 |[israel 147.237.77. 216 |dover . i df .i | Ml tipl e Unauthori zed URL Access from 212.76.122. 21 B ock 1
157. 55. 39. 23 Lhited Sates (147.237.72. 166 |aka. i df . i | Uhknown Paranet er 136¢d360 i n www aka. i df.il/mai n/ hone/ defaul t.aspx  [None 1
52.30.171.229 |wnited Sates |147.237.72. 166 [aka. i df . i | Distributed Waut horized URL Access on / B ock 1
109. 64.19. 7 I srael 147.237.72. 166 |aka. i df . i | m”:gl';?rﬁrﬁ;r Ngx]mArgmeD in None 1
40.77.167. 38 Lhited Sates [147.237. 77. 216 |dover.i df . il Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 1
84.108.236.54 |[Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
77.125.140.97 |lsrael 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to waw aman. i df.il/https:/ww aman.idf.il/ Bl ock 1
46. 19. 85. 204 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/gius B ock 1
87.68. 254. 48 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 87.68. 254. 48 B ock 1
81.218. 251. 250 |l srael 147.237.0.34 |tikshuv.idf.il [Wauthorized LRL Access to tikshuv.idf.il/901-8125-he/ B ock 1
212.76.125.186 |[Israel 147.237.77. 216 |dover.i df .i | Ml tiple Uhauthorized URL Access from 212. 76. 125. 186 B ock 1
157. 55. 39. 94 Uited Sates [147.237.77. 216 |dover.i df . i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
66.240.192. 138 |Lhited Sates |147.237.76.31 |nakchal .idf.il [Wauthorized URL Access to 147.237.76.31/ B ock 1
40.77.167. 43 Lhited States [147.237.77.74 |lawidf.il Unaut hori zed URL Access to wwwu | awidf.il/tenpl ates/ | obby/| obby. aspx B ock 1
Unknown Par anet er
84.109. 25. 76 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01$ct | 03$chbl Questi on$2  |None 1
in wwy aka.idf.il/nain/giyus/questionnaire.aspx
208.115.111.73 [nited Sates |147.237.77. 216 |dover.idf.i | Uhaut hori zed URL Access to wwidf.il/tenpl at es/tenpl at econtrol s/ generic/ |B ock
77.126.24.250 |lIsrael 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Qpen Mde None
46. 19. 85. 249 I srael 147.237.77. 176 [mat pash.idf . il |Malformed URL Bl ock 1
148. 251. 21. 227 |cer many 147. 237. 72. 156 |aman. i df . i | mugxg' izslfj' ﬁcgﬁggf:/ (t:gre/ doc. nur/ undef i ned Bl ock 1
87. 68. 254. 48 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagelfiles/4/ B ock 1
Unhaut hori zed URL Access to
212.76.125.186 |[lsrael 147.237.77.216|dover.i df .i | waw, i df . i |/ &sa=u&ved=0ahukew nx4t | yp_kahvbexi kha_| bhogf ggi mraa&usg=|B ock 1
af gj cnhcdsh5r yhkeugapx! dsq7f ow wnw
162. 243.175. 22 |Uhited Sates [147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to vww i df . il/1294-en/ v i df.il/english B ock
66. 249. 69. 26 I srael 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to v i df. i/ page/ 25/ B ock
84.228.78.123 | srael 147.237.76.42 |refuah.idf.il i;t ;;Sf';gﬂ;;“;lhg;ﬁ:rdeﬁe ;’;Cizss on Bl ock 1
77.127.224. 171 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mode None 1
46. 19. 85. 249 I srael 147.237.77. 176 |mat pash. i df . i|  |Unknown HTTP Request Method pj swhl 45 in UR B ock 1
148. 251. 21. 227 |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/main/gi yus/ x"x?x2x" B ock 1
38. 81. 65. 42 Lhited Sates |147.237. 77. 176 |nat paSh. idf.il Unaut hori zed URL Access to 147.237.77.176/ robot s. t xt B ock 1
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