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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |[Count |
159. 148. 186. 25 Latvia 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 5227
159. 148. 186. 25 Latvi a 147.237.77. 216 dover.idf.il |HTTP- M SC- S| ow HTTP- Test - DoS sour ce- r eset 3667

66. 249. 93. 103 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 11

159. 148. 186. 25 Latvia 147.237.77. 216 dover.idf.il |F Dover Under Attack Con Htp drop 9

37. 8. 35. 56 Pal estinian Territory, Gcupied [147.237.77.216 dover.idf.il |SYN Hood out of context drop 6
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
79.179.148. 4 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 2
64.110. 129. 208 147.237.76. 42 refuah.idf.il|Bl ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste

|Signature

DDos attack

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
79.178.5.235 147.237. 72. 166 |I srael aka idf.il portscan: TCP Distributed Portscan 1
46.121.88.156 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
218.246. 0. 97 147.237.77.74 |China lawidf.il ET SCAN NVAP -sS w ndow 1024 1
5.29. 56. 46 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
218. 246. 0. 97 147.237.0.35 |China akavs. i df . il ET SCAN NVAP -sS wi ndow 1024 1
212.143.87.189 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
188.64.169. 106 [147.237.0.34 |SSian ti kshuv. i df .1 ET SCAN Potential SSH Scan 1
Federation
176. 13. 10. 38 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 193. 224(147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
88.249.106.23 |[147.237.8.24 [Turkey elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
68. 180. 229. 239 |147.237.72. 166 |Wnited Sates akaidf.il portscan: TCP D stributed Portscan 1
37.142.254. 244 |147.237.72.166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
218. 246. 0. 97 147. 237. 76. 147 [Chi na chi nuch. aka. i df .| ET SCAN NVAP -sS w ndow 1024 1
2.54.149. 198 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.151.50. 205 |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
185.130.5.240 |147.237.0.16 ny-kosher-kravi .idf.il |[ET SCAN NVAP -sS w ndow 1024 1
149.78.154.69  |147.237.77. 216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 139. 209|147. 237. 77. 233 |I srael atal.idf.il ET OCB Large anount of TGP ZeroWndow - Possibl e Niller2 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature

159. 148. 186. 25 |Latvia 147. 237. 77. 216 |dover . i df .i | dr op First packet isn't SN drop 2192

159. 148. 186. 25 |Latvia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 316

212.76.127.219 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |46

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30

149.88.45.176 | srael 147.237.76.42 |refuah.icf.il  |Bad TCP sequence Sz;;e”ansm't Wth different window i |ig

reaning BEngine: TCP Invali i i ssi

77.127.209. 155 |israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid invalid segrent retransmssion. Packet drop 18
Ret ransnm ssi on dr opped.
Sreamng Engine: TCP Invalid ' i ssi

46.19.86.137  |Israel 147.237.77. 243 |mubi le.i o .11 9 =g Invalid segnent retransmssion. Packet |, 12
Ret r ansn ssi on dr opped.
Sreanming Engine: TCP Invalid i i SSi

84.108.244. 47 |israel 147.237.76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 12
Ret ransm ssi on dr opped.
Sreaming Engine: TCP Invalid ' i ssi

93.173.147.84 |Israel 147.237.77. 243 |mubi le.i o .11 9 =g Invalid segnent retransmssion. Packet |, 9
Ret r ansn ssi on dr opped.

37.201.171. 208 |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

81.218.173. 63 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

84.109. 119. 139 | srael 147. 237. 72. 166 |aka.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect

80.74.119.186 | srael 147.237.77. 233 |atal i df i Bad TCP sequence Zg;e”ansmt withdifferent wndow o oivor |7

109. 253. 139. 209! srael 147.237.77. 233 |atal .idf . il Bad TCP sequence Inval i d ACK nunber noni t or

46. 19. 85. 205 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or

82.102. 169. 113 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence SYNAGK retransmt with different moni tor 6

w ndow scal e

Sreamng Engine: TCP Invalid i i ssi

79.178. 168. 142 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret r ansn ssi on dr opped.
Sreamng Engine: TCP Invalid i i SSi

79.182.30.228 |Israel 147.237.77. 243 |nobil e. i of . | 9 =g Invalid segnent retransmssion. Pecket |, 6
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

66.249. 64.203 |Wnited Sates |147. 237. 77. 243 |nobile.idf .1 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret r ansn ssi on dr opped.
Sreamng Engine: TCP Invalid i i SSi

37.26.146.238 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. Pecket |, 6
Ret r ansni ssi on dr opped.

82.102. 169. 113 |l srael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> Ti neout alert

199. 195. 108. 113|United Sates |147. 237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or

82.102.169. 113 |Israel 147.237. 72. 166 |aka.i of . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreamng Engi ne: TCP i

89. 163. 251. 200 |Ger many 147.237.76. 31 |nakchal .idf.il 9 =g TCP segnent out of maxi mmalloved |, 5
Segnent Linmt Enforcenent sequence. Packet dropped.

109. 253. 139. 209I sr ael 147.237.77. 233 |atal .idf il Bad TCP sequence Invali d ACK nunber alert 5

41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data nonitor |5

81. 218. 173. 63 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 5

188. 120. 148.56 |l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4

195. 34.150. 18  |Austria 147.237. 77. 216 |dover.idf i | Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data nonitor |4
Sreaming Engine: TGP Invalid i i sSi

213.151.48.41 |israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segment retransmssion. Packet |, 4
Ret ransnm ssi on dr opped.

199. 195. 108. 113|Lhited Sates |147. 237. 77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert

109. 66. 104.52 I srael 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect

91.200.12. 141  |lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
S reanm ng Engi ne: TCP i

89.163. 251. 200 |Germany  |147.237.76.42 |refuah.icf.il 9 =9 TCP segment out of maxi mmalloved |, 3
Segnent Limt Enforcenent sequence. Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

2.54.35.83 I'srael 147.237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segment retransmssion. Packet |, 3
Ret ransnm ssi on dr opped.
Sreaming Engine: TQP Invalid i i ssi

46.19.86.143  |israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Facket |, 3
Ret r ansni ssi on dr opped.
Sreaming Engine: TGP Invalid i i sSi

149.78.42.64  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi

79.178.144.118 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. Facket |, 3
Ret r ansni ssi on dr opped.
S reaning Engi ne: TCP i

89. 163. 251. 200 |Ger many 147.237.77.74 |lawidf.il 9 =g TCP segnent out of maxi mmalloved |, 3
Segnent Limt Enf orcenent sequence. Packet dropped.

5.39.93. 143 France 147.237.77.176 |matpash.idf.il (Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |3
Sreaming Engine: TCP Invalid i i ssi

46.19.85.175  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. Packet |, 3
Ret r ansn ssi on dr opped.

94.77.196. 82 Saudi Arabia |147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid ' i ssi

79.181.5.128  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. Packet |, ., 3
Ret r ansn ssi on dr opped.

78.119.178. 126 |France 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or

2.54.184. 89 I sr ael 147.237. 72. 166 |aka.i f . i Bad TCP sequence Invali d ACK nunber noni t or

46.19. 85. 117 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i SSi

82.166.219.34 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransm ssi on dr opped.

2.54.54.120 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 3
Sreaming Engine: TGP Invalid i i sSi

185.27.106.54 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. Packet |, 3
Ret ransnm ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi

109.67.38.32  [Israel 147.237. 72. 166 |aka.i df .| 9 =g Invalid segment retransmssion. Packet |, 3

Ret r ansm ssi on

dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
2.54.156. 38 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 35
84.109. 19. 68 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 18
82. 166. 22. 37 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 82. 166. 22. 37 B ock 10
164.138.122. 72 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 164. 138. 122. 72 B ock 7
46.19. 85. 179 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
46.19. 85. 203 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.153. 114 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
168. 235. 205. 98 ;ﬂ;ttee: 147.237.77.216|dover.idf . il D stributed Unaut horized URL Access on wanidf.il/error. htm B ock 3
84.111.2.81 I srael 147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 3
84.108.51.198 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
109. 253. 222. 243]I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.55. 199 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 137 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 2
87.69.102.196 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
93.173.36.91 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
217.194. 194. 217|I srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 2
66. 249. 69. 26 I srael 147.237.77.216|dover.idf .l D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 2
93.173.36. 91 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/sip_storagel/files/2/ B ock 1
212.179. 132. 202l srael 147.237.77. 170 |maar achot . i df . i | |Wnhaut hori zed UR. Access to maarachot.idf.il/pdf/files/2/113272. pdf/ B ock 1
86. 165. 130. 56 LKTI;gegom 147.237.77. 176 |mat pash. i df .i|  |Distributed PP A tenpt B ock 1
173. 66. 40. 163 g;g: 147.237.76.86 |navy.idf.il Unknown HTTP Request Method A[[#0]]1[[#0]1[[#0]1[[#22]1A in URL B ock 1
81.7.137.98 Denmar k 147.237.77. 176 |mat pash. i df . i | Paraneter Type Mol ation SortDr in www cogat.idf.il/1038 en/ cogat . aspx B ock 1
66. 76. 174. 2 g‘;tt:: 147.237.72. 166 |aka. i df . i | Mil tipl e signatures from66. 76. 174. 2 B ock 1
Unknown Par anet er
109. 64. 147. 249 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphvai n$TochenP! aceHol der $ct | 13%ct | 01$ct | 03%cbl Quest i on$14 [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
40.77. 167. 29 ;h;:ee: 147.237.77.216|dover . i df . i Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
197.38.197. 170 |Egypt 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed URL Access on ww aka. i df.il/xmrpc. php Bl ock 1
89. 163. 251. 200 [Ger many 147.237.77.19 |lawforumidf.il [Wauthorized URL Access to /phpnyadnm n/scri pts/ setup. php B ock 1
. . . Unaut hori zed Met hod PCBT for
84.108.244.47 |Israel 147.237.76.200ei tan. aka. idf . il | i 1/1105- hef cont act Us. aspx None 1
173. 66. 40. 163 g“;:s 147.237.76.86 |navy.idf.il I11egal Byte Gode Character in Mthod A[[#0]1[[#0]]1[[#01]1[[#22]1 A B ock 1
Unknown Par anet er
79.177.11.201 |lIsrael 147.237.72.166|aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13$ct | 01$ct | 03$chl Questi on$ll [None 1
7 in ww aka.idf.il/nain/giyus/ questi onnai re. aspx
141.0.15.29 Eur ope 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/nain/schar B ock 1
Uhaut hori zed URL Access to
95. 86.106. 128  [Israel 147.237.72. 166 [aka. i df . i | wav aka. i df . i |/ mai n/ gi yus/ &sa=u&ed=0ahukewi _4n2ktv_kahwesbgkheewdl [B ock 1
4qf ggi maa&usg=af qj cnhcvyyg7wlcqg- yhd5 ameoyodt wa
213.57.103.184 |[Israel 147.237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed LRL Access to waw chi nuch. aka. i df .i1/404. htm B ock 1
195. 154. 173. 103|France 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to v i df.il/nazi B ock 1
86. 165. 130. 56 LKJ?Ir:;éjom 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to v cogat . i df.il/xmrpc. php B ock 1
Unhaut hori zed URL Access to
. . waw aka. i df . i 1/ mai n/ sachar/ &a=u& ed=0ahukewj i Ot q3t __kahw hj okhvnwbo
164.138.122.72 |l srael 147.237.72.166 [aka. i df . i | kqf gghnaa&si g2=gadcommssgj ahxwucpi gf a&usg=af gj cneeywysowacocychnt Bl ock !
x0qgxav9l bkw
81.7.137.98 Denmar k 147.237.77. 176 |nat pash. i df . i | Paraneter Type Mol ation | ang i n ww cogat . i df.il/1038-en/ cogat . aspx B ock 1
. . . Unhaut hori zed URL Access to
66. 249. 64.70 I srael 147.237.76.200 ei tan. aka. i df . i wwy ei tan. aka. i df . il /tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
Unknown Par anet er
109.67.17.194 |israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphvai n$TochenP! aceHol der $ct | 13%ct | 01$ct | 03%chl Quest i on$67 [None 1
in wwy aka. i df.il/nain/giyus/questionnaire. aspx
207. 46. 13. 32 ;“;tteeg 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
89. 163. 251. 200 |Ger many 147.237.77.74 [lawidf.il Unaut hori zed URL Access to /phpnyadni n/ scri pt s/ set up. php B ock 1
173.66.40. 163 [ ted 147.237.76.86 |navy.idf.il Mal formed URL Bock |1
Sates
148. 251. 21. 227 |Ger many 147.237.77.216|dover.idf .il Ml tipl e Uhaut hori zed URL Access from 148. 251. 21. 227 B ock 1
Unknown Par anet er
79.177.208.108 |lIsrael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chl Quest i on$55 [None 1
in wwy aka.idf.il/nain/giyus/questionnaire. aspx
104. 128. 144. 131|Canada 147.237.72.167|i shuri maka. i df . i|Waut hori zed URL Access to 147.237.72. 167/ B ock 1
46.19. 86. 143 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
213.57.145.103 |[Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
197. 36. 250. 183 |Egypt 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
. . Unhaut hori zed URL Access to
66.249.64.139  Jisrael 147.237.77. 234 |hal ag. i df . i | wan | ogistics.atal.idf.il/tenpl ates/shared usercontrol s/ header upper/ B ock !
109. 253. 145. 1951 sr ael 147.237.76.42 |refuah.idf.il Distributed thaut hori zed URL Access on Bock |1

147. 237. 76. 42/ 1518- he/ r ef uah. aspx
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