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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
159. 148. 186. 25 Latvi a 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 1004
159. 148. 186. 25 Latvi a 147.237.77. 216 dover.idf.il |HTTP- M SC- S| ow HTTP- Test - DoS sour ce-r eset 143
159. 148. 186. 25 Latvi a 147.237.77. 216 dover.idf.il |F Dover Under Attack Con Htp drop 4
24.78.209. 175 Canada 147.237.77.216 dover.idf.il [SYN Hood out of context drop 3
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2

198. 58. 103. 160 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 2

45. 35. 64. 142 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
149.78.41.209 |147.237.72.166 |Israel akaidf.il portscan: TGP D stributed Portscan 1
198.23.112. 119 |147.237.77.233|lhited Sates atal .idf.il ET SCAN Potential SSH Scan 1
93.173.155.85 |147.237.72. 166 |l srael akaidf.il portscan: TGP D stributed Portscan 1
198.23.112. 119 |147.237.77.19 [Lhited Sates lavforumidf.il [ET SCAN Potential SSH Scan 1
84.111.7. 244 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
198. 23.112. 119 |147.237.76. 200 |Lhited Sates eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
80,95 223 163|147 237, 76. 30 |marrain himsh i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
198.23.112. 119 |147.237.0.35 |Lhited Sates akavs. i df .i | ET SCAN Potential SSH Scan 1
41.140. 253. 9 147. 237. 77. 233 |Mor occo atal .idf.il ET SCAN NMVAP -sS wi ndow 3072 1
190. 216. 146. 151(147. 237.0.34 |aiile tikshuv.idf il ET SCAN Potential SSH Scan 1
218.201.61.82 |147.237.76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
2.54.189. 209 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
188. 64. 169. 106 [147.237.0.34 |Russian Federation [tikshuv.idf.il ET SCAN Potential SSH Scan 1
218.201.61.82 |[147.237.0.35 |[China akavs. i df .i | ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76.39 |China nobi | e.nei tav.idf.i|ET SCAN Potential VWNC Scan 5900- 5920 1
212.16.78.12  |147.237.76. 42 :{e[;mub”'z';"“'c refuah.idf.il ET SCAN NVAP -sS wi ndow 2048 1
173. 214. 169. 188|147. 237. 76. 177 |Lhited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198.23.112. 119 |147.237.77.235|lhited Sates sviva idf.il ET SCAN Potential SSH Scan 1
109. 66. 58. 61 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
198.23.112. 119 [147.237.77.61 |Uhited Sates e.cogat.idf.il ET SCAN Potential SSH Scan 1
93.113.125.11  |147.237. 76. 196 |Ronani a e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
198.23.112. 119 |147.237.76. 201 |Lhited Sates e.atal.idf.il ET SCAN Potential SSH Scan 1
84.108. 207. 146 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
198. 23. 112. 119 |147.237.76. 148 |Lhited Sates gacenter. aka idf.il |ET SCAN Potential SSH Scan 1
46.116.217. 44  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
41.68.193.231 |147.237.77. 216 |Egypt dover.idf.il SERVER- WEBAPP admi n. php access 1
190. 216. 146. 151|147. 237.0.33 |Ghile idf.il ET SCAN Potential SSH Scan 1
218.201.61.82 |147.237.76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
188. 64. 169. 106 |147.237.0.19 |Russian Federation [nadimatal.idf.il |ET SCAN Potential SSH Scan 1
212.16.78.12  |147.237.76.42 :égu”'b”'z'?c refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
173. 214. 169. 188|147. 237. 76. 177 |Lhited Sates ncore.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
212.16.78.12  |147.237.76. 42 [L13 Islamc refuah.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
159. 148. 186. 25 |Latvia 147. 237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout [reject 102
s SWNretransnmit wth different .

80. 246.130.92 [l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vil ndow scal e monitor |60
Sreamng Engi ne: TCP ' i ssi

79.177.80.40  |israel 147. 237.76. 200 |ei tan. aka. i f . i mng tngine. 1 Invalid segnent retransmssion. |, 36
Inval id Retransm ssion Packet dr opped.

41.33.231. 90 Egypt 147. 237.77. 216 |dover. i df .i | drop SAMrul e drop 34

81.218.173.63 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 32

82. 145, 208. 200 |Eur ope 147.237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
S reamng Engi ne: TCP i i ssi

176.13.8.159  [Israel 147. 237. 77. 243 |nobi l e. i df .i | mng tngine. 1 Invalid segnent retransmssion. |, 21
Inval id Retransm ssion Packet dr opped.

81.218.173.63 |[lIsrael 147.237. 72. 166 |aka. i df .i | drop First packet isn't SN drop 20
S reaning Engi ne: TCP i i ssi

77.127.209. 155 |Israel 147.237. 72. 166 |aka. i df . mng tngine. 1 Invalid segnent retransmssion. |, 12
Invalid Retransnission Packet dr opped.

46. 19. 85. 69 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |10

217.194. 194. 217|l sr ael 147.237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> Timeout [reject

46. 19. 85. 69 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert
S reanming Engi ne: TCP i issi

84.108. 244. 47 |l srael 147.237.76. 200 |ei tan. aka.i df . i mng Ehgine: 7 Invalid segnent retransmssion. | . 8
Inval id Retransm ssion Packet dr opped.

149.101.1.118 |lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 6
S ream ng Engi ne: TCP i i ssi

37.26.148.152 |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.

212.76.127.219 |israel 147. 237. 77. 176 |nat pash. i df . | B ock HTTP Non Conpl i ant sztlaed to hande comnection 1 opivor o
Sreamng Engi ne: TCP ' i ssi

109. 64.37.161 |l srael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssion Packet dr opped.

157.55.39.156 |lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SN drop

5.102.242.182 |Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
S reaming Engi ne: TCP i issi

178. 154. 189. 201|Russi an Federation |147.237.72. 166 |aka.idf.il mng Ehgine: 7 Invalid segnent retransmssion. | . 6
Inval id Retransm ssion Packet dr opped.

212.29.225.105 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
S reamng Engi ne: TCP i i ssi

46.19.85.251  |Israel 147. 237. 77. 243 |nobi | e. i of . i mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
Sreamng BEngi ne: TCP i i ssi

79.176.214.83 |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.

46. 19. 85. 141 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert

2.54.2.113 I srael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence Invalid ACK nunber noni t or

46.19. 85. 141 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or

41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df .1 Bl ock HTTP Non Conpl i ant gzg:d to handie comection i |5

46. 19. 85. 109 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber aert 5

37.46.41. 248 I srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber nonitor |5

37.26.148.137 |Israel 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 85. 109 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber nonitor |5

2.54.2.113 I srael 147.237.0.19 [nadimatal .idf.il Bad TCP sequence Inval i d AGK nunber aert 4

185. 120. 126. 35 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 4

212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4

2.54.185. 253 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

146. 185. 56. 182 |l srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout [reject 4

5.102.254. 156 |lsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 4

2.54.199. 7 I srael 147. 237.77. 226 "Li"‘l""“:ha"atz'aka"df drop First packet ism't SWN drop 4
Sreamng Engi ne: TCP ' i ssi

84.109.19.68  |Israel 147. 237.77. 243 |mobi l e i i mng tngine. 1 Invalid segnent retransmssion. | . 4
Inval id Retransm ssion Packet dr opped.

217.194.194. 217|l srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SN drop

41.209.66.199 |Sudan 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or

195.34.150.18 |Austria 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant g:;;ed to hand e comection oo |

212.76.127. 44 |israel 147.237.0.34  |tikshuv.idf.il Bl ock HTTP Non Conpl i ant Zgjtged to hand e connection oo |3
S reaming Engi ne: TCP i issi

109. 67.200. 46 |Israel 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
Sreamng Engi ne: TCP ' i ssi

46.19.86.114  |israel 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi

77.127. 212. 229 | srael 147.237.72. 166 |aka. i of . i | mng tngine. 1 Inval i d segnent retransmssion. |, 3
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi

84.228.199. 109 |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
S reamng BEngi ne: TCP i i ssi

77.125.94.117 |israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segrent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi

213.8.163. 1 I srael 147. 237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. |, 3

Inval i d Ret ransm ssi on

Packet dropped.
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Attacker Address |Attacker Qountry Target Address |Jte Signature

5. 43.210. 193 : 147. 237. 77. 176 |mat pash. i df . | Bad TCP sequence SINFACK retransmit W th moni tor (3
di fferent w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
84.109. 19. 68 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 280
5.28.191.172 I srael 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session fromb5. 28.191. 172 |B ock 194
2.54.2.113 I srael 147.237.0.19 |[madi matal .idf.il|Too Many of the Sane Response Code (404) in Session from2.54. 2. 113 B ock 181
84.109. 19. 68 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 134
2.54.2.113 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 126
84.109. 19. 68 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 121
109. 253. 150. 232|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 29
109. 253. 211. 234/l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 26
2.54.2.113 I srael 147.237.0.19 |[madi matal .idf.il|Too Many of the Sane Response Code (403) in Session from2.54. 2. 113 B ock 19
109. 66. 58. 61 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 109. 66. 58. 61 B ock
46.121.201.21 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
157. 55. 39. 94 g];::: 147.237.77. 216 |dover.i df .| Dstributed Lhauthorized LR Access on wwidf.il/error. htm B ock 3
46.19. 85. 69 I srael 147.237.76.42 |refuah.idf.il ;arwa:rg o ;y;e. i\':jfoll ialt /' fglg_tr']g’r?l:’;he.r:;xacem der 13t xt LastNare in Bock |3
168. 63. 139. 43 g];::: 147.237.77. 216 |dover.i df .| Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 3
37.26.147.184 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
41.68.193.231 |Egypt 147.237.77. 216 |dover.idf . il Distributed PHP Attenpt B ock
84.108.186.33 |[Israel 147.237.77.74 [lawidf.il Distributed Uhaut hori zed URL Access on www | aw i df .il/xnrpc. php B ock
199. 30. 24. 102 LSthlatt:sd 147.237.77. 216 |dover.i df . il Dstributed Whauthori zed URL Access on wawidf.il/error. htm Bl ock 2
41.68.193.231 |Egypt 147.237.77. 216 |dover.idf . il Mil tipl e Unaut hori zed URL Access from 41. 68. 193. 231 B ock 2
217.194. 194. 217|I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 2
79. 180. 99. 18 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
197.38.197.170 |Egypt 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal .idf.il/xnrpc. php B ock 2
199. 30. 25. 160 gﬁ;ttg: 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 2
84.110.83.185 [Israel 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 2
84.108.186.33 |[Israel 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 2
46. 19. 85. 251 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
197.38.197.170 |Egypt 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
84.108. 186. 33 |l srael 147.237.76.86 [navy.idf.il Distributed PHP Attenpt B ock 1
77.126.117.60 |lsrael 147.237.72. 156 |anan. i df . i | Unhaut hori zed LRL Access to waw aman. i df.il/https:/ww aman. idf.il/ B ock 1
5.28.191. 172 I srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to ww i df.il/894-10039-en B ock 1
66. 249. 64. 51 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ sip_storage/ fil es/8/3238.jpg |8 ock 1
213.57.226. 144 |israel 147.237.0.19 |nadimatal .idf.il gd?':;fraj T‘i’z(:_\mlféé;”hg;eofg‘;giﬁ acetbl der1stxtdty in B ock 1
84.110.83.185 |Israel 147.237.77.74 |lawidf.il Distributed Unhaut hori zed LRL Access on wan | aw i df.il/xmrpc. php B ock
41.235. 245. 131 |Egypt 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df.il/xmrpc. php B ock
197. 36. 250. 183 |Egypt 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df.il/xnmrpc. php B ock
37.26.149.180 [Israel 147.237.76.42 [refuah.idf.il  [J5 00 bt fori zed éﬂj‘aﬁCZ‘ZZi on Bock |1
80.246.130.92 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock
5.22.135. 153 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/xnrpc. php B ock

Unhaut hori zed URL Access to
95. 86. 116. 89 I srael 147.237.0.34 |tikshuv.idf.il www ti kshuv. i df . i | / &a=u&ved=0ahukewi f ongcpf _kahxdkcwkhudl dgkaf ggi  |Bl ock 1

naa&usg=af qj cne4vsnzukzgf 8eer | sef hnr vr onew
66. 249. 69. 32 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147. 237. 77. 216/ 1065- en/ dover . aspx B ock 1
46.19. 86. 104 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 1
197.38.197. 170 |Egypt 147.237.77.74 |lawidf.il D stributed Unaut hori zed LRL Access on wan | aw i df.il/xmrpc. php B ock 1
41.68.193.231 |Egypt 147.237.77. 216 |dover . i df . i | Ml tiple Admin Bl ocking from 41. 68. 193. 231 B ock 1
157. 55. 39. 226 g‘ialt:g 147.237.72. 166 |aka. i df . i | g&eﬂt;g;'ei‘fag Access to v aka.idf.11/main/giyus/ Aa€A—RA—al, 1
84.108.186.33 |[Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/xnrpc. php B ock 1
79.178.16.189 [Israel 147.237.72. 156 [anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
2.54.33. 161 I srael 147.237.77. 216 |dover . i df . i | Distributed Whaut horized URL Access on waw idf.il/error. htm B ock 1
84.110.83.185 |[lIsrael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to ww nag.idf.il/xmrpc. php B ock 1
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il D stributed Unaut horized LRL Access on 147.237.76. 42/ robot s. t xt B ock 1
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