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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
79. 141. 167. 25 Sii t zer| and 147.237.77. 216 dover.idf.il DOS- LA G- TCP- 80- cat dest - r eset 93
207.232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 66
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4
212.179. 54. 237 I srael 147.237.72. 166 aka.idf.il Block Wdp All Nets drop 3

31.168. 240. 21 I srael 147. 237.72. 166 aka.idf.il Block Wdp All Nets drop 3

185.94. 111. 1 147.237.76. 176 test.ncore.idf.il |[B ock UWdp All Nets drop 1
185.94.111. 1 147.237.76. 199 e.nakchal .idf.il |Bock Udp Al Nets drop 1

104. 238. 129. 180 147.237. 76. 42 refuah.idf.il B ock Np Al _Net dr op 1
185.94.111.1 147.237.76. 31 nakchal .idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
65.111. 169. 4 Lhited Sates 147.237.77. 216 dover.idf.il |3886: HITP. Qoss Ste Scripting in POST Request B ock 2
69. 30. 215. 142 Lhited Sates 147.237.77. 216 dover.idf.il |[Cl06: HTTP. najestic bot B ock 1
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|Top Attackers In |D|

At acker

‘Target Address count ry Signature
79.141.167. 25 |[147.237.77. 216 [Sntzerl and dover.idf.il ET O'PREI\IT—EVE'\WS I nbound Low Grbit Ion Gannon LA C BOCS Tool 2
desu string
65.111.169.4  |147.237.77.216|nited Sates |dover.idf.il GPL VB _SERVER / et ¢/ passwd 2
65.111.169.4  |147.237.77.216|nited Sates |dover.idf.il SQ Injection - Select Fom 2
195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
176.13.23.55  [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
46.19.85.103  [147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
109. 66. 112. 245 (147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.179.71 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
103. 224. 167. 30 |147.237.8.24 |9 ngapore elifestyleiidf.il |[ET SCAN Potential SSH Scan 1
2.54.5.247 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
89. 138. 172. 120 |147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
82. 200. 142. 180 |147. 237. 76. 86 |Kazakst an navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
79.177. 163. 189 |147. 237. 77. 216 [I srael dover.idf.il portscan: TCP O stributed Portscan 1
208. 115. 111. 73 |147. 237.72. 166 |Lnited Sates |aka.idf.il portscan: TCP O stributed Portscan 1
192. 116. 166. 66 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
46.117.129. 162 |147. 237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
109. 67.102. 70 [147. 237. 77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
5.28. 154. 89 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
104. 255. 65. 207 [147. 237. 76. 39 nobi | e. nei tav. i df.i |[ET SCAN NVAP -sS wi ndow 1024 1
2.54. 158. 86 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
103. 224. 167. 30 |147.237.8.14 |S ngapore e.orchot.idf.il ET SCAN Potential SSH Scan 1
2.52.32.203 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
84.111.70.5 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
80.179.9.115  |147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 176. 227. 245 |147. 237. 72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
50. 118. 172. 244 |147.237.77. 216 |United Sates  |dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreaning BEngine: TQP Invalid i i SSi
79.176.224.43 |Israel 147.237.72. 166 |aka. i df . g =g nvalid segnent retransmssi on. drop 84
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54. 140. 58 I srael 147.237.0.19 |nadimatal .idf.i 9 =g nvalid segnent retransmssi on. drop 27
Ret ransmi ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il drop SAMrule drop 26
212.179.21. 194 |israel 147.237.77. 234 |hdlagicf.il  |Bad TCP sequence SN retransmt wth different nonitor |24
) T ) o ag ) q w ndow scal e
79.141.167.25 |Satzerland 147.237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 24
31.168. 83. 233 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
89. 139. 49. 84 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 18
212.199. 34. 114 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
46.19. 85. 188 | srael 147.237.72. 166 |aka.i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 15
72.9.148. 10 Lhited Sates [147.237.77.74 |lawidf.il drop First packet isn't SYN drop 13
2.54.37.84 I srael 147.237.77. 216 |dover.idf . il SYN At ack SYN -> SYN-ACK -> RST rej ect 11
. . SYNPAXK retransmit with different .
82.80. 28. 245 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 11
84.228.139.52 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 11
reamn ine: TCP Invali i i ssi
82.80.51.115  |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid  invalid segnent retransnission, drop 10
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249. 79. 6 Lhited Sates |147.237.77.234|halag.idf. il 9 =g Invalid segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i SSi
212.179.21.194 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| g =g nvalid segnent retransmssi on. drop 8
Ret r ansm ssi on Packet dropped.
46.19. 85. 111 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
46. 19. 85. 153 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning BEngine: TCP Invalid i i ssi
77.127. 230. 232 |israel 147. 237. 72. 166 |aka. i of . i 9 =g nvalid segnent retransmssi on. dr op 6
Ret r ansm ssi on Packet dropped.
94.77.196. 82 Saudi Arabia [147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
109. 253. 131. 93 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6
84.228.139.52 |lsrael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout alert 6
194. 250. 161. 45 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreaning BEngine: TQP Invalid i i SSi
87.68.243.191 |Israel 147.237.72. 166 |aka. i df . g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 67. 253. 106 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
46.19.85.129 | srael 147.237.72. 166 |aka.i df i Bad TCP sequence SINGAGK retransmt with different | ovor o
wi ndow scal e
84.228.139.52 |Israel 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN- ACK -> Ti meout rej ect
84.228.139.52 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert
. . SYNretransmt wth different .
82.81. 44. 151 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 6
Sreaning Engine: TGP Invalid i i ssi
212.235.72.108 |Israel 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
84.228.139.52 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence I'nval i d AGK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
84.95.217. 4 I srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent et ransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
109. 253. 131. 93 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber aert 6
122.170. 157. 40 [india 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
188. 120. 148. 10 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 193 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber aert 5
66. 249. 93. 60 I srael 147.237.76.201|e.atal .idf.il  |[Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 5
122.170.157.40 |india 147.237.77. 216 |dover.idf.il  |Bad TOP sequence SIAK retransmt with different | oonior s
wi ndow scal e
46.19. 85. 193 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
o SWNretransnmit wth different .
109. 253. 215. 100! srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence wi ndow scal e noni t or 5
66.249.93.248 |lIsrael 147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo-l ocation i nbound enf orcenent |drop 5
122.170. 157.40 |india 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 5
46. 19. 85. 108 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 4
46. 19. 86. 224 I srael 147.237.72. 166 |aka.i df .i drop First packet isn't SN drop 4
Sreaning BEngine: TGP Invalid i i ssi
66.249.66.95  |lnited Sates |147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
2.54.176.232 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54.135. 212 I srael 147.237.72. 166 |aka.i df i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 4
31.210. 186. 156 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 108 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber aert 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.14.5 | srael 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Code (404) in Session from176.13.14.5 |B ock 268
2.54. 140. 58 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 249
176.13.14.5 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 186
46. 19. 85. 239 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 168
2.54. 140. 58 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 113
46.121.60.121 | srael 147.237.0.34 |tikshuv.idf.il Too My of the Sane Response Cbde (404) in Session from Bock  [97
46.121. 60. 121
46. 19. 85. 187 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 52
37.26.146.236 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 24
2.54. 140. 58 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) Bl ock 15
66. 249. 69. 26 I srael 147.237.77.216|dover.i df .i | D stributed Unaut hori zed URL Access on wawidf.il/error.htm B ock 11
65.111.169. 4 ;h;:ee: 147.237.77.216|dover. i df . i | Mil tipl e Uhaut hori zed URL Access from65.111. 169. 4 B ock 9
85.64.191. 131 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 85.64.191. 131 B ock 9
85. 65. 47. 130 I srael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed URL Access from 85. 65. 47. 130 B ock 5
85.64.191.131 [Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 5
83.130. 121. 112 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 3
176.13.14.5 I srael 147.237.0.19 |nadimatal .idf.il Too Many of the Same Response Code (403) in Session from176.13.14.5 |B ock 3
109. 66. 163.55 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 109. 66. 163. 55 Bl ock 3
85. 65. 47. 130 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 3
65. 55. 210. 203 ;ﬂ;ttee: 147.237.77.216|dover . i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error. htm B ock 3
176. 13. 1. 106 I srael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspici ous Response Code Bl ock 2
212.117. 143. 250|1 srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for ww aka. idf.il/mai n/sachar/fag. aspx Bl ock 2
109. 66. 163.55 |l srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 2
31.154.19.5 I srael 147.237.77.216|dover . i df .i | Ml tiple Unaut horized URL Access from31.154.19.5 Bl ock 2
- ] D stributed Lhaut horized URL Access on
193.227.170. 194|Lebanon  |147.237.77. 216 [dover . i df . i | Vo i i 1 /894- en/ i dff gdover . aspx Bock |2
80. 246. 133.219 [Israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed URL Access on waidf.il/error.htm Bl ock 2
109. 253. 131. 93 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 85. 55 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code B ock 2
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unauthorized URL Access from 66. 249. 69. 26 Bl ock 2
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to wan i df.il/894-he B ock 1
5. 29. 227. 158 I srael 147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to waww navy.idf.il/xmrpc. php B ock 1
85. 65. 47. 130 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/aj ax/ updat est at us. php Bl ock 1
Gooki e Tanpering on cooki e Logi n: Expected , (bserved
46. 19. 85. 239 | srael 147.237.0. 19 rmdl m at a] . | df . | | KA KK KKK KA KKK KR KKK KKK KA KKK KKK KKK R KK AR I AR I R KRR KA I AR R Ak kR hkkk*kkxkkxkx% |None 1
khkkhkkkhkkhkkhkkhhkkkhkhhkhkhhkhkkhhhkhhhkhhhhhhhkhhhkhhhhhhhhhhkhhhhhhhhdhhhhhhhhkhdhkhhhhkhkxx
77.6.149.78 Germany  [147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 1
www. ch z.aka.i |Dstri i
31.168.114. 111 |Israel 147. 237, 77. 206 | VW ChAMBL Z. &Ka. 1 |Distributed Lhauthori zed URL Access on Bock |1
df.il wan chanat z. aka. i df . i |/ xmrpc. php
66. 249. 66. 67 I srael 147.237.77. 170 maar achot . i df . i | Uhaut hori zed URL Access to 147.237.77.170/robot s. t xt Bl ock 1
213. 8. 204. 24 I srael 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on v i df . il/aman Bl ock 1
37.142.68.9 I srael 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to wwi cogat . idf.il/xmrpc. php Bl ock 1
192, 243.55.136 |Dominica |[147.237.77.170|maar achot . i df . il Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/5/ 112435, pdf). Bl ock 1
80. 246. 133. 196 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed URL Access on waidf.il/error.htm Bl ock 1
66. 249. 69. 58 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut hori zed URL Access from 66.249. 69. 58 B ock 1
m ny- kosher - kr avi j i
176.13.7.38  [Israel 147.237.0.17 |" " llegal Paraneter Encoding rnd in . None |1
idflil mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
65. 111. 169. 4 g‘;tt:: 147.237.77. 216 |dover . i df . i | Unaut hori zed LR Access to wwwidf.il/abc123/ B ock 1
S . |Unauthorized URL Access to
85.93.89. 74 Ger many 147.237.0.15 kosher-kravi.idf.il kosher-kravi .idf.il/tenpl at es/ shared/ user control s/ header upper/ Bl ock !
84.94.199. 153 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mode None 1
212.199. 224. 24 |lsrael 147.237.77.74 [lawidf.il Mil tipl e Unaut hori zed URL Access from 212.199. 224. 24 B ock 1
- . D stributed Lhaut hori zed URL Access on
37.26.146.131 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bock |1
79.178.206.98 |[Israel 147.237.72. 156 |arman. i df . i | Uhaut hori zed URL Access to wan anan. idf.il/https:/www anan.idf.il/ B ock 1
66. 249. 66. 126 |l srael 147.237.77. 170 |nmar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf /il es/ 5/ 110485, pdf Bl ock 1
52.16.137. 212 g];::: 147.237.72. 166 |aka. i df . i | D stributed Waut horized URL Access on / B ock 1
85.64.191.131 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i/ aj ax/ updat est at us. php Bl ock 1
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