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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
79.141. 167. 25 Snitzerl and 147.237.77. 216 dover.idf.il DOS- LA C- TCP- 80- cat dest - r eset 1210
31.168. 240. 21 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 3
109. 64. 162. 209 | srael 147.237.72. 167 ishurimaka.idf.il |Bock Wdp All Nets drop 3
147. 236. 238. 250 I 'srael 147.237.77. 216 dover. i df.il Bl ock Udp All Nets drop 3
185. 130. 5. 224 147.237. 76. 42 refuah.idf.il B ock_Udp Al Nets drop 1
104. 238. 129. 180 147. 237. 76. 197 e. hinush. i df il Block Np Al Net drop 1
54.210. 110. 87 Lhited Sates 147.237.77.170 naarachot . i df .i| TCP handshake viol ation, first packet not syn |drop 1
185. 130. 5. 224 147.237. 76. 148 ggcenter.aka. idf.il|B ock Wdp All _Nets dr op 1
104. 238. 129. 180 147.237.76. 198 e.yohal an.idf.il Bock Np Al Net drop 1
185. 130. 5. 224 147.237.76. 177 ncore.idf.il B ock_Udp Al Nets dr op 1
104. 238. 129. 180 147. 237. 76. 199 e nakchal .idf.il |Block Np Al Net drop 1
185.94. 111. 1 147. 237. 76. 200 eitan. aka. idf.il Bl ock_UWp Al _Nets drop 1

85. 64. 117. 52 | srael 147.237. 76. 86 navy.idf.il Anonal y- TCP- shor t header dest - r eset 1
104. 243. 223. 8 147.237.76. 196 e.sviva.idf.il B ock_Udp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address A(;)tue:]c;kre; Signature
79.141.167.25 |147.237.77. 216 |Si t zer| and dover.idf.il ET QRH.H\W—EVE'\ITS I nbound Low Qrbi't on Gannon LA C BOGS ool 4
desu string

64.233.172. 211 |147.237.77.216|W0ited Sates [dover.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.8.14 |China e.orchot.idf.il |ET SCAN Potential SSH Scan 1
46. 19. 85. 40 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 15. 144  |147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan 1
46.120. 66.214 [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
37.142.189.34 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
190. 216. 146. 151|147. 237.0. 15 |Qiile kosher-kravi .idf.i [ET SCAN Potential SSH Scan 1
89.139. 155.49  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count

79.141.167.25 |Satzerland [147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 98
Sreamng Engine: TP Invalid i i ssi

2.54.39. 181 I srael 147. 237, 72. 167 |i shuri maka i of . i g =g Invalid segnent retransmssion. Packet |, 33
Ret ransmi ssi on dr opped.
Sreaning Engine: TQP Invalid i i ssi

46.19. 86. 19 I sr ael 147.237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssion. Packet g 30
Ret ransm ssi on dr opped.

185.57. 80. 147  |Rormani a 147.237.77. 216 |dover.idf .il drop SAMrule drop 24

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 23

79.141.167.25 |Satzerland |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19

R " " User-Agent' header |ength exceeded .
149.78. 3. 164 | srael 147.237.77. 216 |dover.idf.il HTTP Fornat S zes maxi num al | oved | engt h noni t or 14
reamng BEngi ne: TCP Invali i i ssi

46.19.86.198  |Israel 147, 237. 77, 243 |noti L e i i1 || S@M NG Engine: TGP alid invalid segnent retransnission. Packet drop 12
Ret ransm ssi on dr opped.

79.141.167.25 |Sntzerland  [147.237.77.216|dover.idf.il SYN Att ack rej ect 12
Sreaning Engine: TGP Invalid i i ssi

109. 67. 213. 109 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet |, 12
Ret ransmi ssi on dr opped.

192. 116. 232. 69 |l srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 11

46.19.85. 74 | srael 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 11

2.54.9. 246 I srael 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 10

2.54.9. 246 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10

2.54.9.246 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber nonitor |10

2.54.9. 246 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 10
Sreamng Engine: TCP Invalid i i ssi

2.52.35. 227 I srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. Packet |, 9
Ret ransni ssi on dr opped.

192. 116. 239. 196|I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 8

79.181.61.163 |[lIsrael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8

46.19. 85. 74 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber monitor |8

109. 253. 134. 109]l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 7

212.117.136.6 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
Sreamng Engine: TP Invalid i i ssi

217.132.0.29  |israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. Packet |, 6
Ret ransmi ssi on dr opped.

reamng BEngine: TCP Invali i i ssi

62.219. 133. 130 |Israel 147.237.77. 243 | e i1 |7 SAMNG Engine: TCP I nval id invalid segnent retransnission. Packet drop 6
Ret ransm ssi on dr opped.

212.179.21.194 |Israel 147.237.77.212e.dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i ssi

2.54.13.77 I'srael 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransmi ssi on dr opped.

31.168. 81. 94 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 6

132.72.129. 240 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence ig;e“ansn"t weh different wndow | oivor |6

46. 19. 85. 139 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber mnitor |5

109. 253. 134. 109! srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber monitor |5

31.210. 186. 123 [Israel 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber noni t or 5

46.19. 86. 191 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 4

37.26.148.133 |lsrael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 4

84.108.22.169 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

91.221.59. 22 Ger nany 147.237.77. 176 |matpash.idf .il  [SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4

94.77.196. 82 Saudi Arabia |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4

176.12. 135. 223 |lIsrael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

91.221.59. 22 Ger nany 147.237.77. 176 |natpash.idf .il  |drop First packet isn't SWN drop 4

195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data monitor |4
Sreaning Engine: TGP Invalid i i ssi

176.13.16. 158 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransmi ssi on dr opped.

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3

2.54.141.122 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi

2.54.18.171 I'sr ael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. Packet g 3
Ret ransm ssi on dr opped.

31.210.186.80 |Israel 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |3

46. 19. 85. 129 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreaning BEngine: TQP Invalid i i sSi

79.176.188. 253 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.

192.118.12.102 |l srael 147.237.72. 156 |anan.i df .il Bad TCP sequence I'nval i d ACK nunber alert 3
Sreaning Engine: TQP Invalid i i ssi

84.228.200. 236 |Israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. Packet g 3
Ret ransm ssi on dr opped.

185.57.80.147 |Romani a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i ssi

82.81.57.208 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransmi ssi on dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
159. 148. 186. 32 |Latvia 147.237.77.216|dover. i df . il Mil ti pl e Wnaut hori zed URL Access from 159. 148. 186. 32 B ock 1331
37.26.147.149 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 60
87.71.19.75 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 59
176.13.14.232 |Israel 147.237.77.243|nobi | e. i df . i | Paranet er Type Mol ation Password in nobile.idf.il/sachar/login B ock 23
109. 253. 140. 43 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 5
37.26.148.133 [Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
46. 19. 85. 187 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
2.52.32.237 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 3
. . . D stributed Lhaut hori zed URL Access on
37.26.146.151 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i | ot chi nuch. aka, i df i 1/404. htm B ock 2
159. 148. 186. 32 |Latvia 147.237.77.216|dover.idf.il Paraneter Type M ol ation SearchText in wanidf.il/1129-he/ dover. aspx [Bl ock 2
46.19. 86. 239 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
62.0.102. 190 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
109. 253.217.54 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
93.172.60.195 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
207.46.13.181 |lnited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 2
46. 19. 86. 198 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
146. 185. 234. 48 F“Sf;;”i on 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to vaw i df .il/894-ar B ock 1
79 181. 217. 210 |1 srael 147. 237.72. 166 |aka. i df . i | Unhknown ‘Parz_amet er ct| 00%ct | OO$(.:phM1| n$cphSachar $ct 199 in None 1
ww aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
. . D stributed Lhaut hori zed URL Access on
2.54.21.0 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
Unknown Par anet er
213.151.35.216 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01%$ct | 03%chl Questi  |None 1
on$22 in wwv aka. i df.il/nai n/ gi yus/ questi onnaire. aspx
192.116. 232. 69 |Israel 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 192. 116. 232. 69 B ock 1
] . . Unaut hori zed URL Access to
54.147.176.220 |hited Sates [147.237.77.216|dover.idf.il 147. 237. 77. 216/ 1133- 18485- he/ dover . aspx Bl ock 1
41.68.197.251 |Egypt 147.237.77.216|dover. i df . il PHP At enpt B ock 1
Unknown Par anet er
5.29.123. 175 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wawn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. . Unaut hori zed URL Access to
212.179.21.194 |lsrael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
66. 249. 69. 58 | srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df.il/894-he B ock 1
188. 120. 130. 73 |l srael 147.237.72. 166 |aka. i df . i | Ostributed PHP Attenpt B ock 1
] . . Unaut hori zed URL Access to
157.55.39.32  |Wnited Sates |[147.237.77.176 |nat pash.idf . il v cogat . i df i 1/ 901- 10737- en/ cogat . aspx<br /> B ock 1
Unknown Par anet er
84.111.62.101 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03%cbl Questi  |None 1
on$l in ww aka. i df.il/nain/gi yus/ guesti onnai re. aspx
. . D stributed Lhaut hori zed URL Access on
2.54.134.225 | sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
h Ka. i Unaut hori zed URL Access to
wWww. chamat z. aka. | [www chamat z. aka. i df . i | / 1181- he/ i df g. aspx&a=u&ed=0ahukewj 9z j g
213.151.59.35 | srael 147.237.77. 226 df.il 8f 7kahw phgkhbi j b04qf ggnmai &usg=af gj cnekkOveko_xpr af 7ct xhekj 6¢ Bl ock !
3mrq
193. 33.2.113 Spai n 147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
159. 148. 186.32 |Latvia 147.237.77. 216 |dover . i df . i | S inj ection on paraneter ctl00$Content Pl acetol der1txtPhone in g ) 1
ww i df . i |/ 1038- ar/ dover . aspx
41.68.197.251 |Egypt 147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
. . Mil tiple LUhtraceabl e SS. Sessions fromb5.29.249.7 (Protocol violation
5.29.249.7 I srael 147.237.72. 166 |aka. i df . i | (SSL._CONN APPLI CATI ON DATA EXCHANGE) ) None 1
. . D stributed Lhaut hori zed URL Access on
79.177.108. 204 |[lIsrael 147.237.77.216|dover.idf.i |l vaw i i |/ 894- en/ i dff gdover . aspx B ock 1
212.199.57.200 |[Israel 147.237.77. 216 |dover.i df .l SSL Untraceabl e Connection - Cpen Mde None 1
46.121. 109. 190 |[lIsrael 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed URL Access from 46.121. 109. 190 B ock 1
188. 120. 130. 73 |l srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut horized URL Access from 188.120. 130. 73 B ock 1
157.55.39.208 |lhited Sates [147.237.72.166|aka.idf.il Distributed Unauthorized URL Access on 147.237. 72. 166/ B ock 1
Unknown Par anet er
2.54.178. 155 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03%cbl Questi  |None 1
on$81 in waw aka. i df .il/nai n/gi yus/ questi onnai re. aspx
216.55.112.119 |[Wited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df . i |/ spani sh/ B ock 1
R . . URL is Above Root Directory
197.231.221. 211 |Liberia 147.237.77.216|dover.idf.il wwv i df.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js B ock 1
62.219.129.25 |Israel 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Qpen Mde None 1
. . . Unaut hori zed URL Access to
159. 148. 186. 32 |Latvia 147.237.77.216|dover.i df.il i df i 1/1008- ar/ 3590757893399431968. aspx B ock 1
. . S Untraceabl e Gonnection - Protocol violation
5.29.249.7 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
. . D stributed Lhaut hori zed URL Access on
132. 72.129. 240 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
Unknown Par anet er
79.178.134.195 |[lIsrael 147.237.72. 166 |[aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01%$ct | 03%chl Questi  |None 1
on$96 i n waw aka. i df .il/nai n/ gi yus/ questi onnai re. aspx
www. chamat z. aka.i |
213.57.139. 187 |Israel 147.237.77. 226 df il Dstributed PHP At enpt B ock 1
46.121.109. 190 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 1
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