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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
65.111. 169. 4 Lhited Sates 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 32279
65.111. 169. 4 Lhited Sates 147.237.77. 216 dover.idf.il |[SYN Hood unverified cooki e drop 225
65.111.169. 4 Lhited Sates 147.237.77. 216 dover.idf.il |[SYNH ood del ete reset drop 101
66. 249. 69. 26 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 75
80. 179. 127. 145 | srael 147.237.77. 216 dover.idf.il |Anonal y-TLS-renegotiation-di dest - r eset 63
195. 212. 58. 200 United Ki ngdom 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 32
46. 32. 127. 176 Jor dan 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 26
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 25
66. 249. 91. 14 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 18
109. 152. 40. 83 Unhi ted Ki ngdom 147.237.77. 216 dover.idf.il |SYN H ood out of context drop 18
185. 57. 80. 147 Ronani a 147.237.77. 216 dover.idf.il |[SYN Hood unverified cooki e drop 17
66. 249. 69. 42 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 17
73.54.32. 24 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 17
195. 212. 58. 200 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |[SYN Hood unverified cooki e drop 16
37.26.146. 151 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 15
176. 205. 22. 43 Lhited Arab Bmrates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 14
66. 249. 93. 103 | srael 147.237.77. 216 dover.idf.il |[SYN H ood out of context drop 13
207. 46. 13. 183 Lhited Sates 147.237.77. 216 dover.idf.il |[SYNH ood del ete reset drop 13
46. 16. 142. 100 Cypr us 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 13
199. 59. 148. 209 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
83.150.7.4 Sitzerl and 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 12
155. 69. 16. 255 S ngapor e 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 11
37.26. 148. 209 | srael 147.237.77. 216 dover.idf.il |[SYN H ood out of context drop 11
66. 249. 91. 22 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 10
66. 249. 69. 34 | srael 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 10
46. 16. 142. 100 Cypr us 147.237.77. 216 dover.idf.il |[SYN Hood unverified cooki e drop 10
82. 205.57.7 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 10
37.201.170. 241 Ger many 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 10
37. 26. 148. 237 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 10
37.26. 146. 151 | srael 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 10
157. 55. 39. 94 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 10
207. 46. 13. 183 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 10
82.213. 48. 38 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 8
198. 1.101. 123 Lhited Sates 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 8
37. 26. 148. 248 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 7
157. 55. 39. 94 Lhited Sates 147.237.77. 216 dover.idf.il [SYNH ood del ete reset drop 7
94.77.196. 82 Saudi Arabi a 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 7
185. 46. 214. 59 Swi t zer| and 147.237.77. 216 dover.idf.il |[SYN Hood unverified cooki e drop 6
213.6.119. 154 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 6
0.0.0.0 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 6
85. 75. 30. 225 G eece 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie drop 6
208. 109. 97. 62 Lhited Sates 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 6
195. 212. 58. 200 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il [SYNH ood del ete reset drop 6
178.214. 91. 155 Pal estinian Territory, Qccupi ed 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 6
192.118. 27. 253 | srael 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 6
107.170. 142. 158 Lhited Sates 147.237.77. 216 dover.idf.il |[SYN Hood out of context drop 5
52.16.5. 197 Lhited Sates 147.237.77.216 dover.idf.il |[SYN H ood out of context drop 5
178. 214.91. 155 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il [SYNH ood del ete reset drop 5
41. 33.231. 90 Egypt 147.237.77. 216 dover.idf.il [SYN Hood out of context drop 5
107.170. 78. 137 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 5
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Count ry |Ste |Signature |Count
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
2.52.135.233 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
194, 114. 146. 227 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
180. 76. 15. 157 147.237.72. 166 Chi na aka.idf.il portscan: TCP D stributed Portscan 1
79.181. 217. 210 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
46. 19. 86. 156 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
5.29.74.92 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
185. 32. 179. 235 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 64. 171. 128 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
58. 253. 96. 122 147. 237.77. 205 Chi na prisha.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
46. 19. 85. 237 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature

65.111. 169. 4 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 55532
Sreaning Engine: TGP Invalid i i ssi

46.19.86.9 I srael 147. 237. 76. 200 |ei tan. aka. i o .| 9 =9 Invalid segnent retransmssion. 108
Ret r ansni ssi on Packet dropped.

185.57. 80. 147 |Ronani a 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 26

. . SYNretransmt wth different .

46.117.67.23 | srael 147.237.76.42 [refuah.idf.il |Bad TCP sequence wi ndow scal e noni t or 26

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 26

207.46.13.183 |Wited Sates 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 25

sl SWNretransmit wth different .

109. 64. 9. 29 I srael 147.237.76.42 |refush.idf.il |Bad TCP sequence wi ndow scal e nonitor |23

2.52.137.174 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 23

52.16.5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 23

54.72.73. 168 Irel and 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN ACK -> Ti meout rej ect 22

54.72.0.55 I'rel and 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 22

66. 249. 69. 26 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 21

66. 249. 69. 26 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout alert 20

79.180.198. 234 I srael 147.237.76.42 |refuah.icf.il [Bad TCP sequence SN retransmt wih different monitor |17

w ndow scal e

157. 55. 39. 94 Lited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 16
Sreaning Engine: TGP Invalid i i ssi

81.218. 251. 251 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =9 Invalid segnent retransmssion. | 16
Ret r ansmi ssi on Packet dropped.

37.26.148.209 |[Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 15
Sreaming Engine: TCP Invalid i i ssi

80.179.5.176  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. 15
Ret r ansni ssi on Packet dropped.

132.72.8.167  |Israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence SN retransmt wth different monitor (14

w ndow scal e

52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 13

212.143.220. 172|l srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d sequence nunber noni t or 12

54.72.73. 168 I'rel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12

50.87.144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10

46.19. 85. 163 I srael 147.237.72. 166 |aka.i of .il SYN At t ack rej ect 10

54,72.0.55 I'rel and 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 10

37.201.170. 241 |Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop

37.26.146.130 |l srael 147.237.76.42 |refush.idf.il |Bad TCP sequence I'nval i d ACGK nunier noni t or

213.6.119. 154 glcisgi'géa” Territory. 1147, 237.77. 176 |nat pash.idf.i1 |Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor |9
Sreaning Engine: TCP Invalid i i SSi

176.13.12.194 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.

54.72.73. 168 I'rel and 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 8

93.184. 3. 246 glcis;ilgéan Territory.ly 47 237.77. 216 |dover.icf.il  |Bad TCP sequence Inval i d ACK nunber monitor |8

46. 16.142. 100  |Cyprus 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
Sreaning Engine: TGP Invalid i i ssi

66. 249. 79. 6 Uhited Sates 147.237.77. 234 |nal ag. i df .i | 9 =g Invalid segnent retransmssion. | 8
Ret r ansmi ssi on Packet dropped.

93. 184. 3. 246 g‘ilcisgi':('ja” Teritony, |1 47 237, 77. 216 |dover. idf.il  |SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 8

46.16. 142. 100  |Cyprus 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN ACK -> Ti meout rej ect 8

72.9.148.10 Lhited Sates 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 8

207.46.13.183 |lLhited Sates 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout alert 7

52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7

40.77. 167. 38 Lhited Sates 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 7

207.46.13.181 |lLited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7

109.0.199.190 |France 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6

46. 19. 85. 10 I srael 147.237.76.42 |refush.idf.il |Bad TCP sequence I'nval i d AGK nunber nonitor |6

40.77.167. 38 Lhited Sates 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or 6

46. 19. 85. 163 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |6

208.115.113.92 |Whited Sates 147.237.77. 176 |nat pash.i of .i 1 |dr op Frst packet isn't SN drop 6

46. 19. 85. 10 I srael 147.237.76.42 |refuah.idf.il |[Bad TCP sequence I'nval i d AGK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi

5.102. 222. 1 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.

157. 55. 39. 94 Lhited Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout alert 6
Sreaming Engine: TCP Invalid i i ssi

194.90.151.18 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
109. 253. 206. 1491 srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 212
109. 253. 206. 149|1 sr ael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 205
213.57.215.6 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 109
213.57.215. 6 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 102
176. 13. 22. 20 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 87
84.110. 145. 217 |[israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 78
176.13.22.20  [Israel 147.237.0.19 |nadi matal .idf.il I(;Z hg.]yzzolfzéhe Sane Response Cde (404) in Session from Bock |52
109. 253. 206. 149]l srael 147.237.0.19 |nmadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 9
79.176.35.237 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79. 176. 35. 237 B ock 8
209. 88. 157. 156 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 209. 88. 157. 156 B ock 8
79.178.116.68 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut hori zed URL Access from 79. 178. 116. 68 B ock 7
2.54.38.227 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 6
109. 253. 204. 14 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
209. 88. 157. 156 |[lIsrael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 5
46.19.85.15 | srael 147.237.77. 243|mobi | €. i df . i ] ﬁsiult;(i)rcltfz.??/t:egpgrcyetseiptl (;t es/ | i st chi | ddocunent s/ 1152 Bl ock 4
79.178.116.68 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 4
213.151.49. 171 |israel 147.237.77. 216 |dover . i df . i | mﬂté‘fﬁ ilffimﬁ ::/Ctzsnfm ;?ecomrol o generi ol Bock |4
176.13.1.189 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13. 4. 97 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 136. 246 |l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock 3
46. 19. 85. 239 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
Unknown Par aret er
149. 78.57. 44 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acehbl der $ct | 13$ct | 01%$ct | 03%cbl Questi [None 2
on$96 in www aka. i df.il/nai n/ gi yus/ questi onnai re. aspx
2.54.169. 246 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
74.82.47.3 Lhited Sates |147.237.72.167|ishurimaka.idf.il |[Wauthorized URL Access to 147.237.72. 167/ Bl ock
Unhaut hori zed URL Access to
T e S N AW e st sdmmmpoice | O
| zZ8Bcsweg
62.210. 162. 209 |France 147.237.77.216|dover. i df . i | PHP At t enpt B ock 1
105. 102. 134. 175|A geria 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
40.77.167. 58 Lhited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed LRL Access to waw aka. i df.il/sachar/defaul t.aspx B ock 1
169.229. 3. 91 Lhited Sates |147.237.77.19 |lawforumidf.il Illegal Byte Gode Character in Mthod B ock 1
81.218.251. 251 |Israel 147.237.0.34 |tikshuv.idf.il ggf’z'\g?yzg_ ;gi Sane Response (bde (404) in Session from Bock |1
79.178.116.68 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to ww aka. i df . i/ aj ax/ updat est at us. php B ock 1
213.57.177.102 |israel 147.237.72. 156 |anan. i df . i | m“;:;’;.' izdeﬁ iﬁmﬁfiﬁeﬁmeg/i mages favi cond  avi con, prg Bok |1
2.54. 38, 227 | srael 147.237.77. 243|mobi | e. i df . i ] ﬁsiult;(i)rcltfz.??/t:egpgrcyetseiptl (;t es/ | i st chi | ddocunent s/ 1381 Bl ock !
146. 185. 234. 48 g{sj:;;nl on 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw i df.il/tenpl at es/tags/tags. aspx B ock 1
Unknown Par anet er
109. 66. 41. 206 |l srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acetol der $ct | 13%ct | 01$ct | 03%chl Questi [None 1
on$85 in ww aka.idf.il/nain/gi yus/ questionnaire. aspx
66.249.64.61  |Israel 147.237.76.42 |refuah.idf.il ﬂ?fﬂzg‘?’r;g‘efztg‘p :’;Co‘izsget/?i | es/ 1 2391 | pg Bock |1
207.46.13.183 |lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/anman B ock
89.139. 232. 217 [Israel 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to v cogat . i df . i/ aj ax/ updat est at us. php |Bl ock
169. 229. 3. 91 Lhited Sates |147.237.77.233|atal .idf.il Illegal Byte Qde Character in Mt hod B ock
2.54.187.221  |israel 147.237.72.166 |aka. i df . i | m”ai":_‘i dpf""_ri"’;';entm?;/ gi—y\ﬂs'f}’gﬂiwm in None |1
169. 229. 3. 91 Lhited Sates |[147.237.72.156anan.idf.il Illegal Byte Qode Character in Header Nane B ock 1
80. 246. 130. 132 |l srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in wwatal .idf.il/1440-he/atal .aspx |8 ock 1
2.52.156. 208 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1133-he/ at al . aspx B ock 1
109. 253. 210. 147|l srael 147.237.76. 147 |chi nuch. aka. i df .i|  [Wauthorized URL Access to waw chi nuch. aka.idf.il/404. htm Bl ock 1
79.176.35.237 |[Israel 147.237.72.166 |aka. i df . i | :)L'rigeasl/ i?ta;eﬁdsngggg‘:/eg;&kﬁ f/ nai 1V kapat z/ [ res Bock |1
212.179.129.6 |[Israel 147.237.77.216|dover . i df . i | Lhaut hori zed LRL Access to wwwidf.il/https:/wwnidf.il/ Bl ock
62.210. 162. 209 |France 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wwyidf.i|/wp-1ogin. php Bl ock 1
184. 105. 139. 68 |lhited Sates |147.237.0.17 irT:jfrTyi_lkOSher -kravi. Unaut hori zed URL Access to 147.237.0.17/ Bl ock 1
105. 102. 134. 175|A geria 147.237.77.74 |lawidf.il Distributed Unaut horized URL Access on wan | aw idf.il/xmrpc.php |B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.77.226 www. chamat . aka. | Abnormal |y Long Request net hod B ock 1
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