1"PT SwNn [ )

9

02-17-2016-08:04:04 to 02-17-2016-09:04:04

IDF Under Attack

oV

www.gov.il

Daily Report

[Top Targets |

Nunber
(6]
At acks

320+

0- :
§ 5 > $ K 5
) N &\c (b\é\ @.}c R ,§\‘6 {».}c A\&\ &1\6
X $
SO SN S R AR
&> & & ¢ N ~
€ O
Top Tar get

Nunber
(6]
At acks

M dover.idf.il

M nadi matal .idf.il

W aka.idf.il

B chinuch. aka. i df . i

M rat pash. i df . i

M refuah.idf.il

I nakchal . idf.il

M navy.idf.il
tikshuv.idf.il

MW aman.idf.il

Top Attackers

Il 185. 57. 80. 147

5. 22.135. 195
I 185.32.179. 33

46.19. 85. 179
Il 30. 246. 136. 240
M 62. 207. 60. 228
[ 176. 13. 12. 225
M 2. 52. 46. 249

46. 19. 85. 205
M 141.8.132. 112




02-17-2016-08:04:04 to 02-17-2016-09:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
104. 238. 129. 180 147.237.76. 176 test.ncore.idf.il |Bock Np All_Net drop 1
204. 42. 253. 2 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il ock Wdp Al Nets drop 1
185.94. 111. 1 147. 237. 76. 202 e halag.idf.il Block Wdp All Nets drop 1
185. 130. 5. 224 147. 237. 76. 202 e halag.idf.il Block Udp Al Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 199 e. nakchal .idf.il Bl ock_Ulp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

213.186. 177. 216 147.237.77.216 Jor dan dover . idf.il portscan: TCP D stributed Portscan 1
194. 187. 249. 70 147.237.0.34 Eur ope tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.113.125. 11 147.237.8.50 Rormani a e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 69. 26 147.237.77.216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
46.120. 18. 25 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
37.26.148. 128 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
216.72. 40. 185 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
93.113.125. 11 147.237.76. 31 Rormani a nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 136. 208 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
54.72.73. 168 147.237.77.216 I'rel and dover.idf.il portscan: TCP Distributed Portscan 1
41.140.253.9 147. 237. 72. 167 Mor occo i shuri maka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
185.57. 80. 147 |Romani a 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 112
Sreaning Engine: TGP Invalid ' i ssi
5.22.135.195  |Israel 147. 237. 76. 147 |chi nuch. aka. i df .i | 9 =9 Invalid segnent retransmssion. | 99
Ret r ansni ssi on Packet dropped.
62. 207. 60. 228  |Net her| ands 147.237.77. 176 |nat pash. i df . i dr op Frst packet isn't SN drop 52
Sreaning Engine: TGP Invalid i i ssi
2.52. 46. 249 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 48
Ret r ansni ssi on Packet dropped.
Russi an e Sreaming Engine: TGP Invalid |invalid segnent retransnssi on.
141.8.132.112  [C 2 147. 237. 72. 166 |aka.i of .il Ret 1 ansmi ssi on Packet dr opped. drop 39
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 36
37.26.148.128 |lsrael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 28
reaming BEngine: TCP Invali i i ssi
46.19. 86. 30 I'sr ael 147.237.76.31 |nakchal .idf.il Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 27
Ret r ansm ssi on Packet dropped.
2.54.48.52 | srael 147.237.72. 167 |i shurimaka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 19
81. 218. 101. 66 | srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SYN drop 18
46.19. 85. 102 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
. . SYNtACXK retransmt wth .
185.32.179.64 |lIsrael 147.237. 72. 166 |aka.i of .il Bad TCP sequence different vindow scal e monitor |11
46. 19. 85. 102 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 11
46. 19. 85. 26 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 9
Sreamng Engine: TCP Invalid i i ssi
109.66.55.86 | srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 26 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni tor |9
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
81.218. 125. 245 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
46. 19. 85. 26 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 7
46. 19. 85. 26 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |7
80.74.100.131 [l srael 147. 237. 72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
79.179.55.200 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different oo |7
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
149.88.15.178 | srael 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 205 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid ' i ssi
79.176.188.81 |l srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
41.33.232. 66 Egypt 147. 237. 77. 216 |dover i df . i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |nonitor
185. 100. 85. 101 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Timeout |reject
Sreamng Engine: TCP Invalid i i ssi
194.90.15.61  |israel 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
31.210.188. 117 |[Israel 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber nonitor |5
80. 246. 137. 113 |l srael 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 205 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |4
5.22.135. 195 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
. . SYNtACXK retransmt with .
46. 19. 85. 205 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent vindow scal e noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |4
46. 19. 85. 205 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 4
46. 19. 85. 205 I srael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
81. 218. 101. 66 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46. 19. 85. 205 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Timeout |alert 4
Sreamng Engine: TCP Invalid i i ssi
46.120.92. 244 |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 205 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber aert 4
46. 19. 85. 205 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
e SYN+ACXK retransnmit wth .
46. 19. 86. 203 I srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence different vindow scal & nonitor |3
Sreaning Engine: TGP Invalid i i ssi
37.26.147.150 | srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.125.101. 167 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
192. 0. 81. 57 Wited Sates [147.237.77. 170 |naar achot. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data |[monitor |3
Sreamng Engine: TCP Invalid i i ssi
2.54.132.35 I'srael 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
i Sreanming Engine: TCP Invalid i i SSi
109. 253. 217. 156/l srael 147. 237. 77. 206 | "W chamat z. aka. i df 9 =g Invalid segnent retransmssion. |, 3
Al Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
185.32.179.33 [israel 147. 237, 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
176.13.2.2 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.52.150.196  |israel 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
185.32.179.33 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 65
46.19. 85. 179 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 64
80. 246. 136. 240 |[lIsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 54
176.13.12.225 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 49
212.150.121.72 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/val tam B ock 6
80.179.9.7 I srael 147.237.77. 216 |dover.idf .il Dstributed Unaut hori zed URL Access on waidf.il/error.htm B ock 5
132. 3. 41. 80 gﬁ;ttg: 147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 4
2.54.52.39 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13.1. 135 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 3
109. 253. 209. 151|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
80.179. 9. 115 I srael 147.237.77.216|dover.idf .l Dstributed Unaut hori zed URL Access on waidf.il/error.htm B ock 3
176.13.1.173 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 3
46.19. 85. 29 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
46.117.1.20 I srael 147.237.76.42 |refuah.idf.il Ml tipl e Wnaut hori zed URL Access from46. 117.1. 20 B ock 3
192.117.173.57 |Israel 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 3
109. 253. 141. 64 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.54.137.17 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
109. 253. 144. 1571 sr ael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Gode B ock 2
132.3.41.79 LSthlatt:sd 147.237.77. 216 |dover.idf.il Ostributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 2
176.13.16.235 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock
46.117.1.20 | srael 147.237.76.42 |refuah.idf.il PHP At enpt B ock
Unknown Par anet er
109. 253. 202. 88 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01%ct | 03$chbl Questi o |None 1
n$61 in aka.idf.il/nain/giyus/ questionnaire. aspx
Unknown Par anet er
84.228.220.93 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMvai n$TochenP acekbl der $ct | 13%ct | 01$ct | 03$chl Questi o |None 1
n$l in aka.idf.il/nain/giyus/ questi onnai re. aspx
37.26.146.226 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock 1
220. 255. 148. 169|S ngapor e 147.237.77.216|dover.i df . il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
Unknown Par anet er
176.13.21.119 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01%ct | 03$chbl Questi o |None 1
n$27 in ww aka. i df.il/nai n/gi yus/ questionnai re. aspx
77.127.190.23 [israel 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Cpen Mde None 1
. . Unaut hori zed URL Access to
138. 134. 102. 16 |Israel 147.237.77.234|hal ag.i df . i | vow | ogj st cs. atal i of.i1/sip storagel fil s/ 4/ si ze338x0/ 1564 | pg Bl ock 1
- . Unaut hori zed URL Access to
46.117.1.20 I srael 147.237.76.42 |refuah.idf.il v refua atal i of. i1/ aj ax/ updat est at us. php B ock 1
40.77. 167. 58 g‘;tt:: 147.237.72. 166 |aka. i df . i | Uhknown Paraneter catid in aka. idf.il/main/snalinifaqg. aspx None 1
Unknown Par anet er
2.54.187.198 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o |None 1
n$78 in wwv aka. i df.il/nai n/gi yus/ questionnaire. aspx
- . Unaut hori zed URL Access to
212.25.84.200 |lIsrael 147.237.77. 176 [nat pash. i df . i | voww cogat i df i 1/si p storagel il es/ 9/ 4629, pg Bl ock 1
Lhi ted . . Unaut hori zed URL Access to
72.9.148.10 Sates 147.237.76.86 navy. | df.il wWaw navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock !
Unknown Par anet er
46. 19. 86. 200 I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acebbl der $ct | 13$ct | 01$ct | 03$chl Questi o |None 1
n$27 in ww aka. i df.il/nai n/gi yus/ questionnai re. aspx
www. chamat z. aka. i
85. 65. 185. 40 I srael 147.237.77. 226 df il PHP Att enpt Bl ock 1
37.26.149.185 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/gius B ock 1
79.176.188.81 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
54.183. 249. 22 g‘;tt:: 147.237.72.167|ishurimaka.idf .i| |Dstributed Unauthorized URL Access on 147.237.72. 167/ B ock 1
141.212.122.193 ;“;tteeg 147.237.76.200|ei tan. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 200/ Bl ock 1
45.43.8.118 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/sip_storage/ B ock 1
31.168.21. 77 | srael 147.237.77.216|dover. i df . il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
Unknown Par anet er
212.76.106. 153 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acekbl der $ct | 13%ct | 01$ct | 03$chl Questi o |None 1
n$85 in wwv aka. i df.il/nai n/gi yus/ questionnai re. aspx
77.42.252.199 |Lebanon 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wawidf.il/en B ock 1
Unknown Par anet er
46. 19. 86. 200 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl acetol der $ct | 13$ct | 01%ct | 03%chl Questi o |None 1
n$82 in www aka. i df.il/nai n/gi yus/ questi onnai re. aspx
Unknown Par anet er
37.142.72.75 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o |None 1
n$35 i n wwy aka. i df.i|/nai n/ gi yus/ questi onnai r e. aspx
www. chamat z. aka. i
85. 65. 185. 40 | srael 147.237.77. 226 df il Uhaut hori zed URL Access to waw chamat z. aka. i df.il/xnirpc. php B ock 1
. . Mil tiple Lhtraceabl e SS. Sessions from2.54.157. 159 (Prot ocol
2.54.157. 159 I srael 147.237.72. 156 |aman. i df . i | violation (SSL GONV QLI ENT FELLO) None 1
192. 34. 59. 234 ;“;tteeg 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to www i df.il/1294-en/ v i df.il/english Bl ock 1
. . DO stributed Unaut hori zed URL Access on
79.179.55.200 |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
54.193. 30. 193 ;“;tteeg 147.237.72.167|i shurimaka. i df . i | Unaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
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