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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site

|signature

|Device Action |Count |

37.26.149.173 | srael 147.237.0. 19 nadi matal .idf.il Anonal y- TLS-renegot i ati on-d i dest - reset 102
81.218. 241. 25 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 94
192. 99. 194. 128 Canada 147.237.76. 201 e atal.idf.il Bl ock Udp All Nets dr op 3
115. 239. 228. 10 Chi na 147.237.76. 148 ggcenter.aka.idf.il |JLM Under Attack Con Htp drop 2
196. 200. 16. 200 Kenya 147.237.76. 86 navy.idf.il Invalid TGP H ags drop 1
185. 130. 5. 201 147.237. 76. 148 ggcenter. aka.idf.il Bl ock_Ulp All _Nets drop 1
64.110. 129. 208 147.237.76. 177 ncore.idf.il Bl ock_Ulp Al _Nets drop 1
159. 122. 252. 41 Net her | ands 147.237.76. 148 ggcenter.aka. idf.il [Bock Np Al Net drop 1
185. 130. 5. 201 147.237. 76. 200 eitan. aka.idf.il Bl ock Udp All Nets dr op 1
185.94.111. 1 147.237.76. 198 e.yohal an.idf.il Bl ock Udp All _Nets drop 1
41. 206. 63. 130 Kenya 147.237.76. 86 navy.idf.il Invalid TGP H ags drop 1
104. 238. 129. 180 147.237.76. 39 nobi le.neitav.idf.il |Block Np All Net drop 1
185.94.111. 1 147.237.76. 201 e atal.idf.il B ock Wdp Al _Nets drop 1
41. 206. 63. 133 Kenya 147.237.76. 86 navy.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

DDos attack

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
107. 184. 234. 104|147, 237. 77. 216 |Lhited Sates  |dover.idf.il portscan: TGP Dstributed Portscan 1
84.228.62.236 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.149.173 |147.237.0.19 |[Israel nedi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
185.72.179.1 147, 237. 76. 200 eitan aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
185.72.179. 1 147.237.0. 34 tikshuv.idf.il ET SCAN NMAP -sS w ndow 4096 1
185.72.179. 1 147.237.0. 34 tikshuv.idf.il ET SCAN NVAP -f -sS 1
114.112.90.54 |147.237.8.24 |China elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
88.249.106.23 [147.237.8.46 |Turkey e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 142 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
198.54.90. 200 [147.237.77.233|thited Sates |atal.idf.il Tehila - Perl LWP wth fake user agent 1
194. 187.249. 70 |147.237.0.16 |Europe ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
185.72.179. 1 147. 237. 76. 200 eitan. aka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.72.179.1 147.237. 0. 34 tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
185 57 80. 147  |147. 237 77. 216 |Formni a dover i df il ET DO5 Large anount of TCP ZeroVindow - Possible Nkiller2 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
185.57. 80. 147  |Romani a 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 55
Russi an o Streaming Engine: TCP Invalid Invalid segnent retransmssion.

141.8.132. 112 Federat i on 147.237.72. 166 |aka.idf . il Ret 1 ansni ssi on Packet dr opped. drop 45

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36

82. 145. 210. 242 |Eur ope 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 23

46. 19. 85. 28 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 20

109. 64. 80. 183  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 15

109. 64. 80. 183  |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 14
Sreamng Engine: TCP Invalid i i ssi

85.130. 244. 74  |Israel 147. 237. 72. 156 |anan. i df . i 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi

46. 19. 86. 61 I srael 147.237.77. 243 |nobi l e.i df .| 9 =g nvalid segnent retransmssi on. drop 12
Ret ransni ssi on Packet dropped.

94.77.196. 82 Saudi Arabi a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect

81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop

46.19. 85. 184 | srael 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

149.88.15.178 |israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

79.182. 148. 165 |l srael 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect

41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor

84.109.240.51 |Israel 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect

reamn ine: TCP Invali i i ssi

37.142.68.26  |Israel 147. 237,77, 243 | Lo i1 | €2 9 Er?g e T Invalid linvalid segnent retransnission drop 4
Ret ransni ssi on Packet dropped.

66. 249. 93. 56 I srael 147.237.76.201 e atal .idf.il Geo- | ocati on enf or cenent Geo-| ocat i on inbound enf or cenent |[dr op 4

84.228.62.113 |[lIsrael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4

62.128. 48. 50 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 4

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 4

66.249. 93. 252  |lsrael 147.237.76. 202 |e. hal ag.idf .il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 4
Sreaning Engine: TP Invalid ' i ssi

157.55.12.89  |Wnited Sates  |147. 237. 76. 200 |ei tan. aka i df .i | 9 =g Invalid segnent retransmssion. 4
Ret ransni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

84.94.97.152  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi

176.13.10.164 |l srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.

79.182. 115. 144 | srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i SSi

176.13.13.103 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19.85.207  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

79.182. 115. 144 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence SINCAQK retransmt with different Jopsior |3

w ndow scal e

Sreamng Engine: TCP Invalid i i ssi

109. 67. 66. 3 I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

66. 249. 93. 56 Lhited Sates [147.237.76.201 (e atal.idf.il Geo- | ocat i on enf or cenent Geo-l ocati on i nbound enf orcenent |drop 3
Sreaning Engine: TP Invalid i i ssi

212.199. 169. 20 I srael 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. -y 3
Ret ransni ssi on Packet dropped.

37.46.41. 129 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TCP Invalid ' i ssi

77.126.151.56 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

2.54.1.73 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi

79.179.164.5  |israel 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

46.19. 86. 27 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi

2.54. 8. 186 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.

66.249.93.252 [lnited Sates |147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo-| ocat i on inbound enf or cenent |[dr op 3
Sreamng Engine: TCP Invalid i i SSi

79.182.55.60 |l srael 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 253. 194. 230|i srael 147.237.0.19 |madimatal .idf.il 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

80. 246. 139. 194 [l srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 2

2.52.166. 97 I sr ael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2

80. 246. 139. 194 |l srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2

192.185.4.108 |Wited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  [nonitor 2

37.26.149.173  |[Israel 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence noni t or 2

80. 246. 139. 194 |l srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2

80. 246. 139. 194 |l srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 2

37.46.41.129 I srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 2

108.167.133.30 |Lhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 2




02-17-2016-07:04:05 to 02-17-2016-08:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
185.57.80. 147 |Ronani a 147.237.77.216 |dover. i df . i | Mil tipl e Unaut horized URL Access from 185. 57. 80. 147 B ock 1915
37.142.64. 43 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 343
176.13.16.235 [Israel 147.237.0.19 |nadimatal .idf. i E‘é '\lmg'fylgzége Sane Response Qode (404) n Session from Bl ock 185
37.142.64.43 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 110
176.13.16. 235 |Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 107
37.26.149.173 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode Bl ock 85
37.26.149.173 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 80
37.142. 64. 43 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (403) B ock 78
109. 253. 194. 230|1 sr ael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bl ock 75
109. 253. 220. 71 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 71
Paraneter Type Mol ation
185.57.80. 147 |Rorani a 147.237.77. 216 |dover.idf .il ct1 00$Cont ent Pl acetbl der 1$ucAr ti cl eLobbyCont rol $dat epi cker in B ock 60

waw i df . i | /1824- he/ dover . aspx
Paraneter Type Mol ation
185.57. 80. 147 |Romani a 147.237.77. 216 |dover.idf . il ct1 00$Cont ent Pl acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in B ock 60
waw i df . i1/1781-he/ dover . aspx
Paraneter Type Mol ation
185.57. 80. 147 |Ronani a 147.237.77. 216 |dover. i df .i | ct| 00$Cont ent Pl acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in B ock 60
waw i df . i |/1785-he/ dover . aspx
Paraneter Type Mol ation
185.57.80. 147 |Ronani a 147.237.77. 216 |dover . i df . i | ct| 00$Cont ent Pl acetbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 60
waw i df . i | /1415- he/ dover . aspx
Paraneter Type Mol ation
185.57. 80. 147 |Rorani a 147.237.77. 216 |dover.idf . il ct | 00$Cont ent Pl acetbl der 1$ucNewsH ashCont r ol $dat epi cker in B ock 60
wawy i df . i | /1153- he/ dover . aspx
Paraneter Type Mol ation
185.57. 80. 147 |Ronani a 147.237.77. 216 |dover.idf . il ct1 00$Cont ent P aceHol der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 60
wan i df . i |/ 1779- hel dover . aspx
Paraneter Type Mol ation
185.57.80. 147 |Ronani a 147.237.77. 216 |dover.idf . il ct1 00$Cont ent Pl acetbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 60
waw i df . i |/1133-he/ dover . aspx
Paraneter Type Mol ation
185.57. 80. 147 |Rorani a 147.237.77. 216 |dover.i df . il ct1 00$Cont ent Pl acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in B ock 60
waw i df . i |/1815- he/ dover . aspx
Paraneter Type Mol ation
185.57. 80. 147 |Ronani a 147.237.77. 216 |dover.i df .i | ct | 00$Cont ent Pl acetbl der 1$ucNewsH ashCont r ol $dat epi cker in B ock 60
waw i df . i |/1841-he/ dover . aspx
Paraneter Type Mol ation
185.57.80. 147 |Romani a 147.237.77. 216 |dover . i df . i | ct| 00$Cont ent Pl acetbl der 1$ucArti ¢l eLobbyCont r ol $dat epi cker in B ock 59
waw i df . i |/ 1362- he/ dover . aspx
Paraneter Type Mol ation
185.57. 80. 147 |Rorani a 147.237.77. 216 |dover.idf . il ct1 00$Cont ent P aceHol der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 59
wawy i df . i |/ 1806- he/ dover . aspx
Paraneter Type Mol ation
185.57. 80. 147 |Rorani a 147.237.77. 216 |dover.idf . il ct1 00$Cont ent Pl aceHol der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 59
wa i df . i |/ 1380- he/ dover . aspx
Paraneter Type Mol ation
185.57.80. 147 |Rorani a 147.237.77. 216 |dover.idf . il ct1 00$Cont ent Pl acetbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 58
waw i df . i | /1384- he/ dover . aspx
Paraneter Type Mol ation
185.57. 80. 147 |Romani a 147.237.77. 216 |dover.idf . il ct1 00$Cont ent Pl acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in B ock 58
waw i df . i |/1381- he/ dover . aspx
Paraneter Type Mol ation
185.57. 80. 147 |Ronani a 147.237.77. 216 |dover. i df .i | ct| 00$Cont ent Pl acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in B ock 58
waw i df . i |/1361- he/ dover . aspx
Paraneter Type Mol ation
185.57.80. 147 |Romani a 147.237.77. 216 |dover . i df . i | ct| 00$Cont ent Pl acetbl der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 57
waw i df . i | /1379- he/ dover . aspx
Paraneter Type Mol ation

185. 57. 80. 147 |Rorani a 147.237.77. 216 |dover.idf .il ct1 00$Cont ent P aceHol der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 56
wawy i df . i |/ 1842- he/ dover . aspx
185.57.80. 147 |Romani a 147.237.77. 216 |dover . i df . i | Paranmeter Type Mol ation SearchText in wawidf.il/1129- he/ dover. aspx B ock 55

Too Many of the Sane Response Code (403) in Session from
176. 13. 16. 235

Paraneter Type Mol ation

185. 57. 80. 147 |Rorani a 147.237.77. 216 |dover.idf . il ct1 00$Cont ent Pl aceHol der 1$ucAr ti cl eLobbyCont r ol $dat epi cker in B ock 50
wawy i df . i | /1837-he/ dover . aspx
Paraneter Type Mol ation
185.57. 80. 147 |Ronani a 147.237.77. 216 |dover.idf . il ct1 00$Cont ent Pl aceHol der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 50
wa i df . i |/ 1780- he/ dover . aspx
Paraneter Type Mol ation

176.13.16.235 |Israel 147.237.0.19 |nadimatal .idf.i B ock 52

185. 57. 80. 147 |Rormani a 147.237.77.216|dover. i df . i | ct1 00$Cont ent A acetbl der 1$ucArti cl eLobbyCont r ol $dat epi cker in B ock 49
waw i df . i | /1383-he/ dover . aspx
185. 57. 80. 147 |Rorani a 147.237.77. 216 |dover.idf . il Paranet er Type Mol ati on PageNumin vww i df . i|/1129- he/ dover. aspx B ock 30
185.32.179. 118 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
185.57.80. 147 |Romani a 147.237.77. 216 |dover . i df . i | Paranmeter Type Mol ation SearchText in wawidf.il/1065-he/ dover. aspx B ock 20
185.57. 80. 147 |Rorani a 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation tab in wwidf.il/1129-he/ dover. aspx B ock 16
185.57.80. 147 |Ronani a 147.237.77. 216 |dover . i df . i | Paraneter Type Molation SortOr in wwyidf.il/1815-he/ dover. aspx B ock 10
185.57.80. 147 |Romani a 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ati on PageNumin waw i df . il/1361- he/ dover . aspx B ock 10
185.57. 80. 147 |Rorani a 147.237.77. 216 |dover.idf . il Paraneter Type Molation SortOr in wawidf.il/1379-he/ dover. aspx B ock 10
185.57.80. 147 |Ronani a 147.237.77. 216 |dover . i df . i | Paraneter Type Molation SortOr in wwidf.il/1779-he/ dover. aspx B ock 10
185.57.80. 147 |Romani a 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ati on PageNumin waw i df . il/1362- he/ dover . aspx B ock 10
185.57. 80. 147 |Rorani a 147.237.77. 216 |dover.idf . il Paraneter Type Molation SortOr in wwidf.il/1380-he/ dover.aspx B ock 10
185.57.80. 147 |Ronani a 147.237.77. 216 |dover. i df . i | Paraneter Type M ol ation PageNumin ww i df.il/1133-ar/dover. aspx B ock 10
185.57.80. 147 |Romani a 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation SortOr in wwidf.il/1781-he/ dover. aspx B ock 10
185.57. 80. 147 |Rorani a 147.237.77. 216 |dover.idf . il Paranet er Type M ol ati on PageNumin vww i df . i |/1815- he/ dover. aspx B ock 10

185.57.80. 147 |Ronani a 147.237.77. 216 |dover. i df . i | Parareter Type M ol ation PageNumin v i df . il/1379-he/ dover . aspx B ock 10




Attacker Address

02-17-2016-07:04:05 to 02-17-2016-08:04:05

A tacker

Target Address |Site

Sgnature

185. 57. 80. 147

Count ry
Rormani a

147.237. 77. 216 |dover

.idf.

Paraneter Type Miol ati on PageNumin waw i df . i1/1824-he/ dover. aspx Bl ock 10
185.57.80. 147 |Romani a 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ati on PageNumin waw i df . il/1380- he/ dover . aspx B ock 10
185.57. 80. 147 |Rorani a 147.237.77. 216 |dover.idf . il Paraneter Type Molation SortOr in wawidf.il/1129- he/ dover. aspx B ock 10
185.57.80. 147 |Ronani a 147.237.77.216 |dover. i df . i | Paraneter Type Molation SortOr in wwyidf.il/1362-he/ dover. aspx B ock 10
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