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133. 203. 124. 59 Japan 147.237. 76. 197 e. hinush.idf.il ock Wp Al _Nets drop 1
159. 122. 252. 41 Net her | ands 147.237.76.176 test.ncore.idf.il B ock Np Al Net drop 1
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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
59. 45. 79. 117 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 148 |Chi na gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.17 |[China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
148. 163. 122. 135[147.237.8.50 [lLhited Sates e tikshuv.idf.il ET SCAN NMAP -sS w ndow 2048 1
123.126. 113. 80 [147.237. 72. 166 |Chi na aka.idf.il SERVER APAO_E Apac.he mod_ss| non-SSL connection to SS 1
port denial of service attenpt
59. 45. 79. 117 147. 237. 77. 205 [Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.19 |China nadi matal .idf.il ET SCAN Potential SSH Scan 1
198.54.90. 200 [147.237.72.166|Wited Sates  |aka idf.il Tehila - Perl LWP with fake user agent 1
188. 64. 169. 106 |147. 237. 76. 201 gzzi;'}m eatal.idf.il ET SCAN Potential SSH Scan 1
148. 163. 122. 135[147.237.8.50 [lLhited Sates e tikshuv.idf.il ET SCAN NVAP -f -sS 1
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A tacker

Attacker Address Country Target Address |Ste Signature
141. 8.132. 112 gs::;”i on 147.237.72. 166 |aka. i df .| ?e; ?ZT;:T? si?gcl)rr\]e: e Invalid Lg‘é?(’;td dsreggggé_ retransmssi on. drop 45
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
107. 167. 104. 225|Wnited Sates  |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
94.77.196.82  |Saudi Arabia 147.237.77. 216 |dover.idf i1 SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 9
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
195. 34.150.18 |Austria 147.237.77. 216 |dover.idf .il B ock HTTP Non Conpl i ant Failed to hand e connection data  [nonitor |4
2.54.171.120 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber nonitor |4
46.116.29.91  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dr opped.
2.54.171. 120 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunier noni t or 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
54.244.22.103 |Whited Sates 147.237.77.176 [nat pash.idf . il dr op First packet isn't SYN drop 4
2.54.171.120 I srael 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
82.145.211.57 |Europe 147.237.77. 216 |dover.idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
2.54.171.120 I srael 147.237. 77. 216 |dover.idf i1 SYN Attack rej ect 4
109. 253. 198. 221 |1 srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on, drop 3
Ret r ansni ssi on Packet dropped.
37.26.148.211 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
109. 64. 194. 209 | srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on, drop 3
Ret r ansni ssi on Packet dropped.
93. 158. 152. 201 :Zg::t”i o 147.237.0.34  |tikshuv.idf.il ;: ?‘::S?g s[?ig(l)r?e: TP Invalid 'Pg‘éakjétd ;eggsgél retransmssion. 4 3
2.54.132.200  |Israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TCP | nvalid finvalid segnent retransnissi on, drop 3
Ret r ansni ssi on Packet dropped.
176.13.13.103 |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
37.46.41. 48 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
79.176.139.89 | srael 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid —invalid segnent retransmssion. | o 3
Ret r ansni ssi on Packet dropped.
213.8.95. 221 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
2.54.171.120 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 3
108. 167.133.30 |Uhited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 2
81.169. 237. 146 |Ger many 147.237.8.46 [e.chinuch.idf.il [drop SAMrul e drop 2
85. 65. 44. 52 I'srael 147.237.77. 243 |rbit e icp. i1 | ) €AMNg Enginer TP Invalid - invalid segnent retramsmssion |, o 2
Ret r ansni ssi on Packet dropped.
185. 120. 126. 35 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 2
138.134.192.10 |Israel 147.237.72. 166 |aka. i df .| Stream ng Engl ne: TGP Invalid invalid segnent retransnission. drop 2
Ret r ansni ssi on Packet dropped.
2.54.171. 120 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
192.185.4.108 |wited Sates  [147.237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor
8.37.227. 68 g”&';ymus 147. 237. 77. 216 |dover . i df . Bl ock HTTP Non Conpl i ant Response out of state monitor |1
85. 64. 165. 81 I 'srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1
216.218.206. 115|tnited Sates  [147.237.77.19 |lawforumidf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 48 Wited Sates [147.237.0.34 [tikshuv.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 232 I 'srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 1
23.242.161.57 |wited Sates [147.237.72. 156 |anan.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
213.57.241.57 |[Israel 147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber roni t or 1
70.39.186. 218  |[Satellite Providd147. 237. 77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
184.105.139.79 |Uhited Sates |147.237.8.28 [e.nobile-ks.idf.il|Geo-1 ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent |drop 1
45.79. 168. 168 147.237.77. 176 |natpash.idf.il (Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
8.37.227. 69 g”&;ymus 147. 237. 77. 216 |dover . i df . Bl ock HTTP Non Conpl i ant Response out of state monitor |1
74.82. 47. 48 Wited Sates |147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
195. 251. 203. 200|G eece 147.237.8.14 |e.orchot.idf.il |Geo-| ocati on enfor cenent Geo-1 ocation inbound enf or cenent |drop 1
176.13.3.23 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
81.169. 237. 146 |Ger many 147.237.76. 177 |ncore.idf.il dr op SAMrul e drop 1
216.218.206. 70 |lhited Sates 147.237.8.14 |e.orchot.idf.il |Geo-| ocati on enfor cenent Geo-1 ocation inbound enf or cenent |drop 1
70.39.186.222 |Satellite Providd147. 237. 77. 216 [dover.idf.il Bl ock HTTP Non Conpli ant Response out of state moni t or 1
184.105. 139. 116|Uhited Sates  [147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |dr op 1
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185.57.80. 147 |Ronani a 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 185. 57. 80. 147 B ock 128
109. 253. 221. 163|l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 54
178.137.17. 196 |krai ne 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwidf.il/nazi/ B ock 9
109. 253. 209. 84 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response CGode B ock 6
89. 139. 232. 217 |Israel 147.237.77. 176 [nat pash. i df . i | Mil tiple Unhauthorized URL Access from 89.139. 232. 217 B ock 3
199.30. 24.166 |Uhited Sates [147.237. 77. 216 |dover. i df .i | Distributed Lhauthori zed URL Access on waw idf.il/error. htm B ock 2
199. 30. 24. 241 |Uited Sates [147.237.77.216|dover. i df . il Distributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
176.13.16.235 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
89. 139. 232. 217 |lIsrael 147.237.77. 176 |mat pash. i df . i | Distributed PP Attenpt B ock 2
17.138.58. 91 Lhited Sates [147.237. 77. 216 |dover. i df . i | Unaut hori zed LRL Access to waw i df . il/appl e-app-site-associ ation B ock 2
157.55. 2. 154 Uhited Sates [147. 237. 77. 216 |dover . i df . i | D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 2
157. 55. 2. 156 Lhited Sates [147. 237. 77. 216 |dover. i df . i | Distributed Lhauthori zed URL Access on waw idf.il/error. htm B ock 2
89. 139. 232. 217 |Israel 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to v cogat . i df.il/aj ax/ updat estatus. php  |Bl ock 1
46.117.234.33 |Israel 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
173.32.146.39 |Canada 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to w i df.il/xmrpc. php B ock 1
123.126.113. 80 |Chi na 147.237. 72. 166 |aka. i df . i | %ﬁﬁﬂfﬁfﬁ:f& Protocol violation None 1
211. 34. 109. 207 gﬁ‘;ic of |147-237.77.216|dover i df il Lhaut hori zed URL Access to waw i df . il/894-en/i df gdover . aspx B ock 1
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf . il Dstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
185. 31. 32. 28 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to www | aw i df.il/xnmrpc. php B ock 1
157.55.39.198 |Uited Sates |147.237.0. 16 ;Tyl Ikosher- Kravi. id | i hori zed UL Access to i ny- kosher - kravi .i df i1/ B ock 1
Unknown Par anet er
109. 253. 147. 182|I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphiai n$TochenPl aceHbl der $ct | 13$ct | 01$ct | 03$chl Questi o [None 1
n$82 i n waw aka. i df.il/nmai n/ gi yus/ questi onnaire. aspx
59.152.202. 68 |Hong Kong |[147.237.72.166|aka.idf.il Uhaut hori zed Method HEAD for www aka. i df.il/mai n/ sachar/ B ock
123.126.113.80 |China 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock
60.58.178.50  |Uited Sates [147.237.0.15 |kosher-kravi.idf.i| [[hagforized W feess to e pper Bock |1
Unknown Par anet er
2.54.8.6 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphiai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$96 in ww aka.idf.il/nai n/giyus/ questionnaire. aspx
167. 114. 156. 198|Canada 147.237.76.42 |refuah.idf.il murt ;‘j;;egl ﬁ_ﬁ?iﬁ;;ﬁl%erco 1ol s/ header Upper B ock 1
66.249.64.234 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
203.133. 168. 203 gﬁa ic of 147.237.76.200 ei tan. aka. i df . i V\Lavl/(\zncce)imtna:aark?‘iatd?r. ill /ltgmnl at es/ sendt of ri end/ sendt of ri end. aspx None !
148. 251. 21. 227 |Ger many 147.237.77.216|dover. i df . il Unaut hori zed URL Access to www i df.il/english/news/jeninkilled stn B ock 1
185.57.80. 147 |Romani a 147.237.77.216|dover . i df . il Unaut hori zed URL Access to www i df .il/3201843258186756357. aspx |HB ock 1
167. 114. 156. 198|Canada 147.237.77.233|atal .idf . il m“;thsr_'iz‘:ﬂ Hi‘hgcgd‘jissetrgo 110l header Upper / B ock 1
Unknown Par anet er
109. 253.213. 32 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphiai n$TochenPl aceHbl der $ct | 13$ct | 01$ct | 03$chl Questi o [None 1
n$2 in ww aka. i df.il/nain/giyus/ questionnaire. aspx
66. 249. 69. 26 I srael 147.237.77.216|dover. i df .i | D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock
211.31.161.118 [Australia 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock
184. 105. 247. 195|Wni ted Sates |147. 237. 0. 16 :yl lkosher- Kravi.id |\, thori zed URL Access to 147, 237.0. 16/ B ock 1
Unknown Par anet er
46.117. 85. 63 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphiai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$120 in ww aka. i df.il/nai n/ gi yus/ questi onnai re. aspx
195. 154. 226. 90 |France 147.237.77.74 [lawidf.il II1egal HITP \ersion HITH B ock 1
173.32.146.39 |Canada 147.237.77.216|dover. i df . il PHP Att enpt B ock 1
211.31.161.118 |Australia 147.237.77.74 |lawidf.il Distributed Unauthorized LRL Access on www | aw i df.il/xnmrpc. php B ock 1
66. 249. 75. 20 I srael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
185. 31. 32. 28 147.237.77.74 |lawidf.il PHP Att enpt B ock 1

02-17-2016-06:04:02

to 02-17-2016-07:04:02




