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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
66. 249. 66. 127 | srael 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 8
192. 99. 194. 129 Canada 147.237.76. 44 e.refuah.idf.il Bl ock_Udp All _Nets drop 2
185. 130. 5. 224 147.237.76. 44 e.refuah.idf.il B ock Wp Al Nets drop 1
159. 122. 252. 41 Net her | ands 147.237.76. 42 refuah.idf.il Block Np All Net drop 1
185. 130. 5. 224 147.237.76. 147 chinuch. aka.idf.il|B ock Wdp Al Nets drop 1
185.94. 111. 1 147.237. 76. 34 yohal an.idf.il ock Wdp Al _Nets drop 1
185. 130. 5. 224 147.237.76. 200 eitan. aka. idf.il ock Wdp Al _Nets drop 1
185. 130. 5. 224 147.237.76. 30 hi nush. i df . i | Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |9te |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
190. 216. 146. 151 147.237.77. 216 Gile dover.idf.il ET SCAN Potential SSH Scan 1
190. 216. 146. 151 147.237.0. 33 Gile idf.il ET SCAN Potential SSH Scan 1
190. 216. 146. 151 147.237.0. 15 Gile kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
119. 93. 239. 21 147.237.72. 167 Fhi | i ppi nes i shuri maka.idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 193 147. 237. 76. 197 Net her | ands e hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 216. 146. 151 147.237.0. 35 Gile akaws. i df .i | ET SCAN Potential SSH Scan 1
190. 216. 146. 151 147.237.0. 17 Giile mny- kosher -kravi .i df .il ET SCAN Potential SSH Scan 1
119. 93. 239. 21 147.237.72. 217 Fhi | i ppi nes eidf.il ET SCAN Potential SSH Scan 1
119. 93. 239. 21 147.237.72. 14 Fhi | i ppi nes dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
75.147.243. 2 147.237.77. 243 Lhited Sates nobi |l e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signature
S ream ng Engi ne: TCP i i ssi
141.8.132.112  |Russian Federation |147.237.72. 166 |aka i of il mng Engine: 1 Invalid segnent retransmssion. | 36
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
176.13.11.210 |Israel 147.237.77. 243 |nobil e. i of . mng Engine: 1 Invalid segnent retransmssion. | 36
Inval i d Retransnission Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
94.77.196.82  |Saudi Arabia 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject
122.176. 139. 124|Indi a 147.237.77. 176 |nat pash.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect
41.33.232.66  |Egypt 147. 237.77. 216 |dover . i df . Bl ock HTTP Non Conpl i ant g::t;ed to hand e comnection | oo s
195.34.150.18 |Austria 147. 237.77. 216 |dover i df .| B ock HTTP Non Conpl i ant S:Jt;ed to handle comection 1 ooivor a4
136.243. 67. 234 |Ger nany 147.237.77.74 |lawidf il Bl ock HTTP Non Conpl i ant g::t;ed to handie connection opnitor  a
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
54.244.22.103 |United Sates 147.237.77. 176 |nat pash. i of . i | drop First packet isn't SN drop
Sreamng Engi ne: TCP i i ssi
157.55.39.236  |nited Sates 147.237.77. 243 |nobil e.i df .i mng tngine. 1 Invalid segnent retransmssion. |q 3
Inval i d Retransnission Packet dropped.
5.102. 254. 48 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |3
S ream ng Engi ne: TCP i i ssi
141.8.142.97  |Russian Federation |147.237.72. 166 |aka i of il mng Engine: 1 Invalid segnent retransmssion. | . 3
Inval id Retransm ssion Packet dropped.
149. 88.177.91 | srael 147.237.72. 167 |i shuri maka.i df .i | dr op Frst packet isn't SN drop
122.176. 139. 124|Indi a 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
S reaning Engi ne: TCP i i ssi
185. 120. 126. 73 147. 237, 72. 166 |aka i of . i mng tngine- Invalid segnent retransmssion. | 3
Inval id Retransm ssion Packet dropped.
S ream ng Engi ne: TCP i i ssi
109. 253. 216. 2051 st ael 147.237.72. 166 |aka. i of . i mng Engine: 1 Invalid segnent retransmssion. | . 3
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
130.193.50. 13  |Russian Federation |147.237.72. 166 |aka.idf. il mNng Engine: 1 Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dr opped.
St reanming Engi ne: TCP i i ssi
141.8.132.25  |Russian Federation |147.237.72. 166 |aka.idf.il mng tngihe. Invalid segnent retransmssion. | 3
Inval i d Retransmi ssi on Packet dropped.
Sreamng Engi ne: TCP i i ssi
130.193.51. 84 |Russian Federation |147.237.72. 166 |aka.idf.il mng tngine. 1 Invalid segnent retransmssion. |q ., 3
Inval i d Retransmission Packet dropped.
94.230.86.115 |lsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber nonitor |2
52.53.246.252 |Whited Sates 147. 237. 76. 198 |e. yohal an. i f .| Geo- | ocati on enf or cenent Sﬁ?olr‘c)gﬁ;'nfn  nbound drop 2
97.74.215.50  |Uhited Sates 147. 237. 77. 216 |dover i df i Bl ock HTTP Non Conpl i ant g‘;;ed to handie conection oo |2
122.176. 139. 124|Indi a 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST alert 2
52.53.250.80  |Uhited Sates 147. 237. 76. 198 |e. yohal an. i df .1 Geo- | ocati on enf or cenent gﬁ?olrggﬁ:nfn I nbound drop 2
108. 167.133.30 |Uited Sates 147, 237. 7. 216 |dover. i o . | Block HTTP Non Conpliant | ot toMende comeetion fronipor o
46. 43. 113. 47 (F;ajcis;i';'ja” Territoryy 47, 237. 77. 176 |nat pash. i of . i SYN At t ack SYN -> SYN-ACK -> Tineout |reject 2
192.185.4.108 |Uited Sates 147, 237.77. 216 |dover. i of . | Block HTTP Non Conpliant | ot toMende comeetion fronipor o
St reami ng Engi ne: TCP i i ssi
157.55.39.105 |lited Sates 147.237.72. 166 |aka. i df . i mng tngihe. Invalid segnent retransmssion. | 2
Inval i d Retransmissi on Packet dropped.
122.176. 139. 124|Indi a 147.237.77. 176 |nat pash.i df .il SYN Attack SYN -> SYN-ACK -> RST alert 2
50.18.94.121  |[Uhited Sates 147, 237.77. 216 |dover. i of . | Block HTTP Non Conpliant | ot toMende comeetion  fronipor o
69.167.168. 241 |Lhited Sates 147. 237. 77. 216 |dover i df . i Bl ock HTTP Non Conpl i ant g::t;ed to handie connection  Jpnitor |1
74.82.47.23 Lhited Sates 147.237.8.14 |e.orchot.idf.il Geo- | ocation enforcement  [C20;!ocation inbound drop 1
enf or cenent
184. 105. 247. 203|Wited Sates 147.237.0.16 inl"'kc’s“er'kra""'df' SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 195|Wnited Sates 147. 237. 76. 199 |e. nakchal . i f .1 Geo- | ocati on enf or cenent Sﬁ?o'rggﬁ;uo”  nbound drop 1
74.82.47.7 Lited Sates 147.237.76. 201 |e. atal .idf .il Geo-1 ocation enforcenment  |0! ocation inbound drop 1
enf or cenent
74.82.47.42 Lhited Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 232|Wited Sates 147.237.72. 217 |e.i of . Geo- 1 ocation enforcement  |C20;!ocation inbound drop 1
enf or cenent
137.175. 255. 12 |Canada 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 1
216.218.206. 70 |Lnited Sates 147.237.76. 177 |ncore.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.7 Lhited Sates 147.237.77.19 |lawforumidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.75 |[lhited Sates 147.237.77. 205 |prishaidf.i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 183|United Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
81.169. 237. 146 |Ger many 147.237.76. 177 |ncore.idf . il drop SAMrul e drop 1
149. 88.199.55  |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
137.175. 255. 12 |Canada 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber nonitor |1
216.218.206. 71 |Uited Sates 147.237.77.233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.7 Lhited Sates 147.237.77. 235 |svivaidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 119|Uhited Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122, 184|tited Sates 147.237.0.15 |kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

At acker

count ry Target Address |Site Sgnature Acti on ‘Count
185. 57. 80. 147 |Ronani a 147.237.77.216|dover.idf .il [Miltiple Unauthorized URL Access from 185.57. 80. 147 B ock 671
157.55.2.131 |Whited Sates |147.237.77.216|dover.idf .il |Dstributed Lhauthorized LR. Access on wawidf.il/error. htm B ock 2
157.55.2.153 |Lhited Sates [147.237.77.216|dover.idf.il |[Dstributed Uhauthorized LRL Access on wanidf.il/error. htm B ock 2
65.55.210. 126 |Whited Sates [147.237.77.216|dover.idf.il |DOstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
66. 249.69. 26 [lIsrael 147.237.77.216|dover.idf.i|l |Ostributed Lhauthorized URL Access on wawidf.il/error.htm B ock 2
68.180.230. 29 |Lhited Sates [147.237.77. 176 [mat pash. i df . i I|Paraneter Type Mol ati on PageNumin waw cogat . i df . i |/901- he/ cogat . aspx B ock 1
204.79.180. 105 |Lhited Sates [147.237.77.216|dover.idf.i|l |DOstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
101. 226. 33. 206 |Chi na 147.237.77.216|dover.idf.i|l |Ostributed Lhauthorized URL Access on wawidf.il/error.htm B ock 1
54.173.223.170 [Lhited Sates [147.237.77.216|dover.idf.i| |Suspicious Response Code B ock 1
68. 180.230. 224 |Lhited Sates [147.237.76.31 |nakchal . i df.i||Paraneter Type Mol ati on PageNumin ww nakhal .idf.il/1117-he/ nakhal . aspx |Bl ock 1
204.79.180. 118 |Lhited Sates [147.237.77.216|dover.idf.il| |Dstributed Unhauthorized URL Access on wawwidf.il/error. htm B ock 1
101. 226. 66. 175 |Chi na 147.237.77.216|dover.idf.i|l |Dstributed Unauthorized URL Access on waw idf.il/error.htm B ock 1
185. 57. 80. 147 |Ronani a 147.237.77.216|dover.idf .i| |[Drectory Traversal (In Qooki es/ Paraneters Val ue) B ock 1
Unknown Par arret er
79.176.224.66 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMvai n$TochenP! aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$72  |None 1
in aka.idf.il/nan/giyus/questionnaire. aspx
204.79.180. 195 [Lhited Sates [147.237.77.216|dover.idf.il |Dstributed Whauthorized URL Access on wwidf.il/error. htm B ock 1
112. 64.235. 91 |Chi na 147.237.77.216|dover.i df.i| |Dstributed Unauthorized URL Access on waw idf.il/error.htm B ock 1
185. 57. 80. 147 |Romani a 147.237.77.216|dover.idf.il |Mitiple Drectory Traversal - 3(+) from185.57.80.147 B ock 1
95. 32.68. 115 gzz:;'} on 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
148. 251. 21. 227 |Ger many 147.237.77.216|dover.idf.i|l |Miltiple Wauthorized URL Access from 148. 251. 21. 227 Bl ock 1
68.180.230.29 |Wited Sates [147.237.77.176|mat pash. i df . i I|Parameter Type Viol ati on PageNumin ww cogat .idf.il/1038-he/cogat.aspx  [B ock 1
95. 32. 68. 115 g;;:tr: on 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df.il/wp/ wp-1 ogin. php B ock 1
40.77.167.58 |Uhited Sates [147.237.72.166aka.idf.il Unknown Paranet er 136¢d360 i n www aka. i df . i |/ mai n/ hone/ def aul t . aspx None 1
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