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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
185. 130. 5. 224 147.237.76. 198 e.yohal an.idf.il B ock_ Wp Al _Nets drop 1
185. 130. 5. 224 147.237. 76. 39 nobi | e.nei tav.idf.il B ock_Wp Al _Nets dr op 1
115.230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
185. 130. 5. 224 147. 237.76. 86 navy. i df.il Bl ock Udp All Nets dr op 1
162. 248. 100. 195 Lhited Sates 147. 237.76. 177 ncore.idf.il Block Np Al Net drop 1
185. 130. 5. 224 147.237.76. 148 gacenter.aka. idf.il B ock Wp Al _Nets drop 1
185.94.111. 1 147.237.76. 31 nakchal . i df .i | Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Target Address ount ry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
194.63.140. 74 |147.237.76.86 |SSIaN navy. i df . i ET SCAN Potential SSH Scan 2
Federati on
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
194. 63, 140.74 |147. 237. 77. 179 |¥SST & e nazi.idf.il ET SCAN Potential SSH Scan 2
Federati on
69. 197. 145. 242 |147. 237.76. 34 |thited Sates yohal an. i df .| ET SCAN Potential SSH Scan 1
194. 63, 140. 74 |147. 237, 77. 121 |¥SST & e navy.idf.il ET SCAN Potential SSH Scan 1
Feder at i on
46.151.52. 161 |147.237.77. 235 |Wkrai ne svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
194. 63. 140. 74 |147. 237. 76. 197 gj;:t”l o e hi nush. i df . ET SCAN Potential SSH Scan 1
36.72.228.72 |147.237.0.34 |Indonesi a tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
194. 63. 140. 74 |147.237.0.200 |RSS'&n . i df i | ET SCAN Potential SSH Scan 1
Feder at i on
194. 63. 140. 74 [147.237.0. 19 23:;;} o nadi matal .idf.il ET SCAN Potential SSH Scan 1
194. 63. 140. 74 |147. 237. 77. 233 |SS' & atal .idf.il ET SCAN Potential SSH Scan 1
Feder at i on
185.72.179.1 |147.237.77. 234 hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
194. 63. 140. 74 |147. 237. 77. 205 233:; o prishaidf.il ET SCAN Potential SSH Scan 1
69. 197. 145. 242 |147. 237. 77. 205 |Lhited Sates prisha.idf.il ET SCAN Potential SSH Scan 1
194. 63. 140. 74 |147. 237.77. 178 ?éj:;;”i o e. nat pash. i df .| ET SCAN Potential SSH Scan 1
69. 197. 145. 242 |147. 237. 76. 197 |Lhited Sates e hinush.idf.il ET SCAN Potential SSH Scan 1
194. 63. 140. 74 |147. 237. 77. 170 23:;;} o n@ar achot . i df . i | ET SCAN Potential SSH Scan 1
69. 197. 145. 242 |147.237.0.35 |lhited Sates akavs. i df . i ET SCAN Potential SSH Scan 1
194. 63. 140. 74 |147. 237. 76. 200 XSS &1 eitan. aka idf.il ET SCAN Potential SSH Scan 1
Feder at i on
194. 63.140. 74 |147.237.76. 196 |8 " esvivaid.il ET SCAN Potential SSH Scan 1
Feder at i on
194. 63, 140.74 |147. 237. 72. 156 |¥SSI &1 anan. i df i ET SCAN Potential SSH Scan 1
Feder at i on
_ _ _ L ET SCAN Behavi oral Unusual |y fast Terminal Server Traffic,
212.116. 207. 66 |147.237.0.19 |Saudi Arabia nadi matal .idf.il ) _ 1
Potential Scan or |nfection
194. 63, 140.74 |147.237.0.34 |RSSIan ti kshuv. i df i ET SCAN Potential SSH Scan 1
Feder at i on
194, 63.140. 74 |147.237.77. 235 |8 & svivaidf.il ET SCAN Potential SSH Scan 1
Feder at i on
185.130. 5. 240 |147.237.77.179 e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
194. 63. 140. 74 |147.237.77. 227 ?éj:;;”i o e hanaz. i df il ET SCAN Potential SSH Scan 1
69. 197. 145. 242 |147. 237. 77. 226 |Uhited S ates wan chamat z. aka. i df.i | |ET SCAN Potential SSH Scan 1
69. 197. 145. 242 |147. 237. 77. 176 |Lhited Sates nat pash. i df .i | ET SCAN Potential SSH Scan 1
194. 63. 140. 74 |147.237.77. 176 233:; o nat pash. i df . i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Action

Russi an L Streaning Engine: TCP Invalid|invalid segrent retransmission.
141.8.132.112 | o0 147. 237.72. 166 |aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 90
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
reamng Engi ne: TCP Invali i i ssi
79.183.15.3 I sr ael 147.237.72. 166 |aka. i df . i Streaming Engi ne: TCP Inval i dinvalid segnent retransmssi on. drop 15
Ret r ansmi ssi on Packet dropped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 9
46. 19. 85. 100 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 6
46.117.28.172 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 100 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |6
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 6
87.71.27.16  [Israel 147.237.77. 234 |hal ag. i of . i | Bad TCP sequence S retransmt with different —fooq o |6
w ndow scal e
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 85. 100 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 85. 100 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
5.28.138.75 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
136. 243. 67. 234 |Ger many 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fai led to handl e connection data [nonitor |4
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |4
79.194.94.231  |Ger many 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
177.235. 124. 135|Brazil 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi
79.177.119. 162 | srael 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 207 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 3
Russi an C Streamng BEngine: TGP Invalid|invalid segnent retransnission.
178. 154. 189. 201 Federat i on 147.237.72.166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi
37.26.149.187 |israel 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
79.178.62.48  |israel 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 66. 116. 194 |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
Russi an . e Streamng BEngine: TGP Invalid|invalid segnent retransnission.
93. 158. 152. 201 Federat i on 147.237.0.34 |tikshuv.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
41.33.231.90 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 2
195. 154. 146. 225|France 147. 237.77. 216 |dover.idf.il drop SAMrul e drop 2
46. 19. 86. 133 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber moni tor |2
46.211. 4. 182 kr ai ne 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
108.167.133.30 |Wited Sates [147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor |2
37.26.149.139 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence aert 2
192.185.4.108 |Lhited Sates [147.237.77. 216 |dover.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |2
Sreanming Engine: TCP Invalid i i SSi
40.77.167.36  |Wited Sates |147.237.72.166 |aka.idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
46. 19. 86. 165 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |2
37.26.149.139 |lsrael 147.237.72. 166 |aka.i df .i | Bad TCP sequence nonitor |2
115. 230. 124. 164|Chi na 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
24.114. 65. 67 Canada 147. 237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.116. 49. 21 I srael 147. 237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
137.116.71. 170 |[Uhited Sates |147.237.77. 178 |e. mat pash.idf . Geo- | ocati on enf or cenent ﬁ?olr 222;;?” I nbound drop 1
123.125.71.79 |China 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber alert
37.26.149.139 |lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
93.172.51.127 |lIsrael 147.237.72. 156 |anan. i df .i| SYN At ack SYN -> SYN-ACK -> RST rej ect 1
195. 62. 53. 168 R‘F Sf:;”ion 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 186|Wnited Sates  [147.237.0.17 ;nlnly kosher-kravi.1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71. 116 [China 147. 237.77. 176 |mat pash. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |reject
123.125.71.71 |China 147. 237.77. 176 |mat pash. i df . i | Bad TCP sequence Invalid ACK nunber alert
37.26.148.172 [Israel 147.237.77. 226 ‘I’“'“'“Cha"atz' aka.idh- 1 pad TGP sequence Invalid ACK nurber aert 1
81.169. 237. 146 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1
123.125.71.79 |China 147. 237.77. 176 |mat pash. i df . i | Bad TCP sequence Invalid ACK nunber mnitor |1
5.22.135. 159 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
79.177.176.217 [Israel 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1




02-17-2016-01:06:37 to 02-17-2016-02:06:37

|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
80. 246. 136. 176 |l srael 147.237.0.19 |[nadi matal . i df . i |Suspici ous Response Code B ock 8
178. 137. 93. 235 |krai ne 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to ww i df.il/nazi/ B ock 6
79.176. 177. 250 |I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 79. 176. 177. 250 B ock 3
66.249.69.26 |[lsrael 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on www i df.il/error. htm B ock 2
66.249.69.26 |lIsrael 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 69. 26 B ock 2
79.176. 177. 250 |I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 2
66.249.81.212 |[Israel 147.237.77.216|dover.idf .l Ostributed Wauthorized LRL Access on waw idf.il/error.htm Bl ock 1
68. 180. 230. 224 |Lhited Sates [147.237.76.31 |nakchal .idf.il [Parameter Type Mol ati on PageNumin waw nakhal . i df . i|/1073-he/ nakhal . aspx |B ock 1
Unknown Par anet er
2.52.10.58 I srael 147.237.72. 166 |aka. i df .i | ct 1 00$ct | 00$cphMai n$TochenP! acetbl der $ct | 13$ct | 01$ct | 03$chbl Quest i on$7 in |None 1
aka.idf.il/nain/giyus/questionnai re. aspx

87.71.27.16  |Israel 147.237.77. 234|hal ag. i df . i | 1D4§t r2l3t7)Ut7(;d2;27?;222572?151%/&??? 1(.); . Bl ock 1
31.168.19.222 [Israel 147.237.77. 234|hal ag. i df .i | o ;gsugidzgl‘j‘fﬁg:sﬁiaﬁ osess f.’réi . Bock |1
66.249.69.32 |Israel 147.237. 77. 216 |dover . i df . i | e e e o/ adover . aspx Bock |1
66.249.64.56 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
180. 76.15.31 |China 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8915- he/ r ef uah. aspx B ock 1
66. 249, 78. 153 |Israel 147.237.72. 166 |aka. i df . i | m“;?;rii dzfe.?lﬁ fca;e;; rtvoperson ol et ance, &sp B ock 1
79.176. 177. 250 |I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/aj ax/ updat est at us. php B ock 1
66.249.66.36 |Israel 147.237.77.74 [lawidf.il I11egal Paraneter Encoding searchText in v lawidf.il/275-hel patzar.aspx  |None

207.46.13.113 |Lhited Sates [147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock
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