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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
54.72.73. 168 Irel and 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
107. 150. 60. 78 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 dr op 1
173. 208. 206. 203 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 drop 1
173. 208. 206. 204 Lhited Sates 147.237.0. 17 m ny- kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
107. 150. 60. 76 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
185.94.111. 1 147.237.76. 38 eeneitav.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

|Site

|S gnature

Devi ce Action ‘Count |

64.31.44.3 Lhited Sates 147.237.77.233 |atal.idf.il [5670: HITP. SQ Injection (SELECT) B ock 8
62.210. 90. 118 France 147.237. 76. 86 navy.idf.il [Cl06: HITP. najestic bot Bl ock 1
185. 130. 5. 214 147.237.77.216 |dover.idf.il |Cl96: HITP. B ock admn login to gov.il sites ?g=user B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 11
64.31.44.3 147.237.77.233|lhited Sates |atal.idf.il SQ Injection - Select Fom 10
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 69. 26 147.237.77.216|lhited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
218. 246.0. 97 147. 237. 76. 147 |Chi na chinuch. aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
187, 161, 225. 1801147, 237 72. 14 |hesxi co dover i df i1 (ol d) ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185.130. 5. 214  |147.237.77.216 dover.idf.il SERVER- WEBAPP admi n. php access 1
93.113.125.11  |147.237. 77. 227 |Ronani a e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
69.197. 145. 242 |[147.237.77.19 |wited Sates [lanforumidf.il |ET SCAN Potential SSH Scan 1
69.197. 145. 242 |147.237.0.200 [Lhited Sates |mu.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 240 |147.237.76. 38 eeneitav.id.il [ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.193 |147.237.8.28 |Netherlands e.mobi | e-ks.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
69.197. 145. 242 |[147.237.77.235|Wited Sates |[svivaidf.il ET SCAN Potential SSH Scan 1
69.197. 145. 242 |147.237.76. 148 |thited Sates |gacenter.aka.idf.i|ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.77.61 |China e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

Jte

Signature

Country

Russi an L S reaning Engine: TCP Invalid segnent retransmission.
141.8.132. 112 : 147. 237. 72. 166 |aka.i of .i ) o dro 36
Federation Inval i d Retransnission Packet dr opped. P
Streamng Engi ne: TCP Invalid segnent retransnission
46. 19. 86. 38 I srael 147.237. 77. 176 |nat pash. i of . i | ) . ' dro 33
pas Inval i d Retransm ssi on Packet dr opped. P
141. 0. 15. 230 Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
197.242.159. 42 |South Airica  [147.237.72.166 |aka.idf.il dr op SAMrul e drop 12
41.33.231.90 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data monitor |11
94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
S reamng Engi ne: TCP i i ssi
46.19.86.235  |israel 147. 237.72. 166 |aka. i of .11 mng thgl ne. 7 nval i d segnent retransmssi on. drop 6
Inval id Retransm ssion Packet dropped.
46.19.86.3 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19.86.3 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
188. 120. 154. 196 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
reamng BEngi ne: T i i ssi
109. 64.20.162 | srael 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Ivalid segnent retransnssion. drop 6
Inval i d Retransnission Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data mnitor |5
31.210. 187. 235 |[Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
46. 19. 85. 161 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |4
80.138.183.48 |Israel 147.237.0.19 |madimatal.idf.il  |Bad TCP sequence SINAK retransmt with different o, o g
W ndow scal e
Sreamng Engi ne: TCP ' i ssi
89.138.183.48 | srael 147. 237. 77. 243 |mobi l e, i of . i | mng engine. Inval i d segrent retransmssi on. drop 4
Inval id Retransm ssion Packet dropped.
46. 19. 85. 119 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf il Bl ock HTTP Non GConpliant |Failed to handle connection data noni t or
Sreamng Engi ne: TCP i i ssi
77.125.87.27  |israel 147. 237.72. 166 |aka. i of .11 mng thgl ne. 7 nval i d segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
reamng BEngi ne: T i i ssi
109. 65. 181,37 | srael 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Ivalid segnent retransnssion. drop 3
Inval i d Retransnission Packet dropped.
54.244.22.103 |lhited Sates [147.237.77.176 |natpash.idf.il drop First packet isn't SN drop 3
Sreamng Engi ne: TCP i
93.113.125.11 |Romani a 147. 237. 77. 170 |nsarachot . i df .| 9 =g TCP segrent out of maxi mum drop 3
Segnent Linit Enforcenent |[allowed sequence. Packet dropped.
Russi an S Streamng Engi ne: TCP Invalid segnent retransmssion.
5. 255. 253. 97 . 147.237.72. 166 |aka.idf.il . .. droj 3
Federati on Inval i d Retransnission Packet dr opped. P
Sreamng Engi ne: TCP i i sSi
79.181. 189. 146 |Israel 147.237.72. 166 |aka.i df . i1 mng tngine. 1 Invalid segent retransmssion. drop 3
Invalid Retransnission Packet dropped.
Russi an S Streamng Engi ne: TCP Invalid segnent retransmssion.
141.8.132. 104 . 147.237.72. 166 |aka.idf.il . .. droj 3
Federati on Inval i d Retransnission Packet dr opped. P
Sreamng Engi ne: TCP i i sSi
109. 253. 128. 141 |l srael 147.237.72. 166 |aka.i df . i1 mng tngine. 1 Invalid segent retransmssion. drop 3
Inval i d Retransnissi on Packet dropped.
Sreamng Engi ne: TCP ' i ssi
62. 219. 160. 222 | srael 147. 237.72. 166 |aka i of . i mng engine. Inval i d segrent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i sSi
79.182. 214. 186 |Israel 147.237.72. 166 |aka.i df . i1 mng tngine. 1 Invalid segent retransmssion. drop 3
Inval i d Retransnissi on Packet dropped.
Sreamng Engi ne: TCP ' i ssi
2.54.173.198  |Israel 147. 237.72. 166 |aka. i of .11 mng engine. Inval i d segrent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
46. 19. 86. 68 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
84.108. 99. 13 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engi ne: TCP i i ssi
79.180.59. 110 | srael 147. 237.72. 166 |aka. i of .11 mng thgl ne. 7 nval i d segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
reamng Engi ne: T i i ssi
37.142.68.154 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Ivalid segnent retransnssion. drop 3
Inval i d Retransnission Packet dropped.
212.76.127.10 |l srael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpliant |Failed to hand e connection data monitor |3
S reamng Engi ne: TCP i i sSi
46.19.86.136  |Israel 147.237.72. 166 |aka.i df . i mng tngine- 1 Invalid segnent retransmssion. drop 3
Invalid Retransnissi on Packet dropped.
Russi an S Streamng Engi ne: TCP Invalid segnent retransmssion.
130. 193.51. 84 . 147.237.72. 166 |aka.idf.il . .. droj 3
Federati on Inval i d Retransnission Packet dr opped. P
S reamng Engi ne: TCP i i sSi
79.181. 108. 165 |Israel 147.237.72. 166 |aka.i df . i mng tngine. 1 Invalid segent retransmssion. drop 3
Inval i d Retransnissi on Packet dropped.
idf |[Streamng Engi ne: TCP i
93.113.125.11 |Romani a 147. 237, 77. 226 | "W chamat z. aka. i df 9 =9 TCP segnent out of maxi mum drop 3
Ll Segnent Linit Enforcenent |[allowed sequence. Packet dropped.
212.76.127.219 |lsrael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpliant |Failed to handle connection data nonitor |3
S reanming Engi ne: TCP i i ssi
46.19.85.208  |Israel 147.237.72. 166 |aka.i df . i1 mng tngine. 1 Inval i d segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
79.181.182. 165 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Russi an L S reamng Engi ne: TCP Invalid segnent retransnission.
93. 158. 152. 34 : 147.237. 72. 166 |aka.i of .il . o dro 3
Federation I'nval i d Retransnissi on Packet dr opped. P
Sreamng Engi ne: TCP i i ssi
37.26.147.204 |israel 147. 237.72. 166 |aka. i of .11 mng Ethgl ne. 7 nval i d segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
85.130. 238. 4 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
136. 243. 67. 234 |Ger many 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |2
84.108. 99. 13 I 'srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST alert 2
46.19. 85. 161 I srael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 2
136. 243. 154. 95 |Ger many 147.237.77.74 [lawidf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |2
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94.230. 86. 247 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
89.138.183.48 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 60
84.108. 174. 136 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthorized URL Access from 84. 108. 174. 136 B ock 13
2. 54. 165. 202 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 8
217.132.47.233 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 217.132. 47. 233 B ock 5
84.108. 174. 136 |l srael 147.237.72. 166 |aka. i df . i | D stributed PHP Attenpt B ock 4
66. 249. 69. 26 I srael 147.237.77.216|dover.idf . il Ml tipl e Unaut horized URL Access from 66.249. 69. 26 B ock 4
84.108. 174. 136 |l srael 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 3
109. 253. 216. 199|1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 3
205.186.176.23 |lhited Sates |147.237.72.166aka.idf.i | Ml ti pl e Unaut hori zed URL Access from 205. 186. 176. 23 B ock 3
185. 32.179. 103 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
217.132.47.233 |Israel 147.237.72. 166 |aka. i df . i | D stributed PHP Attenpt B ock 3
185. 130. 5. 214 147.237.77.216|dover.idf . il Ml tipl e Unaut horized URL Access from 185. 130. 5. 214 B ock 2
190. 12. 51. 64 Ecuador 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from190.12.51.64 |B ock 2
142. 160. 241. 91 [Canada 147.237.77. 216 |dover . i df .i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 2
Unknown Par anet er
37.26.147.139 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehbl der $ct | 13%ct | 01%ct | 03$chl Quest [None 2
ion$117 in aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
109. 66. 178. 223 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03$chl Quest |[None 2
ion$l7 in ww aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
77.125.108. 204 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest [None 2
ion$45 in aka.idf.il/nain/giyus/questionnaire. aspx
185. 130. 5. 214 147.237.77.216|dover . i df .i | Mil tiple Admin Bl ocking from 185.130. 5. 214 Bl ock 2
199.30.25. 168 |Uhited Sates |147.237.77.216|dover.idf .l Dstributed Unaut hori zed URL Access on wawidf.il/error.htm B ock
Unknown Par anet er
77.125.108.204 |[Israel 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03$chl Quest |[None 1
ion$76 in aka.idf.il/nain/giyus/questionnaire. aspx
. . Unaut hori zed URL Access to
46. 19. 86. 57 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
_ m ny- kosher - kravi . i _
173. 208. 206. 204|lhited Sates |147.237.0.17 df il Unaut hori zed URL Access to waw 1916wh. coml B ock 1
Unknown Par anet er
2.54.26.9 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01$ct | 03%chl Quest [None 1
ion$82 in aka.idf.il/nain/giyus/questionnaire. aspx
93.113.125.11 |Romani a 147.237.77. 170 |n@aar achot . i df . i | Unaut hori zed URL Access to / B ock 1
207.46.13.161 |Lnited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock
68.180.228. 112 |[lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/daily_ B ock
Russi an . . Paraneter Type Molation | in
5. 44.169. 179 Federation 147.237.77. 216 [dover . i df . i | ww i df.i1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
217.132.47.233 [israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/aj ax/ updatestatus. php |B ock 1
Unknown Par anet er
87.69.105. 237 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest [None 1
ion$98 in wwv aka.idf.il/main/gi yus/ questi onnai re. aspx
Unknown Par anet er
79.179. 49.248 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01$ct | 03chl Quest [None 1
ion$88 in aka.idf.il/nain/giyus/questionnaire. aspx
’ - . Unhaut hori zed URL Access to
52.21.137.163 |Wited Sates [147.237.77.74 (lawidf.il vw mag, i of i1/ s p storagel i1 es/ 7/ 777. pof #page=153 B ock 1
_ www. chamat z. aka. i d .
93.113.125.11 |Romani a 147.237.77. 226 £l Uhaut hori zed URL Access to / B ock 1
Unknown Par anet er
2.54.62. 49 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acehbl der $ct | 13%ct | 01%ct | 03$chl Quest [None 1
ion$23 in aka.idf.il/nain/giyus/ questionnaire. aspx
84.108.174.136 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwu aka.idf.il/aj ax/ updatestatus. php |B ock 1
Unknown Par anet er
212.150.214.90 |[Israel 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13$ct | 01%ct | 03$chl Quest |[None 1
ion$23 in aka.idf.il/nain/giyus/questionnaire. aspx
185. 130. 5. 214 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wwuidf.il/adninistrator/ B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 |tited States |147.237.77.176|nat pash. i df . il Wi cogat i df i 1/1927- hel cogat . aspx B ock 1
141.212.122. 193|nited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
; . . Unhaut hori zed URL Access to
12.42.51. 27 Uited Sates [147.237.77.216|dover . i df .il vy i df . i | /tenpl at es/ t enpl at econt rol s/ generi c/ Bl ock !
205.186.176.23 |lLhited Sates |147.237.72.166aka.idf.i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
82.81.28. 229 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
66.102. 9. 91 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294-en/wan i df.il/english |B ock 1
185. 130. 5. 214 147.237.77.216|dover.idf . il Adnin Bl ocki ng B ock 1
96. 250. 215. 212 |lhited Sates [147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
. . D stributed Lhaut hori zed URL Access on
85. 65. 13. 39 | srael 147.237.77.234|hal ag. i df . i | 147,237, 77. 234] i rages/ shar ed/ bul | et 1. gi f Bl ock 1
Unknown Par anet er
212.150.214.90 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01$ct | 03$chl Quest |[None 1
ion$88 in aka.idf.il/main/giyus/questionnaire. aspx
] . . Paramet er Type M ol ati on PageNumin
68.180.230. 224 |lhited Sates [147.237.76.31 [nakchal .idf.il vaww nakhal i df . i 1/ 1073- he/ nakhal . asp B ock 1
89.138.183.48 [Israel 147.237.0.19 |madi matal .idf.il Mil tipl e Untraceabl e SSL Sessions from 89. 138. 183. 48 (Qpen Mde) |None 1
205.186.176.29 |lLhited Sates [147.237.72.166aka.idf.il Unaut hori zed URL Access to aka.idf.il/ol d/wp-admin/ B ock
185. 130. 5. 214 147.237.77.216|dover . i df . i | Dstributed PHP Attenpt B ock
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