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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

Count

104. 148. 100. 2 Lhited Sates 147.237.76. 34 yohal an.idf.il Bl ock_UWp Al _Nets drop 1
159. 122. 252. 41 Net her | ands 147.237.76. 196 e.sviva.idf.il B ock Np Al Net dr op 1
37.59. 28. 127 France 147.237. 76. 202 e halag.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

75.112.11. 74 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

177.185.192. 77 147.237.72. 166 Brazil aka.idf.il SQ Injection - Select From 12
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231. 90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
59. 46. 193. 114 147.237. 76. 176 Chi na test.ncore.idf.il GPL SCAN nmap TCP 2
66. 249. 66. 15 147.237.77. 243 Lited Sates nobi | e.i df .il ET SCAN NVAP -sA (2) 2
218.24.171. 223 147.237.76. 176 Chi na test.ncore.idf.il GPL SCAN nmap TCP 2
218.246.0. 97 147.237.77. 74 Chi na lawidf.il ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 240 147.237.72. 14 dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 240 147.237.77. 212 e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Target Addr ess ‘S te

‘Signature

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Ret ransm ssi on

Packet dropped.

109. 253. 208. 230|l srael 147.237.76. 200 |ei tan. aka.i df . i Ret 1 ansni ssi on Packet dr opped. drop 51
141. 8. 132. 112 :Zg::t”i o 147.237.72. 166 |aka. i df . ;; ?2?;2 sir;g(;r?e: TP Invalid ::gvcak]eitd dsregg::;. retransnissi on. drop 39
79.179.153. 209 I srael 147.237.77.233|atal .idf.il  |Bad TOP sequence mdﬁrizngt Wth different moni tor |30
195. 239. 16. 53 gcsj:;:ﬂ on 147.237.77.74 |lawidf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data noni t or 26
195. 239. 16. 40 :Zg::t”i on 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 26
77.125.151.45 [ srael 147.237.76.42 |refuahidf.il |Bad TOP sequence md:)itvrsa:;"zt Wth different monitor |23
41.33.231.90  |Egypt 147.237.77. 216 [dover.idf.il |drop SAMrul e drop 18
95. 86. 77. 89 I srael 147. 237, 76. 200 |ei tan ok i of || S2M NG ENGine: TCP Invalid - Jinvalid segnent retransnission drop 16
Ret r ansn ssi on Packet dr opped.
46. 19. 86. 131 I sr ael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 14
46.19.86.135 |Israel 147.237.77. 216 |dover.if i1 [Bad TCP sequence Sweaere reansm wehdifferent | onitor |12
46. 19. 85. 47 I sr ael 147.237.72. 166 |aka. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
85.130. 192. 8 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
85.130.192. 8 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 10
85.130. 192. 8 I sr ael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 10
2.52.132.79 I srael 147.237.77. 216 |dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 10
94.77.196. 82 Saudi Arabia 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 8
31.210. 186. 157 |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 86. 119 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
46.19. 85. 172 I srael 147.237.76.30 |nhimsh.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
109. 64. 39. 60 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
66.240.79.12  |Wited Sares  |147.237. 7. 234 |l ag icr.i1 |2 €@M NG Engine: TCP Invalid - invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
31.168.114.34 |Israel 147.237.76.30 |hinush.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
31.168.114.34 [Israel 147.237.76.30 |nimsh.idi.il [Bad TOP sequence Sweae e reansm wehdifferent | onitor |6
46.19. 85. 172 I 'srael 147.237.76.30 |himush.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 47 I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nvali d ACK nunber noni t or 6
212.76.127.219 |l srael 147.237.77. 176 |matpash.idf.i1 |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
46. 19. 86. 85 I 'srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 131 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nvali d ACK nunber noni t or 6
31.168.123.4  |Israel 14723772 166 |aka i i1 | €AM NG Engine: TP Invalid - Jinvalid segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
66. 249. 79. 9 Uited Sates  |147.237.77. 234fbalag it i1 || 2T NG Engine: TCP Ivalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
109. 64. 39. 60 | srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
2.52.132.79 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 5
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
2.52.132.79 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 5
31.210.187.112 [Israel 147.237.72. 166 |aka. i of . i | Bad TCP sequence I'nvali d ACK nunber noni t or 5
31.210.187. 167 |lIsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
2.52.131. 76 I sr ael 147.237.72. 166 |aka. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.121.136.131 [Israel 147.237.76.86 [navy.idf.il  [SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 5
2.52.132.79 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 5
46.19. 85. 172 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
188. 120. 153. 130|l srael 147.237.72. 156 |anan.idf .il dr op First packet isn't SN drop 4
212.76.127. 111 |l srael 147.237.77. 176 |matpash.idf.i1 |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
46.19. 85. 172 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
176.13.21.82  |israel 147. 23772, 166 |aka i1 | €AM NG Engine: TCP Invalid - Jinvalid segnent retransnission drop 3
Ret r ansnm ssi on Packet dropped.
31.210. 186. 151 |[Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 3
141.8.132.70 :3:::30” 147. 237.72. 166 |aka i df . i | ;{ ?Zr:sr;? Sz?gcl):e: T Invalid 'Pg‘éak];td dsrec?gsgg_ retransmssi on. drop 3
37.26.149.188 |Israel 147, 237.72. 166 |aka i of.11 | €M NG Engine: TP Invalid - finvalid segnent retransmssion drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
79.182.65.130 |lsrael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 51
37.26.146.199 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 43
46.19. 86. 34 I srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut horized URL Access from 46. 19. 86. 34 B ock 14
138. 162. 128. 52 gﬁ;ttg: 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 5
2.52.28.187 I srael 147.237.77.243|nobi [ e. i df . i | Ml tipl e Unaut horized URL Access from 2.52. 28. 187 B ock 4
waw, chamat z. aka. i |unaut hori zed URL Access to
95. 86. 109. 96 | srael 147.237.77. 226 of il wiw chanat z. aka. i df .i1/si p_storage/ fil es/ &/ B ock 3
84.108. 174. 136 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 84.108. 174. 136 B ock 3
37.26.146.180 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 208. 250! srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
95. 86. 109. 82 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/main/hone/ d B ock 2
199. 30. 24. 205 g];::: 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
. . . Unhaut hori zed URL Access to
2.52.28.187 | srael 147.237.77. 243 [nobi | e. i df . i nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1432 B ock 2
185. 32.179. 2 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock
84.108. 174. 136 |lsrael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock
80.246.130.42 |[Israel 147.237.77. 216 |dover . i df . i | D stributed Waut hori zed URL Access on waw i df.il/error.htm B ock
Unknown Par anet er
176.13.9. 251 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$23 in ww aka. i df.il/nai n/gi yus/ questionnai re. aspx
117.78.13.54 Chi na 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
; . Ill1egal Paraneter Encoding searchText in
66.249.66.39  |Israel 147.237.77.74 |lawidf.il v | aw i df . |/ 275- he/ pat zar . aspx None 1
Unknown Par anet er
46. 19. 85. 180 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$60 in ww aka. i df.il/nai n/giyus/ questionnaire. aspx
84.108.172.211 [israel 147.237.77.216|dover . i df .i | Mil tipl e Uhaut horized URL Access from 84.108. 172. 211 B ock 1
Unknown Par anet er
149. 78. 90. 34 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$83 i n wwn aka. i df .il/nai n/gi yus/ questionnaire. aspx
Unknown Par anet er
79.178.188.194 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphiai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$76 in wwy aka. i df.il/nai n/gi yus/ questionnaire. aspx
Unknown Par anet er
46.116. 140. 238 [l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$96 in wwv aka. i df.il/nai n/gi yus/ questionnaire. aspx
Unknown Par anet er
109. 253. 206. 196! srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$7 in ww aka.idf.il/nain/gi yus/ questionnaire. aspx
84.228.218.248 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
Unknown Par anet er
80. 246. 136. 117 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$35 in aka.idf.il/nain/giyus/ questionnaire. aspx
180. 76. 15. 14 Ghi na 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/robots. txt B ock 1
. . Unhaut hori zed URL Access to
66. 249. 69. 26 I srael 147.237.77. 216 |dover . i df . i | ww i cf i |/t enpl at es/ t enpl at econt rol s/ gener ¢/ B ock 1
wwnv. chamat z. aka. i . .
95. 86. 109. 96 | srael 147.237.77. 226 df il Ml tipl e Uhaut hori zed URL Access from 95. 86. 109. 96 Bl ock 1
207. 46. 13. 25 g];::: 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
84.108.172.211 |[lIsrael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to www i df . il/aj ax/ updat est at us. php B ock 1
79.179.153. 209 |[israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
Unknown Par anet er
149. 78. 90. 34 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMii n$TochenPl acehol der $ct | 13$ct | 01%ct | 03$chl Questio |None 1
n$96 in wwu aka. i df.il/nai n/giyus/ questionnaire. aspx
Unknown Par anet er
46.121.113.122 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPt acekol der $ct | 13$ct | 01$ct | 03%chbl Questi o [None 1
n$78 in wwu aka. i df.il/mai n/ gi yus/ questi onnaire. aspx
Unknown Par anet er
109. 253. 206. 196l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$71 in wwn aka. i df .il/nai n/gi yus/ questionnaire. aspx
Unknown Par anet er
85. 65.233.233 |lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$100 in aka.idf.il/nai n/ gi yus/ questi onnai re. aspx
Unknown Par anet er
2.52.38.230 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$83 in wwv aka. i df.il/nai n/gi yus/ questionnai re. aspx
Unknown Par anet er
82.166.20.236 |lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$117 in ww aka.idf.il/nai n/gi yus/ questi onnaire. aspx
180. 76. 15. 29 Chi na 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 1073- he/ nakhal . aspx B ock 1
138. 162. 128. 53 LSthlatt:sd 147.237.77. 216 |dover.idf.il D stributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
66. 249. 69. 32 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147. 237. 77. 216/ 1065- he/ dover . aspx B ock 1
46.19. 86. 34 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to waw nakhal . i df . i|/1115- he/ nakhal . asp B ock 1
Unknown Par anet er
212.179. 243. 185|l srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphiai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$75 in aka.idf.il/nai n/ gi yus/ questionnaire. aspx
79. 180. 63. 10 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mode None 1
157. 55. 39. 172 g‘;ttee: 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
62.210.181.15 |France 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wwyidf.il/1283-13885-en B ock 1
Unknown Par anet er
109. 253. 206. 196! srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$74 in ww aka. i df.il/nain/giyus/ questionnai re. aspx
89. 100. 153. 204 |[Irel and 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wanidf.il/en B ock 1
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84.108. 126. 3 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekol der $ct | 13$ct | 01$ct | 03%chbl Questi o [None
n$85 in wwu aka. i df.il/mai n/ gi yus/ questi onnaire. aspx
144.76.71. 83 Ger many 147.237.77. 216 |dover. i df .i | Lhaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp B ock
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