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02-16-2016-22:04:04 to 02-16-2016-23:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Signature

Device Action |Count |

37.26.148. 176 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Q i forward 138
109. 67. 135. 206 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 6
104. 148. 100. 2 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ock Wp Al Nets drop 1
185. 130. 5. 224 147.237.76. 147 chinuch.aka.idf.il |Block Wdp All Nets drop 1
5.104. 175. 188 Bul gari a 147.237. 76. 86 navy.idf.il B ock Np Al Net drop 1
185. 130. 5. 224 147.237.76. 198 e.yohal an.idf.il ock Wp Al _Nets drop 1
173. 208. 206. 205 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl drop 1
64.110. 129. 208 147.237.76. 30 hi nush. i df . i | B ock Np Al Net drop 1
185. 130. 5. 224 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1




02-16-2016-22:04:04 to 02-16-2016-23:04:04

|Top Attackers In IPS|

Attacker Address ‘Attacker Qunt ry Target Address ‘Site |Sgnat ure Devi ce Action |Oount
188. 165. 15. 90 France 147.237.0. 34 tikshuv.idf.il 228: HITP. AhrefBot craw er B ock 1
188. 165. 15. 196 France 147.237.76. 30 hi nush.idf.il (28: HITP. ArefBot craw er B ock 1




02-16-2016-22:04:04 to 02-16-2016-23:04:04

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
188. 234. 229. 175|147. 237. 77. 216 ?ézz;;”im dover.idf.il SERVER- WEBAPP backup access 3
211.215.19. 235 |147.237.8. 46 Okfrea’ RepubliC o chinuch.idf.il |ET SCAN Potential SSH Scan 1
211.215.19. 235 [147.237.8.28 ok‘f’rea Republic |0\ onif eks.iof i |ET SCAN Potential SSH Scan 1
211.215.19. 235 |147.237.8. 14 Okfrea’ Republic o orchot.idf.il  |ET SCAN Potential SSH Scan 1
185.130.5.240 |147.237.72.166 aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
183.82.106. 200 |147.237.76.31 |India nakchal .i df il ET SCAN NVAP -sS wi ndow 2048 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
118. 173. 139. 180|147. 237. 76. 30 |Thai | and hi nush. i df . i | . 1
Potential Scan or Brute Force

80. 90. 88. 235 147.237.0.33 |Abania idf.il ET SCAN Potential SSH Scan

211.215. 19. 235 |147.237.8.50 Okfrea’ Republic o tikshuv.icf.il |ET SCAN Potential SSH Scan

211.215.19. 235 [147.237.8. 45 ok‘f’rea Republic |o itanidf.il  |ET SCAN Potential SSH Scan 1
211.215. 19. 235 |147.237.8. 24 Okfrea’ Republic o |itestyleidf.il|ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.77. 121 |thited Sates e.navy.idf.il ET DRCP Bshiel d B ock Listed Source 1
183.82.106. 200 |147.237.76.31 |india nakchal .i df il ET SCAN NVAP -sS wi ndow 3072 1
183.82.106. 200 |147.237.76.31 |india nakchal .idf.il ET SCAN NVAP -f -sS 1
80. 90. 88. 235 147.237.0.34 |Abania tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature Action ‘Count
reamn ine: TCP Invali i i Ssi
77.127.101. 253 |Israel 147. 237, 76. 200 |ei tan. aka. i of. | | S N9 Engi ne: TCP alid  |invalid segnent retransnission drop 45
Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
Russi an L Sreaning Engine: TCP Invalid Invalid segnent retransmssion.
141.8.132. 112 erati on 147.237.72. 166 |aka. i df .i | Ret r ansmi ssi on Packet  dr opped. drop 33
77.127.197. 4 | srael 147.237. 72. 156 |anan. i df . i | dr op Frst packet isn't SN drop 28
188. 234. 229. 175 RJF Sﬁ::ﬂ on 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 26
Sreamng Engine: TCP Invalid i i ssi
77.127.209. 155 |israel 147. 237. 72. 166 |aka. i o . i 9 =g nval i d segnent retransmssi on. drop 24
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
46.97.152.36  |Ronania 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 15
Ret ransni ssi on Packet dr opped.
50.18.94.121  |nited Sates  [147.237.77.216|dover.idf.il |Bl ock HTTP Non Conpl i ant Feiled to handl e connection data noni t or 14
79.177.133. 203 |Israel 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 13
reaming BEngine: TCP Invali i i ssi
85.130.244.74 |israel 147, 237.72. 156 |avan. 1o 11| €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
82.81.71.67  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
38.106.172. 130 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi
79.182.218.60 | srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 9
reamn ine: TCP Invali i i Ssi
79.178.185.62 |Israel 147, 237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 90 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
reanming BEngine: TCP Invali i i ssi
79.177.58.240 | srael 147.237.72. 166 |aka i 11 | €AMNg Engine: TCP Invalid —Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
149. 88.92. 78 | srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaming Engine: TGP Invalid i i sSi
81.218.170.8  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransnmi ssi on Packet dr opped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreaming Engine: TGP Invalid i i sSi
79.183.166.53 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 90 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber alert 6
37.46.41.19 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 5
37.40. 1. 247 Ooman 147.237.77. 216 |dover.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 5
46.19. 85. 105 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
2.54.58. 255 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
170.74.231.70 |Wited Sates  |147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
5.102.254.119 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 5
2.54.161.10 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
188. 120. 148. 167|I srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54. 165. 149 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
46.19. 85. 184 I srael 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TGP Invalid i i sSi
157.55.12.84  |wited Sates  |147.237.76. 200 |eitan aka.idf . i 9 =g Invalid segent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
46.19. 85. 220 | srael 147.237.72. 156 |anan. i df . il Bad TCP sequence Inval id ACK nunber noni t or
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
Sreanming Engine: TGP Invalid i i ssi
79.183.209. 150 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 197. 96 |Israel 147.237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
reanming BEngine: TCP Invali i i sSi
176.13.6.122 [ srael 147.237.72. 166 |aka i 11 | €AMNg Engine: TCP Invalid —Jinvalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.250  |israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.180. 228. 101 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 124. 117 |Israel 147. 237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
46.19. 85. 31 I srael 147.237.72.166 |aka i of il  |Bad TOP sequence SINWAK retransmt with different Joooiior |3
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
109.66.122.6  |Israel 147. 237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
189.245.0.231  |Mexi co 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 3
Russi an C Streamng Engine: TCP Invalid Invalid segnent retransmssion.
141.8.142. 34 Federat i on 147.237.72. 166 |aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaming Engine: TGP Invalid i i sSi
109. 64.196.91 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.225 | srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
2.54.161.10 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 3
37.26.147. 219 | srael 147.237. 72. 156 |anan.i df .il dr op Frst packet isn't SN drop 3
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A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature

Streamng Engine: TCP Invalid Invalid segnent retransnission,

79.177.63. 43 I srael 147.237.72. 166 |aka. i df . i | .
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
87.69. 33. 189 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 174
87. 69. 33. 189 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 85
46.19. 85. 64 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 44
87.69. 33. 189 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 15
. . . Too Many of the Sane Response Gode (404) in Session from
188. 120. 152. 152|l srael 147.237.0.34 |tikshuv.idf.il 188. 120. 152. 152 Bl ock 13
87.69. 33. 189 | srael 147. 237. 0. 19 madi matal i df. i Fhrgneter Type \A ol at ion ct1 00$Cont ent A acetbl der 1$t xt F rst Nane i n B ock 12
nmadi matal .idf.il/nobil e/ 1088- he/ ner et z. aspx
176. 13. 15. 90 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
131.253. 25. 237 |Uhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wan idf.il/error. htm B ock 6
5.29.172. 141 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
66.249.81.215 |[Israel 147.237.77.216|dover . i df . il Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 5
66.249.81.212 |[Israel 147.237.77. 216 |dover.idf .l D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 4
66.249.81.218 |[lIsrael 147.237.77.216|dover. i df . il D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 3
109. 253. 208. 53 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80.246.136.83 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.120.196.69 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
213. 8. 204. 22 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
66. 249. 93. 35 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i/ mai n/ gi yus/ ki osk/ ki osk B ock 2
5.29. 92. 240 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Met hod for Known URL from 5. 29.92. 240 B ock 2
. . Unhaut hori zed URL Access to
185.120.126. 195 147.237.77. 216 [dover . i df . i | wan i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/ Bl ock 2
85. 250. 211. 172 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
46. 19. 85. 57 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Protocol violation (SSLGONN QI ENT_ HALLO None 2
72.9.148. 10 Lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.i|/994-8613- he/ navy. aspx. aspx |Bl ock 2
199. 30. 24. 5 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wawn idf.il/error. htm B ock 2
Unknown Par arret er
84.109. 73. 39 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphvai n$TochenP! aceHol der $ct | 13%ct | 01$ct | 03%chl Quest i on$10 |None 2
2 in aka.idf.il/nain/giyus/questionnaire. aspx
Mal formed URL ON[[#21] ] oACA¥x? A€
. . o[ [#12] 1 [ [#18]] A f A2x2 O>nA89[ & O A€ [ #7] ] (2 9sAZpacaE nc O [[#3]] A™
109. 65. 204. 198 |l srael 147.237.72. 156 |anan. i df . i | [[#0]] ~[ [ #26] |, AE'AET™AVCS 1| AvoCE A h- 4E™ Bl ock 1
nl [[#20]] cx2 Avbnat A ' { A?[ [ #15] ] 2wsx¢AcAVAY[ [ #7] 1 AT( AY/
Unknown Par arret er
77.125. 4. 201 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphvai n$TochenP! aceHol der $ct | 13%ct | 01$ct | 03%chl Quest i on$35 |None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par arret er
5.29.92. 240 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$23 |None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
94.159. 197. 6 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 64. 180 I srael 147.237.0.34 |tikshuv.idf.j| [Fauthorized UR Access to . Bock |1
wan ti kshuv. i df.il/tenpl at es/ news/ news. i n. aspx
46. 31. 103. 30 I srael 147.237.77.233|atal .idf.il PHP Attenpt B ock 1
131.253.36.205 |lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock
84.228.111.97 |lsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to www nakhal . idf.il/aj ax/ updat est at us. php B ock
Unhaut hori zed URL Access to
37. 60. 40. 233 I srael 147.237.76.42 |refuah.idf.il ww ref ua. atal . i df . il/1216- hef r ef uah. aspx&a=u&ved=0ahukew i ochOl f 3ka |Bl ock 1
hvgp5okhzkxbf wgf ggj mag&usg=af gj cnhccc- ahasmr bzxvn7r -1 vl 5dx_w
Unknown Par anet er
109. 67.9. 44 | srael 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! acetbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$23 |[None 1
in ww aka.idf.il/nain/giyus/questionnaire.aspx
] . . . Unaut hori zed URL Access to
207.46.13. 85 Uited Sates |147.237.0.34 |ti kshuv.idf.il wwn ti kshuv. i df . i |/ nodul es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
Unknown Par arret er
2.54.130. 70 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHol der $ct | 13%ct | 01$ct | 03%chl Quest i on$11 |None 1
6 in ww aka.idf.il/nain/giyus/questionnaire. aspx
109. 65. 204. 198 |l srael 147.237.72. 156 |anman. i df . i | Illegal Byte Gode Character in Header \al ue B ock 1
84.111.244.77 |Israel 147.237.77.233|atal .i df.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
46. 31.103. 30 | srael 147.237.77.216|dover. i df . il Dstributed PHP At tenpt B ock 1
NULL Character in URL O [#21]] oAtA%ic &€
. . o[ [#12] 1 [ [#18] ] A f A2x2 O>nA89[ & O A€ [ #7] ] (2 9sAZpacaE nc O [[#3]] A™
109. 65. 204. 198 |l srael 147.237.72. 156 |anan. i df . i | [[#0]] ~[ [ #26] | , AE'AET™AVCS 1| AoCE A h- 4E™ Bl ock 1
nl [[#20]] cx2 Avbnat A ' { A?[ [ #15] ] 2wsx¢AcAVAY[ [ #7] 1 AT( AY/
Unknown Par arret er
79.176.64.126 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHol der $ct | 13%ct | 01$ct | 03%chl Quest i on$27 |None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
109. 11. 185.84 |France 147.237.77.216|dover . i df . il Dstributed PHP Attenpt B ock 1
66. 249. 66. 36 I srael 147.237.77.74 [lawidf.il Il1egal Paraneter Encodi ng searchText in wwlawidf.il/275- hel patzar.aspx |None
188. 234. 229. 175 R‘SIS:;”i o 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 188. 234. 229. 175 Bock |1
46.31. 103. 30 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to wwwu atal .idf.il/aj ax/ updat est at us. php B ock 1
139.162.10.19 |Netherlands [147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to refua. atal .idf.il/wp/wo-admin/ B ock 1
85. 64. 67. 237 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for www aka. idf.il/main/giyus/ Bl ock 1
37.239.0. 125 Irag 147.237.77. 216 |dover.idf .l Distributed Whaut horized URL Access on waw idf.il/error. htm B ock 1
Unknown Par anet er
109. 67. 9. 44 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chl Questi on$3  [None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
84.108.174.55 |lsrael 147.237.76.42 |refuah.idf.il Mil ti pl e Wnaut hori zed URL Access from 84.108. 174.55 B ock 1
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