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02-16-2016-21:04:07 to 02-16-2016-22:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site
66. 249. 81. 202

|Signature |Device Action |Count|
| srael 147.237.0. 34 tikshuv.idf.il |TQP handshake viol ation, first packet not syn drop 17
37.59. 28. 127 France 147.237.76. 44 e.refuah.idf.il|Block Np Al _Net dr op 1
173. 208. 206. 203 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1




02-16-2016-21:04:07 to 02-16-2016-22:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Slgnalure Devi ce Action |Oount
106. 120. 173. 102 Chi na 147.237.76. 42 refuah.idf.il [CL03: HITP. User Agent Sogou+web+spi der B ock 1
144.76. 8. 132 Ger nany 147.237.77. 216 dover.idf.il |Cl06: HITP. najestic bot B ock 1




02-16-2016-21:04:07 to 02-16-2016-22:04:07

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
185.130.5.179  [147.237.76. 200 eitan aka.idf.il ET SCAN Potential SSH Scan 1
157. 55. 39. 72 147.237.0.34 |thited Sates  |tikshuv.idf.il SERVER || S asp-dot attenpt 1
94.159. 159. 133 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
50.204.188. 142 |147.237.76. 147 |Wited Sates  |chi nuch. aka.idf .il ET SCAN NVAP -sS w ndow 3072 1
46.117.83.198 [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
5.29.121. 140 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
218.57.11.7 147.237.0.16 |China ny-kosher-kravi .idf.il [ET SCAN Potential SSH Scan 1
192. 114. 105. 254|147. 237. 77. 170 |I srael nar achot . i df . i | ET DCB Large anount of TGP ZeroWndow - Possible Ndller2 1
DDos attack
185.130.5.179  |147.237.76. 86 navy. i df.il ET SCAN Potential SSH Scan 1
149. 78. 54. 92 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
50. 204. 188. 142 |147.237.76. 147 |Lhited Sates  [chi nuch. aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
46.117.130.252 |(147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 160 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
2.54.27.197 147.237.77. 233 |I srael atal.idf.il ET DCB Large anount of TGP ZeroWndow - Possible Ndller2 1
DDos attack
218.57.11.7 147.237. 77. 216 |Chi na dover . idf.il ET SCAN Potential SSH Scan 1




02-16-2016-21:04:07 to 02-16-2016-22:04:07

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |[Ste Signature
Sreamng Engine: TCP Invalid i i SSi

2.54.132. 66 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nvalid segnent retransmssi on. drop 129
Ret ransni ssi on Packet dropped.

87.79.69. 115 Ger many 147.237.77. 233 |atal .idf.il dr op First packet isn't SYN drop 87

87.79.69.115  [Gernany 147.237.77. 233 atal i df .| Bad TCP sequence S retransmt wth different monitor |36

w ndow scal e

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
Sreaming Engine: TGP Invalid i i ssi

2.52. 35,225 I srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 24
Ret ransmi ssi on Packet dropped.

87.79.69. 115 Ger many 147.237.77. 233 |atal .idf.il drop drop 23

87.79. 69. 115 Ger many 147.237.77.233 |atal .idf.il Bad TCP sequence noni t or 21
Sreanming Engine: TCP Invalid i i Ssi

166.137.242.34 |lhited Sates  |147.237.77. 216 |dover.idf. il 9 =g nvalid segnent retransmssi on. drop 16
Ret ransmi ssi on Packet dropped.

Russi an o Streaming Engine: TCP Invalid Invalid segnent retransmssion.

141.8.132. 112 Federat i on 147.237.72. 166 |aka.idf . il Ret 1 ansni ssi on Packet dr opped. drop 15
reanming BEngine: TCP Invali i i ssi
213.8.240.179 | srael 147. 237.76. 200 [ei tan aka i o1 | SAM NG ENgine: TCP Invalid invalid segnent retransmissi on, drop 15
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.148.221 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. -y 12
Ret ransni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
85.64.50.191  |israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid  invalid segnent retransmission drop 12
Ret ransmi ssi on Packet dropped.
72.9.148.10 Lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop 11
2.54.131.59 I srael 147. 237. 72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 11
reamn ine: TCP Invali i i ssi
37.26.149.173 |israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 9
Ret ransni ssi on Packet dropped.
185. 120. 126. 106 147.237.77. 176 |matpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect
87.79. 69. 115 Ger many 147.237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect
8.37.227.81 g”;(’;ymus 147. 237. 77. 216 |dover. i of .| Bl ock HTTP Non Conpl i ant Response out of state monitor 8
87.69.149. 142 I srael 147.237.76.42 |refuahicf.il  |Bad TOP sequence SN retransmt wth different monitor (8
w ndow scal e
. . SYNretransmt wth different .
94. 159. 147. 232 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 7
185. 32.179. 148 |l srael 147.237. 72. 166 |aka. i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i SSi
109.253.202.9  |Israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
46.19.85. 1 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 6
46.19. 85. 152 I srael 147.237. 77. 216 [dover.i df il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 200 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 6
46. 19. 85. 152 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 6
46. 19. 85. 200 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid ' i ssi
176.13.9.101  [Israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
2.54.62. 36 I srael 147. 237. 72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
2.54.169. 253 I srael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
138.134.102. 15 |l srael 147.237. 72. 167 |i shuri maka. i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 117. 142.72 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 5
46.19.85. 1 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 5
46.19.85. 1 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
77.127.224.171 |israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SINGAQK retransmt with different Joositor |4
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
95.86.103.224 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  [nonitor
37.46.39.5 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
2.52.163.7 I srael 147.237. 72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i SSi
109. 186. 171. 246l srael 147.237.77. 243 |nobi l e.i df .| 9 =g nvalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.44.129.35  |Israel 147.237. 77. 243 |robi 1 e. i df . i | 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
77.127.224. 171 |lsrael 147.237.72. 166 |aka.idf .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreanming Engine: TGP Invalid i i ssi
79.181.98.240 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Anonynous . . . .
8.37.227.68 Pr oxy 147.237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Response out of state nonitor |3
109. 253. 136. 66 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
193. 43. 245. 250 |l srael 147.237.77. 170 |maarachot . i df .il |dr op Frst packet isn't SN drop
Sreaming Engine: TCP Invalid i i ssi

5.22.129.229  |israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi

81.218. 153. 113 |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.




02-16-2016-21:04:07 to 02-16-2016-22:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.12.209 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 216
176. 13. 15. 90 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 167
176.13.12. 209 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 139
176. 13. 15. 90 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 107
109. 253. 145. 105|1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 81
87.69. 33. 189 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 66
109. 253. 195. 79 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 36
176. 13. 15. 90 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (403) B ock 36
109. 65. 7. 221 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 109. 65. 7. 221 B ock 13
5. 28. 186. 167 | srael 147.237.0.19 |madimatal .idf.il Mil tipl e Unhaut hori zed URL Access from5. 28. 186. 167 B ock
109. 65. 7. 221 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock
82.81.15.5 I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock
5.228.178. 77 :Zg::t”i on 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 6
5.228.178.77 gs::;”i on 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access fromb5. 228.178. 77 Bl ock 5
79.176. 149. 120 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Waut hori zed URL Access from 79. 176. 149. 120 B ock 5
46. 19. 86. 216 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex B ock 5
5. 28. 186. 167 I srael 147.237.0.19 |madimatal .idf.il Ostributed PHP At tenpt B ock 4
2.54.12.123 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13.2. 211 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
79.176.149.120 |[israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 3
31.168. 14. 82 | srael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 3
178.137.17.196 |kraine 147.237.77. 216 |dover.i df . i | Uhaut hori zed LRL Access to wawidf.il/nazi/ B ock 3
46.19. 85. 170 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
199.30.25.156 |[Uhited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 2
185. 26. 122. 212 gz::;nion 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in vwwtikshuv.idf.il/site/general.aspx |B ock 2
66. 249. 69. 26 I srael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on wwww i df.il/error.htm B ock 2
213.57.226. 144 | srael 147.237.0.19 |madimatal .idf.il Ed?zqe:;l T%%?.Yl?lﬁ)t;;nhétrlreoz?h;sgiﬁ acerbl der 19txtdty in Bock |2
109. 253. 145. 1051 srael 147.237.0.19 |nadimatal .idf.il E:L?’;e;f;l T‘i’z?_\iAI‘;'g;ﬁlf;égg”;::‘;iéz&' der 18txthebi e in Bock |2
5. 28. 186. 167 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
149.78.253.30 |Israel 147.237.0.19 |nmadimatal .idf.il D stributed Suspicious Response Code B ock
77.127.174. 249 | srael 147.237.77. 216 |dover . i df . i | yf'otli :t'ieo?t(rgf%&ﬁifyﬁfg_ﬁg;g%‘%? (Prot ocol None |2

Unknown Par anet er
84.228.6.2 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chbl Questi o [None 2

n$71 in ww aka. i df.il/nai n/giyus/ questionnaire. aspx
66.249.81.218 |[lIsrael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on wwww i df.il/error.htm B ock
199.30.25.136 |lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wwww i df.il/error.htm B ock
109, 253. 136, 182I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgﬁr&%‘f?/ tz_eggrcy?tses;rp;;esll <t ehi | ddoounent </ 1451 Bock |2
94. 159. 147. 232 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
77.127.174. 249 |lsrael 147.237.77.216|dover.i df . i | Mil tiple Malformed URL from 77.127. 174. 249 Bl ock 1
77.127.174. 249 |Israel 147.237.77. 216 |dover.i df . i | I1legal HITP \ersion B ock 1

Unknown Par anet er
79.179. 6. 122 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl acetbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1

n$72 in wuv aka. i df.il/nai n/gi yus/ questionnai re. aspx

NULL Character in Method [[#2]] Ai/A<[[#25]]5€ﬁ~© [ .['#%5]]Y(‘A’?AA)‘A

[[#30] ] Af[[#2]][[#25] ] ~9ATAceAtAZV [ #25] ] A%oA AVcAe[[#31]]A A
77.127.174.249 |israel 147.237.77. 216 |dover.i df .i | gs}&sAZA—AmgA- _[[#4]] A»A2« KASA- F[ [ #6] ] AARTL[[#23]] [ At Bl ock 1

A [[#26]1 21 [#29]] [ [#17]] S(AL3A° MK A [ [ #2] ] IAGAR[ [#21] ] Pe

Ya4h) [ [ #24] ] JAA® t ?Ace+A” gA» AEAA¥ASAEA-

AR [ [ #26] 1 [ [ #1411 AVAZ[ [ #0]1 A [ [ [ #26]1 A } A- 4AA. ..

Unknown Par anet er
87. 69. 49. 142 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl acetHbl der $ct | 38%ct | 01$ct | 03$chl Questi o [None 1

n$l in ww aka. i df.il/nai n/giyus/ questi onnai re. aspx
77.127.174. 249 |israel 147.237.77. 216 |dover . i df . i | §‘J7I.t:||.2p|7,e1|7l4l.e§219 Byte (e Character in Feader hane from Bock |1
195, 138. 83. 203 |krai ne 147.237.77. 216 |dover.i df .i | eMii | Hoar di ng B ock 1
79.180.98.101 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 79. 180. 98. 101 B ock 1
77.127.174. 249 |lsrael 147.237.77.216|dover.i df .i | Abnornal |y Long Header Line request header nane Bl ock 1
46. 19. 86. 220 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 46. 19. 86. 220 B ock 1
149. 78. 29. 70 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 149. 78. 29. 70 B ock 1
77.127.174. 249 |lsrael 147.237.77.216|dover.i df .i | Miltiple NILL Character in Header Nane from 77.127.174. 249 Bl ock 1
203.133.168. 41 %ﬁa icof 147.237.77. 226 \(/j\;/\?l\:fhfif‘f&t z. aka. | Uhaut hori zed URL Access to ww chamat z. aka. i df . i |/ 404. aspx B ock 1
77.127.174. 249 |Israel 147.237.77. 216 |dover.i df . i | Mil f or ned HTTP Header Line 8 B ock 1
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