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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
66. 249. 81. 202 | srael 147.237.0. 34 tikshuv.idf.il TCP handshake vi ol ation, first packet not syn |drop 49
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4
212.179. 54. 237 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp All Nets drop 3
115. 239. 228. 10 Chi na 147.237.76. 196 e.sviva.idf.il JLM Under Attack Con Htp drop 2
185. 130. 5. 201 147.237.76. 177 ncore.idf.il B ock_Udp Al _Nets drop 1
185. 130. 5. 201 147.237. 76. 34 yohal an.idf.il ock Wdp Al _Nets drop 1
185. 130. 5. 201 147.237.76. 200 eitan. aka. idf.il ock Wdp Al _Nets drop 1
185. 130. 5. 201 147.237. 76. 38 eeneitav.idf.il |Block Udp All Nets drop 1
107. 150. 60. 78 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
185. 130. 5. 201 147. 237. 76. 147 chinuch. aka.idf.il|B ock Udp Al Nets drop 1




02-16-2016-20:04:00 to 02-16-2016-21:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature

Devi ce Action |Oount
93. 63. 188. 181 Italy 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
216. 185. 43. 135 Lhited Sates 147.237.77. 233 atal.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
172. 86. 83. 125 147.237.77. 216 dover.idf.il 0543: HITP. php.cgi Access Bl ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qountry |Ste |Signature |Count |
216. 185. 43. 135 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 6
93. 63. 188. 181 147.237.77. 74 Italy lawidf.il QA Injection - Select From 4
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
109. 64. 171. 192 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 3
2.54.49.61 147.237.77.216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
185. 130. 5. 179 147.237.0. 33 idf.il ET SCAN Potential SSH Scan 1
152. 97. 21. 204 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
111. 207. 243. 73 147.237.77.216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
109. 186. 49. 129 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 98 147. 237. 76. 202 Lhited Sates e halag.idf.il ET DRCP Dshi el d B ock Listed Source 1
84.110. 7. 99 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 179 147.237.77. 212 e.dover.idf.il ET SCAN Potential SSH Scan 1
79.182. 145. 73 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 179 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 95 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 179 147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
157. 55. 39. 72 147.237. 0. 34 Lhited Sates ti kshuv.idf il SERER || S asp-dot attenpt 1
149. 78. 96. 191 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 253. 129. 167 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
213.57.230. 96 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
85. 65. 103. 242 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
84.109. 9. 208 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stributed Portscan 1
185. 130. 5. 179 147.237.77. 176 nat pash. i df .i ET SCAN Potential SSH Scan 1
79.181. 213. 209 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 179 147.237.77.19 I aw forumidof il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
15. 203. 169. 110 |Europe 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 130
87.69.149.142 [Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence mdﬁvr;n;n;t Wth different moni tor (65
148.177.1.212 |Whited Sates |147.237.77. 176 |natpash.idf.il drop First packet isn't SYN drop 60
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 36
213.57.157.191 |[Israel 147.237. 77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
149.78.215.21 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
213.57.157.191 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
2.54.162.162  |Israel 147.237.0.19  |radimatal iar.i1 |2 S3M NG Engine: TCP Invalid  ivvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
46.117.142.72  |israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or 10
109. 253. 141. 53 |Israel 147.237.77. 243 |mbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
95. 35. 158. 38 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
77.75.92. 142 Lebanon 147.237.77. 216 |dover.idf il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
37.26.146. 155 [Israel 147.237.0.34 |tikshwv.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
109.67.24.191 [ srael 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
79.181. 101. 226 |Israel 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
5.102. 253. 7 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or
79.177.149.82 |israel 147 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  ivalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
185.3.146.210 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
37.26.146. 155 |[Israel 147.237.0.34 |tikshwv.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
109. 253. 145. 127|l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
46. 117. 142. 72 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 86. 88 I srael 147.237.72. 167 |i shuri maka.i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
5.102. 253. 7 I srael 147.237.77. 176 |matpash.idf.il  |Bad TCP sequence Inval id ACK nunber noni t or 5
87.69.158.163 | srael 147. 237. 77. 216 |dover . i f . i1 Bad TCP sequence mﬁsg rea”S”“ wehdifferent | onitor |5
46.120.73.205 |Israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.117.142.72  |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
46.117.142.72 |Israel 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 5
217.194. 198. 213|I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
5.102.242.130 |[lIsrael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 85. 117 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
2.54.52. 67 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 117 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
80.179. 188. 234 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransnission drop 4
Ret ransni ssi on Packet dropped.
2.52.128. 141 I srael 147.237. 72. 156 |anan.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
79.177.5.20 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
185. 3. 144. 10 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 117 I srael 147.237.77. 176 |matpash.idf.il  |Bad TCP sequence Inval id ACK nunber alert 4
109. 253. 145. 127]I srael 147.237.76.30 |himsh.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
77.75.92. 252 Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
195.34.150.18 |Austria 147.237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 4
46.19. 85. 117 I srael 147.237.77. 176 |mtpash.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.52. 67 I srael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d sequence nunber noni t or 3
79.179.172.128 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
109. 65. 135. 194 | srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dr opped.
188. 120. 154. 82 |Israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid finvalid segnent retransnissi on drop 3
Ret ransni ssi on Packet dr opped.
46.19. 85. 198 I 'srael 147.237.77. 170 |mearachot . i of .il [Bad TCP sequence Inval i d ACK nunber noni t or 3
77.127.182. 240 | srael 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
46.19. 85. 63 I srael 147.237.77. 243 |mbit e ior i1 | ©2MNG Engine: TP Invalid invalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |[Site S gnature Action ‘Count
5.29.172.141 |lsrael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 338
5.29.172.141 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 290
109. 65. 127. 74 |lIsrael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 141
109. 65. 127. 74 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 104
176.13. 20. 8 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 67
109. 65. 127. 74 |lIsrael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 46
176.13.7.254 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 44
2.54.162.162 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 35
46.19.85.255 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 26
5.29.172.141 |lsrael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 24
109. 253. 134. 12 |I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 10
79.183.36.180 |[lIsrael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 79. 183. 36. 180 B ock 9
46.19.86.209 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 46. 19. 86. 209 B ock 8
149. 88. 105. 72 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 149. 88. 105. 72 B ock 6
79.183.36.180 |[lIsrael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 5
79.178.3.33 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed Method for Known URL from 79.178. 3. 33 B ock 4
176.13.13.20 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 176.13.13. 20 B ock 4
88. 240. 145. 96 |[Turkey 147.237.77. 176 |mat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 88. 240. 145. 96 B ock 4
149. 88. 105. 72 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 4
Unaut hori zed URL Access to
213.8.204.34 |[Israel 147.237.76.30 |hi nush.idf.il wawe chi nush. atal . i df . i |/ 994- 8516- he/ hi nush. aspx#. vsnan78l 1bo. fac |B ock 3
ebook
77.127.208. 77 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 77.127.208. 77 B ock 3
217.132.45.57 |lsrael 147.237.77. 226 \c/j\:M\iI'IChanat z. aka.i Mil tiple Waut horized URL Access from 217.132. 45. 57 B ock 3
172. 86. 83. 125 147.237.77. 216 |dover.i df . i | Mil ti pl e Unaut horized URL Access from172. 86. 83. 125 B ock 3
79.182.48.79 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 79.182. 48. 79 B ock 3
109. 65. 117. 185 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
77.127.208.77 |lsrael 147.237.72. 166 |aka. i df . i | O stributed PHP Attenpt B ock 2
37.142.159. 13 |[Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
88. 240. 145. 96 |Turkey 147.237.77. 176 |nat pash. i df . i | Dstributed PHP At enpt B ock 2
94. 65. 158. 9 G eece 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to waw i df . il /newsite/english/nain. asp B ock 2
217.132.45.57 |Israel 147. 237.77. 226 \c/j\;/u/\il.lcharmt 2. aka. i Dstributed PHP Atenpt B ock 2
88. 240. 145. 96 |Turkey 147.237.77. 176 |nat pash. i df . i | Mil tiple Admin B ocking from 88.240. 145. 96 B ock
79.182.48.79 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock
46. 19. 86. 27 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock
Unknown Par anet er
84. 111. 233. 144 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl aceHol der $ct | 13%$ct | 01$ct | 03$chbl Quest i 0 |[None 2
n$35 i n wwy aka. i df .i|/nai n/ gi yus/ questi onnai r e. aspx
Unknown Par anet er
2.54.55. 117 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chbl Quest i o |[None 1
n$102 in wwv aka. i df.il/nai n/ gi yus/ questi onnai re. aspx
92.98. 126. 75 EhT;::IdesN 147 237.77. 216 |dover. i df . i | Distributed PHP A tenpt B ock 1
77.125.6.20  |Israel 147. 237.72. 166 |aka. i df . i | m”;;‘:rl id?‘.eidl /“ﬁ;hniiatﬁg?/ ifglzunpr i shiyi m asp B ock 1
192. 118. 11. 120 [l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for wawu aka. i df . i|/mai n/ gi yus/ B ock 1
66.249.64.51 |Israel 147.237.76.42 |refuah.idf.il ﬂ?”;;;r;&zig;i‘r e’;ileiszntt:crims” cery. ol ugin/ sl der | & Bock |1
172. 86. 83. 125 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df.il/cgi-bin/php B ock
87.69.224.138 |l srael 147.237.72. 166 |aka. i df . i | MSQ Data Retrieval with Inplicit Qnversion Erors None
37.59.29.19 France 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to wwidf.il/english/. Bl ock 1
148. 251. 21. 227 |cer many 147.237.76.42 |refuah.idf.il mu:;c’t:;;f:] ﬁ.ﬁiiseip:;esl sher ec user controf f hesder ugper / B ock 1
79.182.48.79 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/aj ax/ updat est at us. php B ock 1
213.8.204.17 |Israel 147.237.72. 166 |aka. i df . i | m“;kgof geﬂ /"r‘;i ':/’ga;'f:ﬁ(;e‘f’;ul (. aspx B ock 1
5.28.186.167 |[Israel 147.237.0.19 |madimatal .idf.il Ml tipl e Unaut horized URL Access from5. 28. 186. 167 B ock 1
2.52.128.141 |lsrael 147.237.72. 156 |aman. i df . i | SSL Unhtraceabl e Connection - Cpen Mde None 1
88. 240. 145. 96 |Turkey 147.237.77. 176 |mat pash. i df . i | Adnin Bl ocki ng B ock 1
66.249.69.32 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
Unknown Par anet er
185. 3. 147. 124 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13$ct | 01$ct | 03$chbl Quest i o [None 1
n$74 in ww aka. i df . i |/ nai n/ gi yus/ questi onnai re. aspx
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