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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

Count

207. 232. 36. 181 | srael 147.237. 72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 140
77.171.50. 176 Net her | ands 147.237.77.216 dover.idf.il SYN H ood out of context dr op 9
212.179. 64. 162 | srael 147.237. 72. 156 anan.idf.il Bl ock Udp All Nets drop 3
217.31.55. 69 Czech Republic 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
79.176.127.112 | srael 147.237.72. 166 aka.idf.il B ock Udp Al _Nets drop 3
173. 208. 206. 203 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
185. 130. 5. 224 147.237.76. 31 nakchal .idf.il |Block Udp All _Nets drop 1
185. 130. 5. 224 147.237.76. 44 e.refuah.idf.il |Block Wdp All _Nets dr op 1
79. 178. 200. 40 | srael 147.237. 72. 166 aka.idf.il Invalid TP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action ‘Count |
49, 246. 230. 40 Chi na 147.237.77.216 |dover.idf.i| [8479: HITP. Suspicious HITP Request B ock 2
92.29. 219. 30 Uni ted Ki ngdom 147.237.72.166 |aka.idf.il |0008: HITP. Xenu User Agent B ock 2
51. 255. 155. 83 Lhi ted Ki ngdom 147.237.77.216 |dover.idf.il| |Cl96: HITP. B ock admin login to gov.il sites ?g=user Bl ock 1
69. 30. 210. 242 Lhited Sates 147.237.77.216 |dover.idf.il |Cl06: HTTP. n@jestic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count|
37.26.148.241  [147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
198. 20. 69. 74 147.237.77.226 |Lnited Sates wiw chanat z. aka.idf.il  |ET DRCP Dshi el d B ock Listed Source 1
185. 130. 5. 179 147. 237.77. 234 hal ag.idf.il ET SCAN Potential SSH Scan 1
93.113.125.11  [147.237.76.177 |Romania ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 65. 61. 152 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
80.246.137.36  [147.237.72.166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
79.178.200.40  |147.237.72.166 |lIsrael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 1
64. 47.186. 53 147.237. 8. 27 Lhited Sates e.madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
46.117.132.25  [147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
201.47.32.112  [147.237.77.216 |Brazil dover.idf.il portscan: TCP D stributed Portscan 1
195.34.150. 18  [147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
109. 64. 151. 6 147.237.72.166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
85.130.188. 101 [147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
82.81.67. 193 147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
79.179.131. 123 [147.237.72.166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
77.126.229. 144 [147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
62.219.137.97  [147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
212.25.84.200  [147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

Devi ce

Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

Action

‘Count

109. 226.32.28 |l srael 147.237. 76. 200 |ei tan. aka. i df .i | S dro 57
Ret ransni ssi on Packet dr opped. P
s SYNretransmt wth different .
212.179.21.194 |Israel 147.237.77. 234 |hal ag.idf il Bad TCP sequence wi ndow scal @ monitor |27
40.141.115. 140 |nited Sates 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 24
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 23
e SYNretransmt wth different .
80. 246.133. 7 | srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence Wi ndow scal e moni t or 21
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 77 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
199. 203. 211. 177|I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. g 9
Ret ransm ssi on Packet dropped.
41.234. 223.182 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
46. 19. 86. 213 | srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Inval i d ACK nunber moni t or 8
46. 19. 86. 204 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 8
70.214.68.133 |thited Sates 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 8
Li byan Arab o -
41.254.8.151 J iriya 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
Sreamng Engine: TCP Invalid i i SSi
70.214.68.133 |Wited Sates 147, 237. 77. 216 |dover i df .| 9 =g Invalid segnent retransmssion. | o 6
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 253. 143. 235|i srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
46.19.86.213  |Israel 147, 237.72. 167 |t shuri maka i o || S2M NG Engine: TP Invalid - invalid segnent retransmissi on drop 6
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.179.3.105  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
79.178.110.32 |israel 147.237.72. 166 |aka i df . i Streaming Engi ne: TCP alid invalid segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
2.54.135.103  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dropped.
70.214.68.133 |Uhited Sates 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
149.78.24.54  |israel 147.237.76.86 |navy.idf. il 9 =g Inval id segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.146.167 |israel 147.237.77. 243 |robi | e. i of . i1 9 =g Invalid segnent retransmssion. | o 6
Ret ransm ssi on Packet dropped.
2.54.26.242 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid sequence nunber noni t or 5
41.254. 8. 151 5' byainr iﬁ;;b 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |5
2.52.191. 231 I srael 147.237.72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
2.54.26. 242 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 5
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5
2.54.26. 242 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 86. 126 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |5
2.54. 26. 242 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 173 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 4
46.19. 85. 173 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber nonitor |4
Sreanming Engine: TCP Invalid
213.8.122.115 | srael 147.237.72. 166 |aka. i df .i | 9 9 Inval i d checksum Packet dropped. |drop 4
Checksum
212.76.127. 111 |l srael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
Sreaming Engine: TGP Invalid i i sSi
192.115.248.2 |israel 147.237.77. 243 |nobile.i df . 9 =g Invalid segnent retransmssion. g 4
Ret ransm ssi on Packet dropped.
46.19. 85. 173 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
41. 234, 223. 182 |Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 4
46. 19. 86. 204 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber monitor |4
199.203.93.50 |l srael 147.237.72. 167 |i shurimaka. i df .i|[Bad TCP sequence Invalid ACK nunber aert 4
41.234.223.182 |Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence noni t or 4
46. 19. 85. 173 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
31.154.41.13  |israel 147.237.77. 243 |nobil e. i of . 9 =g Inval id segnent retransmssion. |, 4
Ret r ansn ssi on Packet dropped.
31.210.187.45 |Israel 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |3
Sreamng Engine: TCP Invalid i i ssi
5. 28. 189. 40 I srael 147.237.72. 166 |aka i df . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.183.144.18 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansn ssi on Packet dropped.
94.230.86.197 |Israel 147.237. 72. 156 |anan. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |3
Sreamng Engine: TCP Invalid i i ssi
79.177. 148. 243 i srael 147. 237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Russi an . o Streaning Engine: TCP Invalid |invalid segrent retransmission.
130. 193. 37. 16 erati on 147.237.0.34 |tikshuv.idf.il Ret r ansmi ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi
31.168.51.169 |l srael 147.237.72. 166 |aka i df .i 9 =g Inval id segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.7.119  [israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 3
Ret ransnmi ssi on Packet dropped.
37.46.39. 191 I srael 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
216.72.40.185 |Israel 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 186
109. 253. 158. 29 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 184
109. 253. 158. 29 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 122
46.10.85.246  |israel 147.237.0.19 |nadimatal .idf.i 12(.)1'\:?5.0; 4éhe Sane Response (bde (404) in Session from Bl ock 118
46.19. 85. 246 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 111
176. 13. 12. 96 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 103
37.142.129.70 [Israel 147.237.72. 166 [aka. i df . i | Aut omat ed Mul nerabi | ity Scanni ng Bl ock 101
109. 253. 158. 29 |l srael 147.237.0.19 |nadimatal .idf.i Igg_'\gg fés_tgg Sane Response (bde (403) in Session from Bl ock 75
109. 64. 41. 14 | srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 67
176.13.12. 96 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 47
87.71.5.98 I srael 147.237.0.34 [tikshuv.idf.il |[Ostributed Too Many of the Sane Response Code (404) B ock 33
85. 64.176. 95 | srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 23
109. 253. 206. 30 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 21
37.26.148.192 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 18
80. 246. 138. 148 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 16
192.117. 138. 211/l srael 147.237.77. 216 |dover.i df . i | Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm B ock 10
80. 246. 137. 209 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 8
46. 19. 85. 105 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
79.177.58.171  |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 79.177.58. 171 B ock 5
66.249.81.212 |[Israel 147.237.77. 216 |dover.idf .i | Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 5
2.54.63. 250 | srael 147.237.77.243|nobi | e. i df . i | Mil tiple Unaut horized URL Access from 2. 54. 63. 250 B ock 5
51. 255. 155. 83 zi;g’gom 147.237.77.216|dover. i df . il D stributed Admn B ocking B ock 4
66.249. 83. 155 [Israel 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 4
46.19. 85. 55 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
51. 255. 155. 83 LKTir:ge(cjjom 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 51. 255. 155, 83 B ock 4
93.186.16.246 |South Africa |147.237.77.216|dover.idf.il D stributed Unaut horized URL Access on waidf.il/error. htm Bl ock 4
80. 246. 136. 154 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.16.217 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
195. 160. 242. 40 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to v aka.idf.il/sip storage/files/2/ B ock 3
79.176.127.112 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Uhauthorized URL Access from 79. 176. 127. 112 B ock 3
80. 246. 137.190 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46. 19. 86. 124 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
185. 32.179. 245 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.147.192 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode B ock 3
149. 88. 108. 130 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut horized URL Access from 149. 88. 108. 130 B ock 3
109. 253.223.3 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54. 31. 240 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
80. 246. 136. 145 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.176.127.112 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 2
92.198.27.76  |Germany 147.237.77.74 |lawidf.il mﬁi;\f iegf?{%eztfe;yﬁt\;a‘:'_a;gg ggranet er Pagenum B ock 2
2.54.145. 100 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock

2.52.185. 180 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock
93.186.16.243 |South Africa [147.237.77.216|dover.idf .il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock

51. 255. 155. 83 Ei“ir]tgegom 147.237.77. 216 |dover . i df . i | Dstributed PHP A tenpt Bl ock 2
66.249. 83.158 |[Israel 147.237.77. 216 |dover.idf .i | Distributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
46. 19. 85. 93 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13. 19. 86 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
149. 88. 108. 130 |l srael 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock 2
79.178.200.40 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66.249.81.215 |[Israel 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wwwvidf.il/error.htm B ock 2
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