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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
173. 208. 206. 205 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 dr op 1
78.189. 223. 136 Tur key 147.237.76. 148 gocenter. aka. i df.il B ock Wp Al Nets drop 1




02-16-2016-14:04:08 to 02-16-2016-15:04:08

|Top Attackers In IPS|

At t acker At t acker .
count ry rget Address |Site dgnature
188. 165. 210. 82 |France 147.237.77. 176 |mat pash. i df . i 1{19863: HITP: VérdPress Revslider/Showbi z PHP File Ul oad B ock 4
92. 29. 219. 30 t?'r::gom 147.237.77.216|dover. i df .i| |C008: HITP Xenu User Agent B ock 1
) . . 14062: HITP. SpanBl ockerWility Fake Anti-Spyware User-Agent
122.164. 95. 45 [india 147.237.77.74 |lawidf.il (Spanil ocker Ui ity x. x. x) B ock 1
188. 165. 15. 162 |France 147.237.76.31 |nakchal . i df.il|c28: HITP.  AhrefBot craw er B ock 1




02-16-2016-14:04:08 to 02-16-2016-15:04:08

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

188. 165. 210. 82 147.237.77.176 France mat pash. i df .i | Tehila - Perl LWP wth fake user agent 6
59. 45. 79. 117 147.237.77. 74 Ghi na lawidf.il ET SCAN Potential SSH Scan 1
109. 253. 145. 186 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 39 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
109. 65. 130. 117 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
46. 19. 85. 81 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 193 147.237.8.50 Net her | ands e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.46. 44. 193 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
85. 65. 73. 159 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.172. 4 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
82. 80. 196. 44 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
79.179. 178. 72 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
77.127.201. 3 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
62.219.137.5 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
185. 24. 204. 36 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 254 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 66. 179. 200 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
46. 19. 85. 106 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 21. 214 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
42.60. 210. 31 147.237.77.216 S ngapor e dover.idf.il portscan: TCP Distributed Portscan 1
89. 243. 214. 238 147.237.0.15 Lhi ted Ki ngdom kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
2.54.172. 13 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
85. 64. 49. 239 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
82. 80. 196. 44 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
79.178. 208. 12 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.8.204. 65 147.237. 72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
62. 219. 165. 225 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
188. 120. 154. 57 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
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|Top Attackers In FW |

A tacker

ount ry ‘Target Address |Ste Signature
141. 0. 14. 145 Eur ope 147.237.77. 176 [nat pash. i df . i dr op First packet isn't SN drop 52
Sreaming Engine: TCP Invalid i i ssi
2.54.159.25  |israel 147.237.72. 166 |aka i df .i 9 =g nvalid segnent retransmssion. Packet |, ) 36
Ret r ansn ssi on dr opped.
149.78.13.9 I srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 31
80. 246. 130. 207 |l srael 147.237.77. 234 |hal ag. i of . i | Bad TCP sequence S retransmt with different wndow —fooivor  [30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 21
reamn ine: TCP Invali i i ssi
37.26.146.179 |Israel 147, 237 76. 200 |eitan aka i 1 | CAM NG Engine: TQP Inval id invalid segnent retransmission. Pecket | 21
Ret r ansn ssi on dr opped.
79.182. 147. 251 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence iz;e“ansm't wth different window |, oy 17
212.179. 21. 194 |Israel 147.237.77. 234 |nal ag. i . i Bad TCP sequence ?nge”ansmt wWth different wndow ) pnivor |16
Sreamng Engine: TCP Invalid i i ssi
46.19.85.77  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet |, ) 9
Ret r ansn ssi on dropped.
46.19.86.126 |Israel 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
176.13.1.121 |[Israel 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
79. 181. 108. 165 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
185.3.147.120 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 156. 58 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
5.22.135.205 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. Pecket |, 6
Ret r ansni ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
176.13.18.62 |Israel 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransni ssi on dr opped.
79. 182. 147. 251 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different wndow oo o
46.19.86.126 [l srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d ACK nunber monitor |5
176.13.1.121 [Israel 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
84.111.70.18 |israel 147. 237. 72. 156 |anan. i df . | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
94.230.86.24 |Israel 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
46. 19. 85. 41 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 85. 41 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d AGK nunber aert 4
46.19.85.5 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
46. 19. 85. 41 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |4
46. 19. 85. 88 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
94.230.86.24 |Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
2.54,23.224 | srael 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 41 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 4
192.115.83.5 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i ssi
176.13.6.249  |Israel 147.237.77. 243 |nubi le.i o . i1 9 =g nvalid segnent retransmssion. Packet |, ) 3
Ret r ansnm ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
80.246.136. 44 |Israel 147.237.77. 243 |nobi | e. i of .| 9 =g nvalid segnent retransmssion. Packet |g 3
Ret ransnm ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
31.168.195.21 |israel 147.237.72. 166 |aka i df .i 9 =g nvalid segnent retransmssion. Packet |, ) 3
Ret r ansnm ssi on dr opped.
109. 66. 223. 173 |1 srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i’;:ge”ansmt wthdifferent wndow | oitor |3
Sreanming Engine: TCP Invalid i i ssi
79. 183. 195. 146 |1 srael 147.237.72. 166 |aka i df .i 9 =g nvalid segnent retransmssion. Packet |, ) 3
Ret r ansnm ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
132. 66. 223. 236 |1 srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. Packet g 3
Ret ransm ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
176.13.10. 177 | srael 147.237.72. 167 |i shuri maka. i of . i | 9 =g nvalid segnent retransmssion. Packet |, ) 3
Ret r ansnm ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
79. 181. 145. 237 |1 srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. Packet g 3
Ret ransm ssi on dr opped.
S reaning Engi ne: TCP i
93.113.125.11 |Romania  |147.237.76.39 |nobile. neitav.idf. i 9 =g TCP segnent out of maximumalloved f, ) 3
Segrent Limt Enforcenent sequence. Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.179. 196. 226 |1 srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. Packet g 3
Ret ransm ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.52.128.121 |israel 147.237.72. 166 |aka i df .i 9 =g nvalid segnent retransmssion. Packet |, ) 3
Ret r ansnm ssi on dr opped.
Sreanmng Engine: TCP Invalid i i ssi
5.28.188.217 |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. Packet g 3
Ret ransnm ssi on dr opped.
94.77.196.82 |Soudi Arabia |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |3
Sreaming Engine: TGP Invalid i i ssi
79.180. 113. 60 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
Sreaming Engine: TCP Invalid i i ssi
176.13.21.72 |Isradl 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. Pecket |, 3
Ret r ansni ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi
212.143.133.2 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
Sreaming Engine: TCP Invalid i i ssi
132.64.208.81 |Israel 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
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A tacker
Count ry

| srael

‘ Target Address
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Sreamng Engine: TCP Invalid
Ret ransm ssi on

Inval id segnent retransmssion. Packet
dr opped.

84. 228. 239. 228

| srael

147. 237. 72. 166

aka.idf.il

Sreamng Engine: TCP Invalid
Ret r ansni ssi on

Inval id segnent retransnission. Packet
dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 105 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 56
176.13. 6. 25 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 29
188. 165. 210. 82 |France 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt B ock 21
188. 165. 210. 82 |France 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 188. 165. 210. 82 B ock 21
5. 29. 88. 148 I srael 147.237.0.34 |tikshuv.idf.il D stributed Too Miny of the Same Response Code (404) B ock 21
188. 165. 210. 82 |France 147.237.77. 176 |nat pash. i df . i | Ml tiple Admin Bl ocking from 188. 165. 210. 82 B ock 6
87.71.31.161 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from87. 71.31. 161 B ock 4
87.71.31.161 I srael 147.237.72. 166 |aka. i df . i | D stributed PHP Attenpt B ock 4
217.132.152. 117l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df.il/ B ock 4
79.176.127. 112 |lIsrael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 79.176. 127. 112 Bl ock 3
176.13.16.115 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
Unknown Par anet er
2.54.178. 187 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! acetbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |None 3
n$96 in wwv aka. i df.il/nai n/giyus/ questionnai re. aspx
109. 253. 198. 59 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Qode Bl ock 3
2.52.159. 82 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 65. 161. 178 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 109. 65. 161. 178 B ock 3
2.54.132. 64 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Qode Bl ock 2
79.176.127. 112 |lsrael 147.237.72.166|aka. i df . i | Dstributed PHP At enpt B ock 2
66. 102. 8. 233 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 2
109. 65. 161. 178 |l srael 147.237.72. 166 [aka. i df . i | Ostributed PHP Attenpt B ock 2
109. 253. 206. 17 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
Unknown Par anet er
85. 64. 215. 227 [Israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acekHbl der $ct | 13%ct | 01$ct | 03%chbl Questi o |None 2
n$38 in ww aka. i df.il/nai n/giyus/ questionnai re. aspx
46.121.119. 214 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 2
94.230.95.126 | srael 147.237.72. 156 |aman. i df . i | tnauthori zed URL Access to . Bock |2
wan anan. i df . i |/ modi i n/ aut henti cati onser vi ce. asnx
Unknown Par anet er
79.182.168.67 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |None 1
n$l in ww aka.idf.il/nai n/gi yus/ questi onnaire. aspx
: . . Uhaut hori zed URL Access to
208.115.113.88 [Wited Sates |147.237.76.86 [navy.idf.il v navy. | df i |/ 1132- 8613- he/ navy. aspx. aspx Bl ock 1
. . O stributed Uhaut hori zed URL Access on
37.26.148.133 |Israel 147.237.77.234|hal ag. i df . i | 147.237. 77, 234] i nages/ shar ed/ bul | et 1. g f Bl ock 1
169. 229. 3. 91 Uited Sates |147.237.76.42 |refuah.idf.il Mitiple Illegal Byte Code Character in Method from 169. 229. 3. 91 B ock
109. 66. 223. 173 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock
68.180.228.175 |[Lhited Sates |147.237.77.74 |lawidf.il Lhaut hori zed URL Access to waw nag. i df . il/228-he/f aqg. aspx B ock 1
91.73.108. 225 ;il]rtaetdesﬁrab 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to ww i df.i|/xmrpc. php B ock 1
. . S Untraceabl e Gonnection - Protocol violation
217.194. 198. 104/l srael 147.237.77. 216 |dover.i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
46.121.232.50 |Israel 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
W, chamat z. aka. | |Unknown HTTP Request Method A?sX] [ #28] ] oAGASAEASA 8 in URL
169. 229. 3. 91 Lhited Sates [147.237.77.226 N ' T |0 x€Qurxzxs. . 3[ [ #5]] €t &A° Asx?, yd~8A3 ASmA, xY Bl ock 1
df.il ATAAGBA?] [ #28] ] a-xRe =3[ [ #20] ] n[ [ #21] ]
41.79. 66. 144 Ngeria 147.237.77.216|dover. i df .il eMii | Hoarding B ock 1
! . . Illegal Byte Gode Character in URL ;nA A [#19]][[#11]] wBAS
169.229.3.91  |thited Sates [147.237.77.176 |nat pash.idf. il [[#16]]:; ~ dAf[[#18]] dSA?hx° AU [ #1]] x-w &[[#19]] X neQ B ock 1
Unknown Par anet er
84.94.82.19 I srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenM acehbl der $ct | 13$ct | 01$ct | 03$cbl Questi o [None 1
n$42 in ww aka. i df.i |/ nai n/ gi yus/ questi onnai re. aspx
. . O stributed Uhaut hori zed URL Access on
212. 235. 103. 203l srael 147.237.77.234|hal ag. i df . i | 147.237. 77, 234] i nages/ shar ed/ bul | et 1. g f Bl ock 1
5.22.129. 244 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i/ aj ax/ updat est at us. php B ock
141.212.122. 193|Uhited Sates [147.237.77.170|naar achot . i df . il Unhaut hori zed URL Access to 147.237.77. 170/ Bl ock
192. 115.83.5 | sr ael 147.237.76.86 |[navy.idf.il Ml tipl e Unaut horized URL Access from 192.115.83.5 B ock 1
Unknown Par anet er
176.13. 15. 68 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |None 1
n$98 in wwv aka. i df .il/nai n/gi yus/ questi onnai re. aspx
Uhaut hori zed URL Access to
. . WA cogat . i df . i1 /1279- hel cogat . aspx&a=u&ed=0ahukew s- 63r ovzk
95. 86. 103. 37 I srael 147.237.77. 176 |nat pash. i df . i | ahwedSokhr 11cpmyf ggi magusg=af g cneunsbgj 6t yzcka, | comdposdu B ock 1
z2a
217.132.152. 117l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/ U B ock 1
Unknown Par anet er
46. 19. 86. 243 I srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenM acekbl der $ct | 13$ct | 01$ct | 03$cbl Questi o [None 1
n$85 in wwu aka. i df . i |/ nai n/ gi yus/ questi onnai re. aspx
www. chamat z. aka. i
169. 229.3.91 Lhited Sates |147.237.77.226 df il Dstributed I11ega Byte Gode Character in LRL Bl ock 1
Unknown Par anet er
79.183.98.195 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHbl der $ct | 13%ct | 01$ct | 03$chl Quest i o |None 1
n$2 in ww aka.idf.il/nain/gi yus/ questionnaire. aspx
. . O stributed Whaut hori zed URL Access on
212.25.112. 2 I sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f B ock 1
. . O stributed Uhaut hori zed URL Access on
37.26.149.134 [Israel 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl el shar ed/ reset . css B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.19 |[lawforumidf.il Abnorral |y Long Request met hod B ock 1
2.54.143. 115 | srael 147.237.72. 156 |aman. i df . i | Mil tiple Unaut hori zed URL Access from 2.54. 143. 115 B ock 1
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