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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
79.182. 147. 251 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
192.198. 151. 45 Eur ope 147.237.72. 167 i shuri maka. i df . i || TGP handshake vi ol ation, first packet not syn |drop 3
79.177.39. 73 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets dr op 3
82.81.12. 22 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count
220. 231. 195. 122 147.237.76. 42 Chi na refuah.idf.il ET SCAN NVAP -f -sS 1
193. 188. 70. 138 147.237.77. 216 Jor dan dover.idf.il portscan: TGP D stributed Portscan 1
169. 229. 3. 91 147.237.77. 234 Lhited Sates hal ag.idf .il ET VBB SERVER Poi son Nul | Byte 1
89. 139. 241. 149 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
84.228.129. 133 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
81. 218. 198. 207 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
220. 231. 195. 122 147.237. 76. 42 Chi na refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
212.179.21. 194 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
176.13. 21. 42 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
149. 88. 70. 179 147. 237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
89.138. 71. 115 147.237.72. 166 I srael akaidf.il portscan: TGP D stributed Portscan 1
82. 80. 198. 164 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
41.227.172. 226 147.237.77. 216 Tuni si a dover.idf.il GPL WEB_SERVER / et ¢/ passwd 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
79.177.217.37 |Israel 147.237. 72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 36
o SN retransnmit wth different .
212.179.21.194 [Israel 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence vil ndow scal e monitor |36
reamng BEngine: TCP Invali i i ssi
46.19.86.159  |Israel 147, 237. 77, 243 |roti L e i1 | €M NG Engine: TGP alid |invalid segnent retransnission drop 21
Ret ransm ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 18
212.179.46.16 [Israel 147.237.76.197 e hinush.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 17
109. 64. 109. 227 |israel 147.237.0.34 [tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 14
46. 43.78.57 (F;ajcis;i';'ja” Territory.l147. 237.77. 176 |mat pash.icf.il  |Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor (13
46. 19. 85. 169 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 10
Sreamng Engine: TCP Invalid i i ssi
31.154. 8. 70 I srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
176.13.0.225 [Israel 147.237.77. 233 |atal i il Bad TCP sequence SWretransmt wth different oo o
w ndow scal e
62.0.202.1 | srael 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 8
46. 19. 86. 37 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |7
62.0.202. 1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
2.52.154. 79 I sr ael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nvali d ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi
46.19.86.172  |Israel 147. 237. 72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109. 66. 30. 122 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
87. 68. 68. 60 I srael 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.
2.52.154.79 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
2.52.154. 79 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d sequence nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
84.228. 154. 246 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
2.52.154. 79 I sr ael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
85. 113. 127. 65 glcf;i'géa” Territory.l147. 237, 77. 176 |natpash. i of i1 |SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 6
reamn ine: TCP Invali i i ssi
37.26.146.177 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19.86.213  |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
185.3.147.120 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
66.102.9.125  |wited Sates 147.237.76.202|e.halag.idf.il  |Geo-1ocation enf or cenent Sﬁ;’o'rggﬁl'nf” I nbound drop 6
193. 110. 162. 194|Wkrai ne 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNRACK retransmt W th moni tor |5
di fferent w ndow scal e
2.54.128.13 I srael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.120.212.29 [Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
193. 110. 162. 194 |Wkrai ne 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nvali d ACK nunber nonitor |4
193. 110. 162. 194|lkrai ne 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46.19. 86. 184 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
37.46.41.116  |israel 147. 237.77. 243 |mobi l e. i f i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
46.19.86. 1 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
41. 33.232. 66 Egypt 147.237. 77. 216 [dover. i df i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
46.120.212.29 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACGK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
79.181. 114. 113 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.126.82.30  |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.52.190. 11 I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Pal estinian Territory, s SYNFACK retransmt wth .
85.113. 127. 65 Qecupi ed 147.237.77. 176 |natpash.idf.il  [Bad TCP sequence di fferent i ndow scal monitor |3
Sreaning Engine: TGP Invalid i i ssi
212.150. 59. 209 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
62.90.167.77  |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.147.201 |israel 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
185.27.133.18 |United Ki ngdom 147.237.77. 170 |m@arachot.idf .il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor 3
Sreaming Engine: TCP Invalid i i ssi
91. 240. 235. 225 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
176.13.17. 114 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
84.228.29.146 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
80. 178. 195. 147 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
130.193.51.30 |Russian Federation |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. . 3

Ret r ansm ssi on

Packet dropped.
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Attacker Address |Attacker Qountry Target Address |Jte Signature

Sreamng Engine: TCP Invalid [invalid segnent retransnission.

37.26.148.191 |[Israel 147.237.72. 166 |aka.idf il .
Ret ransm ssi on Packet dropped.

drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count

109. 253. 201. 169]I srael 147.237.0.19 |[nmadimatal .idf.i|Ostributed Too Many of the Same Response Code (404) B ock 250

216.72.40.185 |[Israel 147.237.0.34 |tikshuv.idf.il |Too Many of the Sane Response Code (404) in Session from 216. 72. 40. 1858 ock 169

109. 253. 201. 169|l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 107

109. 253. 208. 132]I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 63

109. 253. 201. 169|l sr ael 147.237.0.19 |nmadimatal .idf.i|Dstributed Too Many of the Sane Response Code (403) B ock 61

176.13.9. 175 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 19

109. 65. 148. 144 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uaut hori zed URL Access from 109. 65. 148. 144 B ock 17

2. 54. 47. 200 I srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 16

109. 65. 148. 144 |l srael 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt B ock 9

37.46.41.116  |israel 147.237.77. 243 |nobi | . i df . i | ﬁ;ﬂt:?r(;lee? , (L:J;;eggrcyetseiptl(;tesll tehi | ddocunent s/ 1302 B ock 7

37.46. 41. 116 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 6

176.13.6. 25 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 6

46. 19. 85. 249 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3

176. 13.12. 96 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3

37.26.147.194 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3

149. 78.222. 112 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3

46.19. 85. 244 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3

66.249. 84.166 [l srael 147.237.77.216|dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2

80.246.133.15 |[lIsrael 147.237.77.216|dover.idf.i Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2

81.218.241.26 |[Israel 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 81.218. 241. 26 B ock 2

109. 67. 206. 202 |Israel 147.237.76.42 |refuah.idf.il \;Pjrwa'rttfi;z‘: '\i"d'}' ."’;tl' /Of;garzg/h:gﬁl;h"‘aspx Bl ock 2

62.219.21.55 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2

109. 253. 205. 203]I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2

37.26.148.192 [Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2

176.13. 19. 86 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2

66.249.84.165 |[Israel 147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
Unknown Par anet er

5.29. 243. 118 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01$ct | 03$chl Quest i on$l4 [None 2
in ww aka.idf.il/nain/giyus/questionnaire. aspx

148. 251. 21. 227 |Ger many 147.237.77.216|dover. i df . il Mil tipl e Unhaut hori zed URL Access from 148. 251. 21. 227 B ock 2

91.121.79.180 |France 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt Bl ock 1

66. 249. 66. 157 [l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ sip_storage/ fil es/ 9/1379.doc  [B ock 1

169. 229. 3. 91 Lhited Sates|147.237.76.31 |nakchal .idf.il Unknown HTTP Request Method A+ in URL B ock 1
Unknown Par arret er

62.219. 227. 233 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$75 [None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx

149. 88. 145.38 |l srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par anet er

2.54.159. 32 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01$ct | 03$chl Quest i on$l2 [None 1
0 in ww aka.idf.il/main/giyus/questionnaire. aspx

81.218.76. 43 I 'srael 147.237.77.216|dover . i df . i Unaut hori zed LRL Access to waw i df.il/894-en Bl ock 1

207.46.13.113 |Wnited Sates|147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1

79.181.111.10 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . i1/ aj ax/ updat est at us. php B ock 1
Unknown Par arret er

185. 32. 179. 104 |Israel 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$22 [None 1
in ww aka.idf.il/nmain/giyus/questionnaire. aspx

46.120. 144. 248 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to vww aka.idf.il/ufi/reaction/ B ock 1

113.76.90.229 [China 147.237.77.233|atal .idf.il Dstributed Wauthorized URL Access on 147.237.77. 233/ B ock 1
Unknown Par anet er

2.52.37.10 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01$ct | 03$cbl Questi on$3  [None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx

169. 229. 3. 91 Lhited Sates|147.237.77.234|hal ag. i df . i | NULL Character in Method [[#0]]Ag[[#16]] AcAYAA AAZ B ock 1
Unknown Par arret er

46. 19. 85. 247 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acekbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$85 [None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx

109. 65. 148. 144 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df . il/aj ax/ updat est at us. php B ock 1
Unknown Par anet er

5.29. 243. 118 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01$ct | 03$chl Quest i on$75 [None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx

84.94. 40. 115 | srael 147.237.72.166|aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 94.40. 115 B ock 1

66. 249. 66. 64 I srael 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ pdf/fi | es/ 4/ 108484. pdf B ock 1

169. 229. 3. 91 Lhited Sates|147.237.0.34 |tikshuv.idf.il Unknown HTTP Request Method A‘@G\ | A;BA—A?zQRQAVAA, in URL B ock 1
Unknown Par arret er

2.54.134.6 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphai n$TochenP! aceHbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$88 [None 1
in ww aka.idf.il/nmain/giyus/questionnaire. aspx

192.115.83.5 I srael 147.237.77.216|dover . i df . il D stributed PHP Attenpt B ock 1
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