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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
212.179. 54. 237 | srael 147.237. 72. 166 aka.idf.il ock Wp Al _Nets drop 3
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il ock_Udp All _Nets drop 3
5. 39.218. 13 Net her | ands 147.237.76. 38 eeneitav.idf.il B ock Np All Net drop 1
173. 208. 206. 206 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

185. 89. 217. 234 147.237.72. 166 aka idf.il portscan: TCP D stributed Portscan 1
176. 13. 23. 135 147.237.77. 216 I 'srael dover.idf.il portscan: TCQP D stributed Portscan 1
84. 108. 240. 237 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
46.19.86. 1 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
31.168. 232. 150 147.237.77. 216 I 'srael dover.idf.il portscan: TCQP D stributed Portscan 1
2.54.35.91 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
194. 187. 249. 120 147.237.77. 227 Eur ope e. hanaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
183. 3. 202. 115 147.237.0.19 Chi na nadi matal .idf.il ET SCAN Potential SSH Scan 1
89.138. 112. 229 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.182. 122. 241 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
37.26.148. 211 147.237.77. 216 I 'srael dover.idf.il portscan: TCQP D stributed Portscan 1
31.168. 151. 51 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
212. 150. 245. 250 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
93. 62. 44. 224 Italy 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 830
o SWNretransnmit wth different .
62. 219. 230. 3 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 148
Sreaning Engine: TGP Invalid i i ssi
80.178.102.53 |Israel 147. 237. 76. 200 |ei tan. aka. i f .| 9 =g Inval i d segnent retransmssi on. drop 135
Ret r ansmi ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TGP Invalid i i sSi
62.0.42.2 I'sr ael 147. 237.76. 200 |ei tan. aka. i df .1 9 =g Invalid segent retransmssion. drop 24
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.26.57 I'srael 147. 237.77. 243 |mobi l e, i f . i 9 =g Inval i d segnent retransmssi on. drop 21
Ret r ansm ssi on Packet dr opped.
192. 115. 177. 202|l srael 147.237.0.19 |nadimatal.idf.i|SYN At ack SYN -> SYN-ACK -> RST rej ect 19
93.173.185.177 |Israel 147.237.76.42 |refuah.icf.il  |Bad TOP sequence S retransmt with different monitor  [18
w ndow scal e
Sreaning Engine: TGP Invalid i i SSi
46.19. 86. 72 I srael 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
216.72.40.185 |lsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 11
2.54.136.9 | srael 147.237.72. 166 |aka.i df il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
203.171.41.47 |New Zeal and |147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 10
Sreaning Engine: TAP Invalid i i ssi
212.179.21. 194 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 10
Ret r ansm ssi on Packet dr opped.
66.249.81.209 |lhited Sates |[147.237.72.166 |aka.idf.il drop First packet isn't SYN drop 9
46. 19. 85. 249 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46.19. 85. 195 I srael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 156 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 82 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
66.249.81.212 |Lhited Sates |[147.237.72.166 |aka.idf.il drop First packet isn't SW drop 7
Sreanming Engine: TGP Invalid i i SSi
84.228.166.52 |Israel 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46.117.110. 67 [israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi
77.126.186. 249 i srael 147.237.72. 166 |aka i f .11 g =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
212.76.127. 44 |Israel 147.237.77. 176 |natpash.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
Sreaning Engine: TCP Invalid i i ssi
37.26.147.205 | srael 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.54. 62. 223 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.52.5.62 I srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
37.26.147.148 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence alert 6
109. 253.145.29 |Israel 147.237.76.42 |refuah.icf.il  |Bad TOP sequence SWretransmt wth different monitor  [6
w ndow scal e
Sreanming Engine: TGP Invalid i i SSi
109. 67. 172. 237 |israel 147.237.72. 166 |aka i df . g =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
80.178.255.14 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SINHACK retransmt with different | ooniior |
w ndow scal e
37.26.147.148 |lIsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence moni t or 6
reamng BEngine: TCP Invali i i SSi
2.54.146. 88 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransmission drop 6
Ret r ansmi ssi on Packet dropped.
66.102. 9. 125 Lhited Sates |147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent  |drop 5
41.33.232.66 Egypt 147. 237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
46. 19. 85. 195 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
82.80.140.175 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d sequence nunber noni t or 4
80. 179. 9. 115 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
212.143.142.56 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 4
46. 19. 85. 201 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
Sreaning Engine: TGP Invalid i i sSi
2.52.59.8 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
94.77.196.82  |Saudi Aabia |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Feil ed to handl e connection data noni t or
115. 230. 124. 164|Chi na 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
Sreaning Engine: TGP Invalid i i ssi
176.13.22.43 [ srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
37.26.147.148 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaning Engine: TGP Invalid i i sSi
109. 65. 139. 171 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.147. 26 I srael 147. 237.72. 166 |aka. i of . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.181. 1. 58 I srael 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185. 120. 125. 43 147. 237.72. 166 |aka. i f .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
46.19.85.255 | srael 147.237.77. 216 |dover.idf.il  |Bad TOP sequence SINHAK retransmt with different | oo |3
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
62.219.135.78 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
37.142.64. 97 | srael 147.237.0.19 |madi matal .idf.i|Too Many of the Sane Response Code (404) in Session from 37.142.64.97 |B ock 156
37.142.64. 97 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 114
46.19. 85. 148 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 39
80. 246. 138. 239 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 39
46. 19. 86. 247 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 32
80. 246. 137. 185 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 30
2.54.2.121 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 23
2.52.4.52 I srael 147.237.76.30 |hinush.idf.il Mil ti pl e Unaut hori zed URL Access from2.52. 4.52 B ock 21
176.13.12. 169 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 20
37.26.149.214 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 13
185.32.176. 118 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
80.246.136.91 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 12
46. 19. 86. 52 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 12
80. 246. 136. 149 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 10
176.13. 21. 33 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
80.246.137.65 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
109. 65. 165. 119 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 109. 65. 165. 119 B ock 5
37.142.64.97 I srael 147.237.0.19 |nadimatal .idf.i|Too Many of the Sane Response Code (403) in Session from37.142.64.97 |B ock 4
109. 253. 145. 206 |1 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 4
79.180. 7. 93 I srael 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed HTTP Met hod B ock 4
80.246.138.12 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode B ock 3
46.117. 2. 209 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from46.117. 2. 209 B ock 3
2.54. 163. 240 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13. 4. 63 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode B ock 3
79.180. 7. 93 | srael 147.237.77. 170 |n@ar achot . i df . i | |Whaut hori zed LR Access to maarachot.idf.il/sip_storage/files/ 4/ Bl ock 3
Unknown Par anet er
213.57.73.109 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01%ct | 03$chbl Quest i on$85 |None 3
in ww aka.idf.il/nain/giyus/questionnaire. aspx
157. 55. 39. 94 Lhited Sates|147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
Unknown Par anet er
176.13. 5. 48 I srael 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01%ct | 03%cbl Quest i on$61 [None 2
in wwy aka. idf.il/nain/giyus/questionnaire.aspx
Unknown Par anet er
109. 226. 60. 36 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01%ct | 03$chl Quest i on$96 |None 2
in wwy aka. idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
2.54.157. 14 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP! aceHol der $ct | 13$ct | 01$ct | 03$chl Question$l  |None 2
in wwu aka. idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
37.26.149.128 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01%ct | 03$chbl Quest i on$67 |None 2
in ww aka.idf.il/nain/giyus/questionnaire. aspx
- . Unhaut hori zed URL Access to
5 29.192.6 |srael 147.237.76.86 navy.idf.il waw navy. i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp B ock 2
Unknown Par anet er
80. 246.136. 64 |l srael 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03$chl Questi on$4  [None 2
in wwy aka. idf.il/nain/giyus/questionnaire. aspx
. ] Parangeter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Last Nane i n
109. 253. 215. 111l srael 147.237.76.42 |refuah.idf.il Wi ref ua. at al i df i 1/ 1518- he/ ref uah. aspx B ock 2
84.109.231.10 |Israel 147.237.76.31 |nakchal .idf.il |Dstributed Unauthorized HITP Met hod B ock 2
46.116. 169. 165 |Israel 147.237.77. 216 |dover . i df . i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 2
207.46.13.117 |Whited Sates|147.237.77.216|dover.idf.i | Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
46.19. 86. 167 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLQ None 2
46. 19. 85. 168 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
80.179.9. 115 I srael 147.237.77. 216 |dover . i df . i | Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
Unknown Par anet er
37.26.146.233 |lIsrael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP aceHbl der $ct | 13$ct | 01$ct | 03$chl Question$2  |None 1
in wwy aka. idf.il/nain/giyus/questionnaire.aspx
. . Unaut hori zed URL Access to
93. 62. 44. 224 Italy 147.237.77.233|atal .idf.il voww atal i of i |/ shar ed user cont rol s/ header upper/ B ock 1
Unknown Par anet er
46.19. 85. 113 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP! aceHol der $ct | 13$ct | 01$ct | 03$chl Questi on$7  |None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
84.111.162. 131 |[lsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphvai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$67 |None 1
in wwy aka. idf.il/nain/giyus/questionnaire.aspx
Unknown Par anet er
2.54.156. 227 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphvai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$95 |None 1
in wwy aka. idf.il/nain/giyus/questionnaire. aspx
. . . i i i i - N SR T™M
80.178.102.53 I srael 147.237.76. 200 [ei t an. aka. i df . | [1authori zed URL Access to wiw eitan. aka.idf.i1/1093-7963-he/xzx?x™ g o
X" xOx—xZxexY., aspx
Unknown Par anet er
82.80.198.164 |[lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13$ct | 01%ct | 03$chbl Quest i on$42 |None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
Unknown Par anet er
217.132.128.28 |lsrael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphvai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$l4 |None 1
in wwy aka. idf.il/nain/giyus/questionnaire.aspx
Unknown Par anet er
2.54.30.98 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphvai n$TochenP acetbl der $ct | 13$ct | 01$ct | 03$chl Quest i on$60 |None 1
in wwy aka. idf.il/nain/giyus/questionnaire.aspx
Unknown Par anet er
79.177.173. 4 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetHol der $ct | 13%ct | 01$ct | 03$chl Question$3  [None 1
in wwy aka. i df.il/nain/giyus/questionnaire.aspx
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