02-16-2016-10:04:02 to 02-16-2016-11:04:02

1"PT SwNn .’
gov IDF Under Attack
www.gov.il Da.||y RepOrt

[Top Targets |

Nunber

(6]
At acks

! ; &
P 6‘% «é’\ '\@' .\\é\ N

&> O Q
& &

Top Tar get

M aka.idf.il

M dover.idf.il

M nadi matal .idf.il

M refuah.idf.il

Matal.idf.il

M ishurimaka.idf.i

M lawidf.il

M aman.idf.il
eitan. aka.idf.il

M navy.idf.il

Nunber
(6]

At acks

Top Attackers

W 8.37.228. 74

46. 19. 85. 239
I 2.52.137.234

203.171. 41. 47
Il 37. 26. 147. 194
W 217.194. 207. 24
I 46. 210. 130. 234
M 2.54.170.91

46.19. 85. 171
M 37. 26. 146. 245




02-16-2016-10:04:02 to 02-16-2016-11:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
173. 208. 206. 202 Lhited Sates 147.237.77.19 | awforumidf.il bl ock-sp-traf 1 dr op 1
5. 39.218. 13 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il B ock Np All Net drop 1
185.94. 111. 1 147. 237.76. 176 test.ncore.idf.il Block Udp All Nets drop 1
173. 208. 206. 202 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
173. 208. 206. 202 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 drop 1




02-16-2016-10:04:02 to 02-16-2016-11:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Count
203.171. 41. 47 New Zeal and 147.237.77.233 |atal .idf.il|5670: HITP. SQ Injection (SALECT) B ock 8
203.171. 41. 47 New Zeal and 147.237.77.233 |atal .idf.il|3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4




02-16-2016-10:04:02 to 02-16-2016-11:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker

‘S’te

‘Signature

Gountry

203.171.41.47 |147.237.77.233|New Zealand  |atal.idf.il [SQ Injection - Select From 21
203.171.41.47 |147.237.77.233|New Zealand  |atal.icf.il |ET WEB_SERVER ATTACKER SQLi - SELECT and Schema Col umms 3
203.171.41.47 |147.237.77.233|New Zealand  |atal.idf.il |ET VEB SERVER SQLi - SHLECT and sysobj ect 3
79.179.62.170 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
31.168.27.109 |[147.237.77.216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
212.179.221. 25 |[147.237.77. 216l srael dover.idf.il [portscan: TCP D stributed Portscan 1
109. 253. 205. 110(147. 237. 77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
82 16621 131|147 237.8. 14 |15 ael o orchot i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80.178.143.82  |147.237.77. 216l srael dover.idf.il [portscan: TCP Distributed Portscan 1
37.26.148.247 |147.237.77. 216l srael dover.idf.il [portscan: TCP D stributed Portscan 1
2.54.31.27 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
212.76.106. 153 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
110. 247, 249, 235|147 237 77 74 |chi na Landidf i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
84.111. 36. 15 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
81.218.251. 252 |147.237.72. 166 | srael aka.idf.il portscan: TCP D stributed Portscan 1




02-16-2016-10:04:02 to 02-16-2016-11:04:02

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

8.37.228.74 g”&;ymus 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SWN drop 101

8. 37.228. 74 é{”;(’;ym’us 147. 237. 77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 87

217.194.207. 24 |Israel 147. 237. 72. 166 |aka.i df . | drop First packet isn't SYN drop 22

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 19

2.54.170. 91 I sr ael 147.237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 19

46. 19. 86. 213 I sr ael 147.237.72. 167 |i shurimaka.i of .i [Bad TCP sequence Invalid ACK nunber noni t or 18
Sreanmng Engine: TCP Invalid i i ssi

109. 253. 144, 2141 srael 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 15
Ret r ansni ssi on Packet dr opped.

217.194.207. 24 |lsrael 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 15
Sreaning Engine: TGP Invalid i i ssi

85.130. 231. 158 I srael 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi

79.181. 103. 252 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segment retransmssion. drop 12
Ret r ansm ssi on Packet dropped.

195.74.38. 14 Sweden 147.237.76.42 |refuah.idf.il drop SAMrul e drop 11
Sreanming Engine: TCP Invalid i i ssi

176.13.2.136  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransission. drop 9
Ret r ansmi ssi on Packet dr opped.

2.54.31.27 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8

R SWNretransnmit wth different .

46. 19. 85. 137 I sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence vil ndow scal e noni t or 7
Sreaning Engine: TQP Invalid i i ssi

79.181.174.34 |israel 147.237. 72. 166 |aka.i df . i g =g Invalid segnent retransnssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

46.19.86.218  |Israel 147. 237. 77. 243 |nobi l e. i of . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.

46.19. 85. 171 I srael 147.237.76.31 |[nakchal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6

46. 19. 85. 237 I sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi

109. 65. 158. 232 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dr opped.

46.19. 85. 171 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nvali d ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi

2.54.168. 99 | srael 147.237.72. 167 |i shuri maka. i df . i g _g Inval i d segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi

46.19.86.103  |Israel 147.237. 72. 166 |aka.i df . i g =g Invalid segnent retransnssion. drop 6
Ret ransm ssi on Packet dropped.

46.19. 85. 171 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi

46.19.85.142  |israel 147. 237. 72. 167 |i shuri maka i df . i 9 =9 Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.

80. 246. 136. 154 |l srael 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi

79.180. 1. 37 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnssion. drop 6
Ret r ansmi ssi on Packet dr opped.

46. 19. 85. 137 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5

46. 19. 86. 108 I srael 147.237.0.34 |tikshuv.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 5

46. 19. 85. 237 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 5

41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 5

171.48.48.250 [India 147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 86. 108 I srael 147.237.0.34 |tikshuv.idf.il [Bad TCP sequence Inval i d ACK nunber alert 5

2.52.57.245 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4

46.19. 85. 171 I srael 147.237.76.31 |[nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber aert 4

212.150.196.70 |Israel 147.237.76.42 |refuanh.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4

134. 213. 209. 30 E?';;gom 147. 237.77. 170 |maarachot . i df .11 |Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |monitor |4
Sreanming Engine: TCP Invalid i i ssi

199.30.24.22  |wited Sates |147.237.76.200|ei tan. aka.idf . il 9 =g Invalid segnent retransnission. drop 4
Ret r ansmi ssi on Packet dr opped.

37.26.146.172 |lIsrael 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect

171. 48.48.250 |India 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

212.179.21.194 [Israel 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval id ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi

62.219. 114. 226 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

82.81.250.35 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

132. 66. 100. 139 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

37.26.146.227 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransnission. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

212. 235.55. 206 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.181.22.2 I srael 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransnission. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

31.210.187. 222 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

62.219.117.24 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransnission. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

109. 64. 113. 216 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3

Ret r ansm ssi on

Packet dropped.




02-16-2016-10:04:02 to 02-16-2016-11:04:02

A tacker

Attacker Address count ry Target Address |Ste Signature

Streaning Engine: TCP Invalid  |invalid segnent retransnission.

84.94. 105. 28 I srael 147.237.72. 166 |aka. i df . i | o
Ret ransm ssi on Packet dropped.




02-16-2016-10:04:02 to 02-16-2016-11:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 239 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 77
2.52.137. 234 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 53
37.26.147.194 [israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 38
46. 210. 130. 234 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 32
2.54. 159. 247 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 16
213.57.7. 4 I srael 147.237.76.86 [navy.idf.il Ml tipl e Unhaut horized URL Access from213.57.7.4 B ock
46. 19. 86. 59 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
66. 249. 69. 26 I srael 147.237.77. 216 |dover . i df . i | Mul ti pl e Unaut hori zed URL Access from 66. 249. 69. 26 B ock
176.13.23.84  [Israel 147.237.77. 243 |nobi | e. i df . i | nu;;”f:?rc;fsz /gegpgrcﬁsem‘;esn st ohi 1 ddocunent s/ 1071 Bock |3
79.183.220.77 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 79. 183. 220. 77 B ock 3
80.178.101.40 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
46.19.86. 77 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
46. 19. 85. 168 I srael 147.237.77.216|dover.i df .i | D stributed Unaut horized URL Access on waidf.il/error. htm Bl ock 2
79.183.220.77 |[israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 2
Unknown Par anet er
46.19. 86. 61 I srael 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMii n$TochenPl acehol der $ct | 13$ct | 01%ct | 03$chl Questi o |None 2

n$35 i n wan aka. i df .i|/nmai n/ gi yus/ questi onnai re. aspx
Unknown Par anet er

2.54.15.51 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPt acetol der $ct | 13$ct | 01$ct | 03%chbl Questi o [None 2
n$117 in ww aka. i df.il/main/ gi yus/ questionnai re. aspx
Unknown Par anet er

37.26.147.219 |lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 2
n$42 in wwn aka. i df .il/nai n/gi yus/ questionnaire. aspx

142. 160. 241. 91 |Canada 147.237.77. 216 |dover.i df . i | D stributed Uhaut hori zed URL Access on wwidf.il/error. htm B ock

2.54.52.193 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock
Unhknown Par anet er

31.168. 21. 80 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPt acekol der $ct | 13$ct | 01$ct | 03%chbl Questi o [None 1
n$96 i n wawn aka. i df .il/nai n/gi yus/ questionnaire. aspx

176.13.19. 198 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1

. . S Uhtraceabl e Gonnection - Protocol violation

79.181.174.34 |[Israel 147.237.77.216|dover.idf .i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1

66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
Unknown Par anet er

2.54.137.177 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphiai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1

n$2 in ww aka. i df.il/nain/gi yus/ questionnaire. aspx
Unknown Paraneter _ VI EASTATEENCRYPTED i n

ww aka. i df . i |/ mai n/ sachar/ decl ar at i onexpl anat i on. aspx
Unaut hori zed URL Access to

213.57.7. 4 | sr ael 147.237.76.86 navy. | df.il wwv navy. i df.il/sip storage/fil es/2/si ze338x0/ 1802. j pg Bl ock !

109. 65. 189. 212 |Israel 147.237.72.166 |aka. i df . i | None 1

Unknown Paraneter _ VI EASTATEENCRYPTED i n

2.54.16.29 I srael 147.237.72. 166 [aka. i df . i | v aka. i df . |/ nai v sachar / nai | box. aspx None 1

82.80.17.163 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par anet er

37.26.148.211 |lIsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$67 in ww aka. i df.il/nai n/giyus/ questionnaire. aspx

183. 240. 92. 136 |Chi na 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock 1

172. 100. 224. 83 147.237.77. 176 |nat pash. i df . i | PHP At t enpt B ock 1
Unknown Par anet er

77.127.133.158 [Israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
vy aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx

5.22.135. 156 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
Unknown Par anet er

2.54.53.136 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphvai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1

n$90 in www aka. i df.il/nai n/gi yus/ questionnai re. aspx
Unknown Par anet er

87.69.128.183 [Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMii n$TochenPl acehol der $ct | 13$ct | 01%ct | 03$chl Questio |None 1
n$21 in wan aka. i df .i|/nmai n/ gi yus/ quest i onnai re. aspx

Wi, chamat z. aka. i |uhauthori zed LRL Access to

195. 200. 205. 22 |l srzel 147.231.77.226) 0 | ww chanat z. aka. i df . i 1/si p_storagel fil es/ 9/ 2479, | pg B ock !

2.52.158. 94 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
Unhknown Par anet er

80. 246. 136. 234 [l srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMii n$TochenPl acehol der $ct | 13$ct | 01%ct | 03$chl Questio |None 1
n$76 i n wan aka. i df .il/nmai n/gi yus/ questi onnai re. aspx

176.13.21.117 |Israel 147.237.77. 176 |mat pash. i df . i | D stributed Suspici ous Response Code B ock 1
Unknown Par anet er

2.54.156. 14 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphiai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$117 in ww aka. i df.il/nai n/gi yus/ questi onnaire. aspx

109. 253. 138. 233|I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
Unhknown Par anet er

213.57.158.224 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMii n$TochenPl acehol der $ct | 13$ct | 01$ct | 03$chl Questio |None 1

n$41 in wn aka. i df .il/nai n/ gi yus/ questi onnai re. aspx
Unhknown Par anet er

2.54.31.143 I srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekol der $ct | 13$ct | 01$ct | 03%chbl Questi o [None 1
n$101 in ww aka. i df.il/main/ gi yus/ questionnaire. aspx

82.80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1

80.178.158. 133 [Israel 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
Unknown Par anet er

37.26.148.211 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMii n$TochenPl acehol der $ct | 13$ct | 01$ct | 03$chl Questio |None 1
n$71 in wan aka. i df .il/nmai n/ gi yus/ questi onnai re. aspx

183. 240. 92. 137 |Chi na 147.237.77. 216 |dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
Unknown Par anet er

5.28.170. 221 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Questi o [None 1
n$7 in ww aka.idf.il/nain/giyus/ questionnaire. aspx

172. 100. 224. 83 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to v cogat . i df.il/xmrpc. php B ock 1

77.127.182.173 |[Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
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