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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
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|Target Address |Site

|signature

|Device Action |Count |

2.54. 159. 247 | srael 147.237.0. 19 nadi matal .idf.il Anonal y- TLS-renegot i ati on-d i dest - reset 155
81.218. 241. 26 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 91
212.179. 46. 189 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets dr op 3
109. 65. 38. 121 | srael 147.237.72. 166 aka idf.il Bl ock Udp All _Nets drop 3
185.94.111.1 147.237.76. 39 nobi l e.neitav.idf.il |Bock Udp Al Nets drop 1
14.114. 216.9 Chi na 147.237.76. 176 test.ncore.idf.il Bl ock_Ulp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

188. 165. 15. 152 France 147.237.77.234 hal ag. i df.il C228: HITP.  ArefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

82. 81.74. 143 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.157. 249 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
192. 114. 91. 232 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 54 147. 237. 76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
176. 106. 41. 210 147.237.77. 216 Pal estinian Territory, Qecupied dover.idf.il portscan: TCP Distributed Portscan 1
93.173. 82. 194 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
84.110. 54. 126 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
82. 80. 196. 44 147.237.72. 166 I srael akaidf.il portscan: TCP Distributed Portscan 1
2.54.130. 208 147.237. 72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
185. 110. 132. 54 147.237. 76. 201 e.atal .idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 54 147.237. 76. 147 chinuch.aka.idf.il  |ET SCAN Potential SSH Scan 1
164. 138. 112. 177 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
93.113.125. 11 147.237.72. 14 Romani a dover.idf.il(old) ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i ssi

37.26.146.227 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | g =g Invalid segnent retransmssion. Packet |, 135
Ret r ansni ssi on dr opped.

109. 226. 17. 135 |Israel 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 32

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30

195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SW drop 24

31.168.149.92 |[lIsrael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 21

31.168.149.92 |lsrael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d sequence nunber noni t or 17

136. 243. 159. 68 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 16

81.218.241.26 |lsrael 147.237.72. 156 |anan.idf . il drop First packet isn't SYN drop 10

2.52.190. 4 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 10

185. 3. 147. 147  |Israel 147.237.76.42 |refush.idf.il |Bad TCP sequence Invalid AGK nunber noni t or

37.26.149.193 |[Israel 147.237.72. 166 |aka.idf .| SYN At tack SYN -> SYN-ACK -> RST rej ect

37.26.149.193 | srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINWACK retransmt with different moni tor |7

W ndow scal e

66.102. 9. 125 Lhited States |147. 237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent drop 7
Sreanming Engine: TQP Invalid i i ssi

80. 179. 252. 250 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. Packet 6
Ret r ansmi ssi on dr opped.
Sreaning Engine: TGP Invalid ' i ssi

84.228.45.235 | srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 Invalid segnent retransmssion. Packet | 6
Ret r ansni ssi on dr opped.

46. 19. 85. 204 I srael 147.237.72. 166 [aka i df .| Bad TCP sequence I'nval i d ACK nunber noni t or

193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i ssi

37.26.149.189 | srael 147.237. 77. 243 |nobi l e. i of . 9 =9 nvalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
Sreaning Engine: TQP Invalid i i ssi

2.54.144.103  |israel 147. 237. 72. 166 |aka.i df . i g =g Invalid segnent retransmssion. Packet |4 6
Ret r ansm ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi

87.69.92.239  |Israel 147.237.72. 166 |aka i df .i 9 =9 nvalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.

136. 243. 159. 68 |Ger many 147. 237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6

46. 19. 86. 223 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor (6

202. 29. 239. 187 |Thai | and 147.237.72. 166 |aka.idf .| dr op SAMrul e drop 5

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5

192.0.81.17 Lhited Sates [147. 237. 77. 170 |naar achot . i df .i 1|Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |5

31.168.132.131 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5

41.33.232.66 t 147.237.77. 216 |dover. i df il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data nonitor |5

yp np

46.19. 85. 133 I srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Invalid AGK nunber nonitor |5

31.168.132. 131 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |4

46. 19. 85. 79 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence I'nval i d ACK nunber alert 4

37.26.149.193 |Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4

89.138.180.33 |[lIsrael 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4

37.46.41. 116 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

46.19. 85. 79 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi

157.55.2.135  |Wnited Sates |147. 237. 76. 200 |ei tan. aka.i df . i | 9 =g Invalid segnent retransmssion. Packet |, 4
Ret r ansni ssi on dr opped.

37.26.149.193 |Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SW drop 4
Sreaning Engine: TQP Invalid i i ssi

80.178.22.144 | srael 147.237.72. 166 |aka i df .i 9 =9 nvalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.
Sreaning Engine: TQP Invalid i i ssi

46.19.86.135  |Israel 147. 237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.

46.19. 85. 192 I srael 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi

176.13.2.124  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. Packet 3
Ret r ansmi ssi on dr opped.

46.121.197.116 |Israel 147.237.72. 166 |aka i df .i 1 Bad TCP sequence Invalid AGK nunber aert 3
S reanm ng Engi ne: TCP Segnent i

93.113.125.11 |Romani a 147.237.72. 166 |aka. i df . . 9 =g 9 TCP segrent out of naxi umalloved | 3
Limt Enforcenent sequence. Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

149.78.19.75  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. Packet | 3
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

80. 178. 228. 155 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.

94.77.196. 82 Saudi Arabia |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data nonitor 3
Sreaning Engine: TQP Invalid i i ssi

79.179.101. 130 |Israel 147.237.72. 166 |aka i df .i 9 =9 nvalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.

46.121.197.116 |Israel 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor 3
Sreaning Engine: TGP Invalid ' i ssi

109. 253. 157. 1101 sr ael 147. 237. 72. 166 |aka. i f . i1 9 =9 Invalid segnent retransmssion. Packet | 3
Ret r ansni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi

79.183.218.61 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. Packet 3
Ret r ansni ssi on dr opped.
Sreaning Engine: TGP Invalid ' i ssi

31.210. 187. 248 | srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Invalid segnent retransmssion. Packet | 3
Ret r ansni ssi on dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
2.54.159. 247 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 141
109. 253. 213. 210|l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 107
109. 253. 213. 210I srael 147.237.0.19 |nadi matal .idf. i Igg_“gg gfl; gelosa”e Response (ode (404) in Session from Bl ock 89
2.54.159. 247 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 70
80. 246. 136. 246 [Israel 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Code B ock 63
109. 253. 135. 46 |l srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 47
46.19. 86. 19 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 28
46.19. 86. 170 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 23
185.32.179.73 |lIsrael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 20
80.178.22.144 |Israel 147. 237.72. 166 |aka. i df . i | g’g'. Tgé;“f:;ho” zed Method for Known UR. from Bl ock 10
46.19. 86. 202 I srael 147.237.77.243|nobi | e. i df . i | Ml tiple Unaut horized URL Access from 46. 19. 86. 202 B ock 8
46. 19. 85. 255 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 8
2.54. 54,197 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 8
91.199.73.194 [Turkey 147.237.77.216|dover.idf . il Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock 4
2.52.137.234 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
37.26.149.218 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
2.54.53. 223 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
176. 13. 19. 86 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 137. 77 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 3
66. 249. 69. 26 I srael 147.237.77.216|dover.idf . il Ml tiple Unauthorized URL Access from 66.249. 69. 26 B ock 3
109. 253. 193. 93 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
81.218.241.26 |Israel 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut horized URL Access from 81.218. 241. 26 B ock 2
138. 134. 102. 16 |l srael 147.237.77.216|dover.idf . il Dstributed Whaut hori zed URL Access on waw i df.il/nil net B ock 2
17.138.59.7  |Uited Sates 147. 237. 72. 156 |anan. i df . i | m”;rg.iizd?iﬁ‘apgffzgpf; e associ ati on Bl ock 2
46.19.86.202 | srael 147.237.77. 243 |nobi | e. i df . i | ;ﬂ;“lt :?rd'fz'f? , t’:t‘eggrcyim s/ i st chi | ddocunent s/ 1431 Bl ock 2
37.46.41.116  |israel 147.237.77. 243 |nobi | e. i df . i | ggﬂt:?réfzf? | g‘eggrcyisemgtes“ <t ohi | ddocunent s/ 1071 Bl ock 2
37.8.124. 255 gcf;iig;a” Territory, 147, 237.77. 176 |mat pash. i df . i | |Unaut hori zed URL Access to wiw cogat . i df . i 1/894-ar B ock 2
91.199.73.196  |Turkey 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
37.26.149.193 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None
79.176.35.237 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock

176. 228. 128. 119)I srael 147.237.77. 234|hal ag. i df . i | ﬂ?tzg(?).r;?gs:ﬂ_nﬁggf/sssh;oe o/ bl et L. i Bl ock 1
93.113.125.11 |Romani a 147.237.77.233|atal .idf.il D stributed Unaut hori zed LRL Access on / B ock 1
2.52.190. 4 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
212.199. 118. 34 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Wauthorized URL Access from212.199. 118. 34 B ock 1
66.249.69.48 |Israel 147.237.77. 216 |dover . i df .i | e hr heeess 1o aspx B ock 1
46.19.85.209  |israel 147.237.76.42 |refuah.idf.il iét ;;?9;2942'7hstu;lh;rsiﬁaerdeﬁe :ectcis‘sss on Bl ock 1
94.230.93.245 |[Israel 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
80.138.180.33 |Israel 147.237. 72. 166 |aka. i df . i | € e Tt zed Nethod for Knoan LR from Bl ock 1
79.181.217.210 [israel 147.237.72. 166 |aka. i df . i | mn;’k‘”;iﬁr_?ﬁg Ncéggﬁﬁt;aggichﬁSprhsaChar$°t' 7sin None 1
109. 253. 198. 50 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 1
94.230.93.130 |[lIsrael 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
212.199. 118. 34 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wan aka.idf.il/_vti_bin/owssvr.dl | B ock 1
82.81.10. 13 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthori zed URL Access from 82.81. 10. 13 B ock 1
149. 202. 98.160 |Ger many 147.237.77. 216 |dover . i df . i | LR 18 fave Fool Breatory /] cuery/j query- L 4. 2.rin| Bl ock 1
68.180.228.112 [lnited Sates 147.237.77.216|dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
109. 160. 254. 155|I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
193. 163. 248. 12 |Eur ope 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthori zed URL Access from 193. 163. 248. 12 B ock 1
64.233.173.156 [lLhited Sates 147.237.77.216|dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
94.230.93.168 |[lIsrael 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
41.79. 66. 144 Ngeria 147.237.77. 216 |dover . i df .i | Email collector robots 14 B ock 1
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