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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |[Site

|Signature

|Device Action |Count |

79.182. 4. 147 | srael 147.237. 72. 166 aka.idf.il Bl ock_Udp Al _Nets drop 6
202. 101. 62. 39 Chi na 147.237.76. 201 e atal.idf.il JLM Under _Attack Con Htp dr op 2
115. 239. 228. 10 Chi na 147.237.0. 16 ny- kosher-kravi .i df .il Frk Under Attack Con Htp drop 2
115. 239. 228. 10 Chi na 147.237.0. 16 ny- kosher-kravi .idf .il Frk Puple Gon Limt Htp drop 1
78.179. 196. 163 Tur key 147.237.76. 31 nakchal .idf.il Bl ock Udp All _Nets drop 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
80. 83. 135. 131 147.237.77. 74 Georgi a lawidf.il ET SCAN Potential SSH Scan 1
37.193.70. 30 147.237.77. 243 Russi an Federation nobi | e.idf.il ET SCAN Potential SSH Scan 1
37.193.70. 30 147. 237.77. 170 Russi an Federation naar achot . i df . i | ET SCAN Potential SSH Scan 1
193. 105. 134. 220 147.237.0.19 Sweden nedi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
115. 29. 197. 215 147. 237.72. 166 Chi na aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80.83.135. 131 147.237.77. 243 Georgia nobi | e.idf.il ET SCAN Potential SSH Scan 1
80.83.135. 131 147.237.77. 227 Georgi a e. hamaz.idf.il ET SCAN Potential SSH Scan 1
80. 83. 135. 131 147. 237.77.178 Georgi a e. mat pash. i df .il ET SCAN Potential SSH Scan 1
80.83.135. 131 147.237.77. 170 Georgia naar achot . i df . i | ET SCAN Potential SSH Scan 1
80.83.135. 131 147.237.77.19 Georgi a | awforumidf.il ET SCAN Potential SSH Scan 1
37.193. 70. 30 147.237.77. 212 Russi an Federation e. dover.idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220 147.237.77. 74 Sweden lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
37.193. 70. 30 147.237.8.50 Russi an Federation e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
149. 78. 154. 69 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
88.249. 106. 23 147. 237.72. 156 Tur key anan.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 83. 135. 131 147.237.77. 234 Georgi a hal ag.idf.il ET SCAN Potential SSH Scan 1
80. 83.135. 131 147.237.77. 212 Georgi a e. dover.idf.il ET SCAN Potential SSH Scan 1
80. 83. 135. 131 147. 237.77. 176 Georgia mat pash. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
45. 45, 135. 16 147.237.77. 74 lawidf.il |drop First packet isn't drop 248
23.106. 166. 225 Lhited Sates 147.237.77. 74 lawidf.il |dr op Frst packet isn't drop 218
5.157.57.9 Sweden 147.237.77. 74 lawidf.il |drop First packet isn't drop 206
91. 108. 88. 181 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 194
91. 108. 88. 143 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 192
45.45.135. 2 147.237.77. 74 lawidf.il |drop First packet isn't drop 189
23.106. 166. 181 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 189
23.80.147. 41 Lhited Sates 147.237.77. 74 lawidf.il |dr op Frst packet isn't drop 186
45.45.135.5 147.237.77. 74 lawidf.il |drop First packet isn't drop 179
45. 45, 135. 18 147.237.77. 74 lawidf.il |drop First packet isn't drop 168
91.108. 88. 94 Ger many 147.237.77. 74 lawidf.il |dr op Frst packet isn't drop 154
23. 80. 147. 142 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 149
23.106. 161. 77 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 149
84. 200. 45. 159 Cer many 147.237.77. 74 lawidf.il dr op First packet isn't drop 147
91.108. 88. 121 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 147
91. 108. 88. 226 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 146
104. 251.91. 180 147.237.77. 74 lawidf.il |dr op First packet isn't drop 145
23.106. 239. 249 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 142
91.108. 88. 112 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 141
84. 200. 45. 27 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 139
23.106. 161. 125 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 135
91. 108. 88. 83 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 122
23. 81. 205. 200 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 112
23.106. 211. 43 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 110
23.80.148. 22 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 107
45.45.135.9 147.237.77. 74 lawidf.il |drop First packet isn't drop 105
5.157.57. 15 Sweden 147.237.77. 74 lawidf.il |drop First packet isn't drop 102
5.157.56. 145 Sweden 147.237.77. 74 lawidf.il |drop First packet isn't drop 101
23.106. 85. 203 Lhited Sates 147.237.77. 74 lawidf.il |dr op First packet isn't drop 100
23.81.69. 119 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 99
23.106. 239. 108 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 99
91.108. 88. 144 Ger many 147.237.77. 74 lawidf.il |dr op First packet isn't drop 99
5.157.57. 61 Sweden 147.237.77. 74 lawidf.il |drop First packet isn't drop 98
84. 200. 45. 38 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 98
31.14. 33.53 Romani a 147.237.77. 74 lawidf.il |dr op First packet isn't drop 98
5.231.27.139 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 98
23.106. 164. 164 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 98
84. 200. 45. 12 Ger many 147.237.77. 74 lawidf.il |dr op First packet isn't drop 98
91. 108. 88. 146 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 97
91. 108. 88. 3 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 97
91.108. 88. 120 Ger many 147.237.77. 74 lawidf.il |dr op First packet isn't drop 97
91. 108. 88. 222 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 97
23.106. 166. 182 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 96
45. 45, 135. 15 147.237.77. 74 lawidf.il |drop First packet isn't drop 96
91. 108. 88. 73 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 96
91. 108. 88. 156 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 95
91.108. 88. 147 Ger many 147.237.77. 74 lawidf.il |dr op First packet isn't drop 95
91. 108. 88. 150 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 95
84. 200. 45. 13 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 94
45.45.135.8 147.237.77. 74 lawidf.il |drop First packet isn't drop 93
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
80.246.136.75 | srael 147.237.0.19 |nadimatal .idf.i ;gtlazl\g?ylsé. ;ge Sane Response Qode (404) in Session from Bl ock 160
80.246.136.75 |[Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 107
185.32.179.97 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 35
2.54.136.2 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 19
2.52.4.92 I srael 147.237.0.34 |tikshuv.idf.il |[Too Many of the Sane Response Code (404) in Session from2.52.4.92 |B ock 13
80.246.136.75 I srael 147.237.0.19  [nadi matal .i df i [go ) o 10€ ST Fesponse Gde (403) T Session from Bl ock 13
85. 250. 25. 89 | sr ael 147.237.77. 176 |mat pash. i df .i| |Miltiple Wnauthorized URL Access from 85.250. 25. 89 B ock 9
85. 250. 25. 89 I srael 147.237.77. 176 |nat pash. i df .i| |Dstributed P Atenpt B ock 6
37.26.149.219 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 6
46.19. 86. 122 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
66. 249. 69. 26 I srael 147.237.77. 216 |dover. i df . il Ml tipl e Unauthorized URL Access from 66.249. 69. 26 B ock 3
109. 253. 206. 42 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
186. 202. 150. 213|Brazi 147.237.72. 166 |aka. i df . i | Ml tipl e Wnauthorized URL Access from 186. 202. 150. 213 B ock 3
109. 253. 145. 250]l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
85. 250. 25. 89 | srael 147.237.77. 176 |nat pash. i df . i | Unhaut hori zed URL Access to ww cogat . i df . il/aj ax/ updat est at us. php B ock 2
66.249.81.212 |[Israel 147.237.77.216|dover . i df . il Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 1
186. 202. 150. 213|Brazil 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
109. 65. 16. 212 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - CGpen Mde None 1
178.163. 0. 215 gz::;”i o 147.237.77.74 |lawidf.il \;Twafmafﬂlelr dfT.yipf/t\"egLftati i Set' fei'\f;/mg;t”ﬂ | a5 B ock 1
68.180.228.112 |lnited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed LRL Access from 68. 180. 228. 112 B ock 1
207.46.13.85 Lhited Sates [147.237.77.233|atal .idf.il Abnormal |y Long Request URL B ock 1
109. 66. 98. 21 I srael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wawidf.il/ https:/twtter. con B ock 1
80.246.136.75 |Israel 147.237.0.19 |nmadimatal .idf.i|Too Many 404: Response Code per Session B ock 1
66.249.64.131 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
178. 163. 0. 215 gs::;”i o 147.237.77.74 |lawidf.il \;'Twarwafmaf:: dfT_yipf“\AercT’LfI ati o égfﬁcf;t;; ftielrg_i ;‘spx Bl ock 1
68.180.230.29 |[United Sates  [147.237.77. 176 [nat pash. i df . i | ma:ig; pe M /Oigéé?ﬂefsgzzjﬁaisgx Bl ock 1
5. 29. 248. 213 I srael 147.237.0.34 [tikshuv.idf.il [PHP Attenpt B ock 1
77.87.117.6 g;z::tnion 147.237.0.34 |tikshuv.idf.i|l |Paraneter Type Molation catld in wwtikshuv.idf.il/site/general .aspx B ock 1
5. 29. 248. 213 I srael 147.237.0.34 |tikshuv.idf.i|l |Uauthorized URL Access to tikshuv.idf.il/xmrpc. php B ock 1
66. 249. 69. 32 I srael 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
2.52.4.92 | srael 147.237.0.34 |tikshuv.idf.il |[Too Many 404: Response Code per Session B ock 1
87.69. 31. 146 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/gius B ock 1
80. 246. 133. 223 [Israel 147.237.77. 216 |dover.idf.il Distributed Waut hori zed URL Access on waw idf.il/error. htm B ock 1
Unaut hori zed URL Access to
160. 62. 4. 100 Swi t zer| and 147.237.77. 176 |nat pash. i df . i | vwwy cogat . i df . i | /tenpl at es/ shar ed/ user cont rol s/ nor ei nf o/ ti chnun. yosh@|B ock 1
gnai | . com
80. 246.137.3 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 1
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