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02-16-2016-05:04:07 to 02-16-2016-06:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site

|Signature |Device Action |Count |
212.179. 54. 237 | srael 147.237.72. 167 ishurimaka.idf.il |Block Udp All _Nets drop 3
115. 239. 228. 10 Chi na 147.237.76. 176 test.ncore.idf.il JLM Under _Attack_Con_Htp drop 2
104. 233. 75. 205 147.237. 76. 31 nakchal .idf.il B ock Udp Al Nets dr op 1




02-16-2016-05:04:07 to 02-16-2016-06:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

188. 165. 15. 127 France 147. 237. 76. 200 eitan. aka.idf.il 228: HITP. AwrefBot crawer Bl ock 1




02-16-2016-05:04:07 to 02-16-2016-06:04:07

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
89. 248. 160. 192 |147.237. 72. 166 |Net her | ands aka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
89. 248. 160. 192 |147.237.8.24 |Netherl ands elifestyleidf.il|ET SCAN Potential VNC Scan 5800- 5820 1
198.12.85.148 |147.237.8.24 |uhited Sates |elifestyle.idf.il|[ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 79. 104 147. 237. 77. 216 [Net her | ands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 105. 134. 220|147. 237. 77. 178 |Sneden e.matpash.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
50.204.188. 142 [147.237.0.19 |whited Sates |nadimatal.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
103, 224. 189 61 |147 237 828 |india o nobi | e ke i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89. 248. 160. 192 [147.237. 77. 234 |Net her| ands hal ag. i df.il ET SCAN Potential VWNC Scan 5800- 5820 1
89. 248. 160. 192 |147.237. 77. 121 Net her | ands e navy.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
89. 248. 160. 192 [147. 237. 76. 197 [Net her | ands ehinush.idf.il |ET SCAN Potential VNC Scan 5800- 5820 1
89. 248. 160. 192 |147. 237.76.34 |Net her| ands yohal an.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
89. 248. 160. 192 |147.237. 72. 156 |Net her | ands anan.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
89.248. 160. 192 [147.237.0.35 |[Netherl ands akavs. i df .i | ET SCAN Potential VNC Scan 5800- 5820 1
50.204.188. 142 [147.237.0.19 |Wited Sates [nadimatal.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
175, 20. 152, 204 |147. 237 77 19 |chi na | o forumi i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
50.204. 188. 142 |147.237.0.19 |Wited Sates |nadimatal.idf.il |[ET SCAN NVAP -f -sS 1
89. 248. 160. 192 |147. 237. 77. 243 [Net her | ands nobi | e.idf il ET SCAN Potential WNC Scan 5800- 5820 1
89.248. 160. 192 [147.237. 77. 227 [Net her | ands e. hanaz. i df .i| ET SCAN Potential VNC Scan 5800- 5820 1
89.248. 160. 192 [147.237.77.74 |Netherlands lawidf.il ET SCAN Potential VWNC Scan 5800- 5820 1
89. 248. 160. 192 |147. 237. 76. 147 [Net her | ands chinuch. aka.idf .iI|ET SCAN Potential VNC Scan 5800- 5820 1




02-16-2016-05:04:07 to 02-16-2016-06:04:07

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
45. 45, 135. 18 147.237.77. 74 lawidf.il |drop First packet isn't drop 334
91.108. 88. 177 Ger many 147.237.77. 74 lawidf.il |dr op Frst packet isn't drop 185
72.9.148. 10 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 182
91. 108. 88. 195 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 180
45.45.135.8 147.237.77. 74 lawidf.il |drop First packet isn't drop 179
23.106. 211. 37 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 162
23.80.147. 64 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 156
23. 80. 148. 58 Lhited Sates 147.237.77. 74 lawidf.il |dr op Frst packet isn't drop 153
23.106. 211. 77 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 149
84. 200. 45. 175 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 147
5. 157.56. 143 Sweden 147.237.77. 74 lawidf.il |dr op Frst packet isn't drop 146
23.106. 161. 105 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 146
5.157.57.7 Sweden 147.237.77. 74 lawidf.il |drop First packet isn't drop 145
31.14.33.53 Romani a 147.237.77. 74 lawidf.il |drop First packet isn't drop 144
23.106. 244. 91 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 144
5.157.57. 240 Sweden 147.237.77. 74 lawidf.il |drop First packet isn't drop 144
104. 251. 91. 26 147.237.77. 74 lawidf.il |dr op First packet isn't drop 143
23.106. 239. 108 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 143
84.200. 45. 13 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 141
23.106. 201. 33 Lhited Sates 147.237.77. 74 lawidf.il |dr op First packet isn't drop 140
84. 200. 45. 43 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 140
23.106. 161. 126 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 140
23.106. 166. 130 Lhited Sates 147.237.77. 74 lawidf.il |dr op First packet isn't drop 137
84. 200. 45. 166 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 135
84. 200. 45. 150 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 123
84. 200. 45. 93 Ger many 147.237.77. 74 lawidf.il |dr op First packet isn't drop 105
84.200. 45. 11 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 102
45. 45, 135. 14 147.237.77. 74 lawidf.il |drop First packet isn't drop 101
5.157.57. 15 Sweden 147.237.77. 74 lawidf.il |drop First packet isn't drop 101
23.81.70.17 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 100
23.106. 161. 123 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 100
23.81.70.115 Lhited Sates 147.237.77. 74 lawidf.il |dr op First packet isn't drop 100
5.157.57. 61 Sweden 147.237.77. 74 lawidf.il |drop First packet isn't drop 99
5.157.57.9 Sweden 147.237.77. 74 lawidf.il |drop First packet isn't drop 99
23.81.69. 53 Lhited Sates 147.237.77. 74 lawidf.il |dr op First packet isn't drop 99
91. 108. 88. 135 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 99
23.106. 166. 29 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 98
91.108. 88. 191 Ger many 147.237.77. 74 lawidf.il |dr op First packet isn't drop 98
23.106. 166. 77 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 98
23.106. 161. 57 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 98
84. 200. 45. 160 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 97
91. 108. 88. 89 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 97
23.106. 239. 10 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 96
23.81.69.127 Lhited Sates 147.237.77. 74 lawidf.il |dr op First packet isn't drop 96
104. 251. 91. 229 147.237.77. 74 lawidf.il |drop First packet isn't drop 96
23.81.70. 146 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 96
84. 200. 45. 10 Ger many 147.237.77. 74 lawidf.il |dr op First packet isn't drop 96
84. 200. 45. 226 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 96
23.81.70.171 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 95
91. 108. 88. 233 Ger many 147.237.77. 74 lawidf.il |dr op First packet isn't drop 95




02-16-2016-05:04:07 to 02-16-2016-06:04:07

|Top Attackers In V\AF|

At acker . Devi ce
Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on
66. 249. 69. 26 | srael 147.237.77.216|dover.idf .i| [Miltiple Unauthorized URL Access from 66.249. 69. 26 B ock
173.208. 136. 170 ;“;tteeg 147.237.77. 176 |mat pash. i df . i l|Mil tipl e Adnin Bl ocking from 173. 208. 136. 170 Bl ock
197. 45. 132. 185 |Egypt 147.237.0.34 |ti kshuv.idf.il|PHP Attenpt B ock
66. 249. 64. 234 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1399- he/ at al . aspx Bl ock
Uhaut hori zed URL Access to ww i df.il/1133-13606- he/ dover . aspxx3 A—
Lhi ted . . x3 A" x3 B ANAE™EG A€ x'3,-8,0C Ax'a,-ASC AESC A G ENAE™(O ACx'a€S
157.55.30.094 |1 147.237.77. 216 |dover . i df . 11 |3 4l 5 /508 A AE5CH AuGS ETAE™ES ACX AESACCUA] OF EX'E ~ASCH AES B ock
& Ay
197. 45.132. 185 |Egypt 147.237.0.34 |tikshuv.idf.i||Unaut horized URL Access to tikshuv.idf.il/xnrpc. php B ock
173. 208. 136. 170 g"alt:g 147.237.77. 176 |nat pash. i df . i I|Adni n B ocki ng B ock
207. 46. 13. 42 LSthlatt:sd 147.237.72. 166 [aka. i df . i | Unknown Par anet er 136¢d360 i n waw aka. i df . i | / mai n/ hore/ def aul t . aspx None
109. 186.37. 61 |l srael 147.237.0.34 [ti kshuv.idf.il|[Too Many 404: Response Code per Session B ock
207. 46. 13. 147 gq;tt:: 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . il/nai n/ sachar/| ogi n B ock
122.201.19.100 |Mbngolia [147.237.77.233|atal .idf.il Enail collector robots 14 B ock
176. 13. 10. 34 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for waw aka. idf.il/main/ sachar/ mas. aspx B ock
66. 249. 64. 160 | srael 147.237.76.31 |nakchal . i df.il{Unaut hori zed URL Access to 147.237.76. 31/ B ock
208. 115. 113. 89 ;h;:ee: 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/famly/ B ock
122.201.19.100 |Mbngolia [147.237.77.233|atal .idf.il eMii | Hoardi ng B ock

02-16-2016-05:04:07 to 02-16-2016-06:04:07




