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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

185.94.111. 1 147.237.76. 202 e halag.idf.il Bl ock_UWp Al _Nets drop 1
107. 150. 60. 76 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 dr op 1
173. 208. 206. 205 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf . il bl ock-sp-trafl forward 1
185.94. 111. 1 147. 237. 76. 30 hi nush. i df .i | Bl ock Udp All Nets drop 1
5. 39.218. 13 Net her | ands 147.237.76. 176 test.ncore.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action ‘Count

88. 150. 221. 26 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
94.156.12. 230 [147.237.76.196 |RUl garia e.svivaidf.il ET SCAN Potential SSH Scan 2
177. 44. 229. 254 |147. 237. 77. 216 |Brazi | dover.idf.il ET SCAN Potential SSH Scan 2
177. 44. 229. 254 (147. 237. 76. 42 |Brazil refuah.idf.il ET SCAN Potential SSH Scan 2
94.156.12.230 [147.237.76.198|RU garia e.yohal an.idf.il ET SCAN Potential SSH Scan 2
94.156. 12. 230 |147.237.76. 202 |Bul garia e halag idf.il ET SCAN Potential SSH Scan 1
177. 44. 229. 254 [147.237.0.16  |Brazil ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
84.181.175. 117 [147.237.0.16  |Ger many ny-kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
94.156. 12. 230 |147.237. 76. 200 |Bul gari a eitan aka.idf.il ET SCAN Potential SSH Scan 1
111. 37. 249. 180 [147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
69. 197. 145. 242 |147.237.76. 201 |Lhited Sates e.atal.idf.il ET SCAN Potential SSH Scan 1
5.236.217.192 |147.237.77.176 :ézzi:lilili:‘m nat pash. i df .| ET SCAN NVAP -sS wi ndow 3072 1
111. 37. 249. 180 |147. 237. 77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
94.156.12.230 |147.237.76.44 |Bilgaria e.refuah.idf.il ET SCAN Potential SSH Scan 1
111. 37. 249. 180 [147. 237. 76. 198 |Chi na e yohal an.idf.il ET SCAN Potential SSH Scan 1
94.156.12.230 |147.237.76.31 |Bilgaria nakchal .idf.il ET SCAN Potential SSH Scan 1
111. 37. 249. 180 |147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
92.124.95.78 147.237. 8. 28 Russi an Federation |e.nobile-ks.idf.il ET SCAN Behavi oral  Unusual | y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
111. 37. 249. 180 [147. 237. 76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 114 [147. 237. 77. 205 |kr ai ne prisha. idf.il ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
177. 44. 229. 254 [147.237.72. 14 |Brazil dover.idf.il(old) ET SCAN Potential SSH Scan 1
111. 37. 249. 180 [147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
84.181.175. 117 |147.237.0. 34  |Ger many tikshuv.idf.il ET SCAN Potential SSH Scan 1
177. 44. 229. 254 (147. 237.8.28 |Brazil e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
94.156.12.230 [147.237.77.216|Rl garia dover.idf.il ET SCAN Potential SSH Scan 1
177. 44. 229. 254 |147. 237.0.33 |Brazil idf.il ET SCAN Potential SSH Scan 1
84.181.175. 117 |147.237.0.17 |Ger many mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
94.156.12. 230 [147.237.76.201 B garia e.atal.idf.il ET SCAN Potential SSH Scan 1
111. 37. 249. 180 |147. 237. 77. 235 |Chi na svivaidf.il ET SCAN Potential SSH Scan 1
79.177.163.66 [147.237.77. 216 |l srael dover.idf.il ET DCB Large anount of TGP ZeroWndow - Possible Nkiller2 1
DDos attack
69. 197. 145. 242 |147.237.0. 17 |hited Sates mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
111. 37. 249. 180 [147. 237. 77. 226 |Chi na waw chanat z. aka. idf . il [ET SCAN Potential SSH Scan 1
198.20.69.98 [147.237.76.34 |Lnited Sates yohal an. i df .i | ET DRP Dshiel d B ock Listed Source 1
94.156. 12. 230 |147.237.76. 177 |Bil garia ncore.idf.il ET SCAN Potential SSH Scan 1
5.236.217. 192 |147.237.77. 176 :%f‘?‘wn'bli'i';[’“c nat pash. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
111. 37. 249. 180 [147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
94.156.12.230 |147.237.76.38 |Bilgaria eenetav.idf.il ET SCAN Potential SSH Scan 1
179.107. 99. 58 [147.237.72.14 |Brazil dover.idf.il(old) ET SCAN Potential SSH Scan 1
111. 37. 249. 180 [147. 237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
94.156.12.230 |147.237.0.33 |Bilgaria idf.il ET SCAN Potential SSH Scan 1
177. 44. 229. 254 (147. 237. 76. 147 |Brazil chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
111. 37. 249. 180 [147. 237. 76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 114 [147. 237. 77. 205 |kr ai ne prisha. idf.il ET SCAN NVAP -sS wi ndow 1024 1
177. 44. 229. 254 (147. 237. 72. 217 |Brazil eidf.il ET SCAN Potential SSH Scan 1
111. 37. 249. 180 [147. 237.76.30 |China hi mush. i df .i | ET SCAN Potential SSH Scan 1
84.181.175. 117 |147.237.8. 24  |Ger many elifestyle.idf.il ET SCAN Potential SSH Scan 1
177. 44. 229. 254 (147. 237.8.50 |Brazil e tikshuv.idf.il ET SCAN Potential SSH Scan 1
106. 105. 173. 31 [147. 237. 76. 30 |Tai wan hi nush. i df .i | ET SOW Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
177. 44.229. 254 |147. 237.8.24 |Brazil elifestyleidf.il ET SCAN Potential SSH Scan 1
84.181.175.117 |147.237.0.19  |Ger many madi matal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
45. 45, 135. 15 147.237.77. 74 lawidf.il |drop First packet isn't drop 247
45.45.135.8 147.237.77. 74 lawidf.il |drop First packet isn't drop 223
84. 200. 45. 166 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 196
5.157.57. 110 Sweden 147.237.77. 74 lawidf.il |drop First packet isn't drop 195
84. 200. 45. 152 Ger many 147.237.77. 74 lawidf.il |dr op Frst packet isn't drop 193
23.80.147. 64 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 191
91.108. 88. 177 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 189
23.106. 166. 29 Lhited Sates 147.237.77. 74 lawidf.il |dr op Frst packet isn't drop 183
23.106. 166. 174 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 172
23.106. 164. 211 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 171
5. 157.57. 240 Sweden 147.237.77. 74 lawidf.il |dr op Frst packet isn't drop 166
45.45.135.9 147.237.77. 74 lawidf.il |drop First packet isn't drop 159
91. 108. 88. 168 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 152
91. 108. 88. 133 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 151
84. 200. 45. 93 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 144
104. 251. 91. 26 147.237.77. 74 lawidf.il |drop First packet isn't drop 143
23.106. 244. 134 Lhited Sates 147.237.77. 74 lawidf.il dr op First packet isn't drop 143
84. 200. 45. 42 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 141
31.14.33.59 Romani a 147.237.77.74 lawidf.il |drop First packet isn't drop 140
91.108. 88. 3 Ger many 147.237.77. 74 lawidf.il |dr op First packet isn't drop 140
91. 108. 88. 161 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 139
23.106. 244. 61 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 138
23.106. 244. 32 Lhited Sates 147.237.77. 74 lawidf.il |dr op First packet isn't drop 137
91. 108. 88. 231 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 137
23.80. 147. 149 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 135
84. 200. 45. 70 Ger many 147.237.77. 74 lawidf.il |dr op First packet isn't drop 133
91. 108. 88. 235 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 133
23.106. 211. 37 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 133
23. 80. 148. 216 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 129
23.80.147.90 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 117
23.106.211. 161 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 116
91. 108. 88. 246 Ger many 147.237.77. 74 lawidf.il |dr op First packet isn't drop 115
23. 80.148. 22 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 112
23.81.235. 214 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 109
5.157.56. 143 Sweden 147.237.77. 74 lawidf.il |drop First packet isn't drop 102
91. 108. 88. 224 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 99
23.106. 166. 182 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 99
91. 108. 88. 248 Ger many 147.237.77. 74 lawidf.il |dr op First packet isn't drop 99
23.80.148.58 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 99
5.157.57. 155 Sweden 147.237.77. 74 lawidf.il |drop First packet isn't drop 98
91.108. 88. 180 Ger many 147.237.77. 74 lawidf.il |dr op First packet isn't drop 98
23.81.70. 158 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 98
84. 200. 45. 155 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 98
91.108. 88. 195 Ger many 147.237.77. 74 lawidf.il |dr op First packet isn't drop 97
23.106. 166. 84 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 97
23.106. 85. 76 Lhited Sates 147.237.77. 74 lawidf.il |drop First packet isn't drop 97
84. 200. 45. 98 Ger many 147.237.77. 74 lawidf.il |dr op First packet isn't drop 96
91. 108. 88. 199 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 96
84. 200. 45. 154 Ger many 147.237.77. 74 lawidf.il |drop First packet isn't drop 96
91.108. 88. 157 Ger many 147.237.77. 74 lawidf.il |dr op First packet isn't drop 96




02-16-2016-04:04:04 to 02-16-2016-05:04:04

|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
23.242.161.57 |Wnited Sates |147.237.0.34 |tikshuv.idf.il Too Mny of the Sane Response Qode (404) in Session from B ock 30
23.242.161. 57
66. 249. 69. 26 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unauthorized URL Access from 66.249. 69. 26 B ock
46. 19. 86. 124 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock
m ny- kosher-kravi .id
176. 13. 4. 109 | srael 147.237.0. 17 f Inly DOstributed |11egal Paraneter Encoding None 2
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Waut hori zed URL Access on 147.237.72. 166/ B ock
23.242.161.57 |lhited Sates |147.237.0.34 |[tikshuv.idf.il Too Many 404: Response Code per Session B ock
. . Unaut hori zed Met hod HEAD for
77.125. 6. 20 I srael 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ mai v sachar /i ckunpr at i mi shi yi m aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il 147, 237, 76. 42/ shar ed ol | ent scr  pt s/ j query/ expand. | s B ock 1
157.55. 39. 94 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
] . - Paraneter Type M ol ati on PageNumin
68.180.228.112 [Wited Sates |147.237.77.216|dover.idf.il vow i of i1/ 1115- ar / dover . aspx B ock 1
. . Unaut hori zed Met hod HEAD for
82. 166. 228. 10 | srael 147.237.72.166|aka. i df . i | ww aka, i df . i 1/br ot her s/ ski ra/ def aul t . asp Bl ock 1
66.249.64.229 [Israel 147.237.77.233|atal .idf.il D stributed Waut hori zed URL Access on 147.237.77. 233/ B ock 1
m ny- kosher-kravi .id
173.208. 206. 205|Lhited Sates |147.237.0.17 f Inly Unaut hori zed URL Access to ww. 1916wh. coml B ock 1
68.180.228.112 [wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawwidf.il/irag/ english/default.asp |B ock 1
. . Unaut hori zed URL Access to
37.26.146. 244 |Israel 147.237.77. 216 |dover . i df . i | vewvi i1/ atal /si teltenpl ates/ control | er. asp B ock 1
113.76.90.229 [China 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
66. 249. 66. 33 I srael 147.237.77.74 [lawidf.il Dstributed Il1egal Paraneter Encoding None 1
} . . Unaut hori zed URL Access to
68.180.228.175 |lhited Sates [147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 9699- he/ r ef uah. aspx B ock 1
131. 253.25. 139 |thited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on www i df.il/error.htm B ock 1
wawy, chamat z. aka. i df . i
23.106.239.11 |Wited Sates |147.237.77.226|. Wnaut hori zed LRL Access to B ock 1
il wan chanat z. aka. i df . i |/ shar ed/ user cont r ol s/ header upper /
216.218.206.66 |lLhited Sates [147.237.76.39 |nobile. neitav.idf.il Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
_ m ny- kosher - kravi . i d _
74.82.47.3 Lhited Sates |147.237.0.17 £l Unhaut hori zed URL Access to 147.237.0.17/ Bl ock 1
. . Unaut hori zed URL Access to
66.249.64. 51 | sr ael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ shared/ cl i ent scri pt s/ sa swiobject.js B ock !
157. 55. 39. 32 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/error.htm B ock 1
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