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M dover.idf.il

M aka.idf.il

B naar achot . i df . i |

M navy.idf.il

M mobile.idf.il

M nadi matal .idf.i

M atal.idf.il

M refuah.idf.il
e.refuah.idf.il

M natpash. i df i |

W 41.33.231.90
177.98. 122. 26
I 79.181.52. 42
46. 19. 85. 96
l 176.13.16.81
M 195. 34. 150. 18
[ 212. 143.142. 56
Il 66. 249. 69. 26
121. 141. 225. 10
W 128. 232. 110. 29
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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
183. 60. 48. 25 Chi na 147.237.76. 44 e.refuah.idf.il |JLM Under_ Attack_Con_Tcp drop 2
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack dr op 2
185. 130. 5. 224 147.237.76. 44 e.refuah.idf.il |Bock Wdp All Nets drop 1
85. 25. 43. 94 Ger nany 147.237.76. 31 nakchal .idf.il |Block Udp All Nets drop 1
173. 208. 206. 203 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1




02-16-2016-02:04:09 to 02-16-2016-03:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

188. 165. 15. 203 France 147. 237.77. 233 atal .idf.il |28 HITP. AhrefBot craw er Bl ock 1




02-16-2016-02:04:09 to 02-16-2016-03:04:09

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

of

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
121.141.225.10 |147.237.0. 34 ok‘f’rea RepUBL i C 1,y chu. i i ET SCAN Potential VNC Scan 5900- 5920 1
89, 248. 162. 167 |147. 237 77. 74 |Nst herl ands Lawdidf i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
T T ' Potential Scan or Brute Force
. L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
175.111. 35. 139 |147.237.76.31 |Tai wan nakchal .idf.il . 1
Potential Scan or Brute Force
121.141. 225,10 |147.237. 76. 200 Okfrea’ RepUBL i C 14t an. aka i o i ET SCAN Potential VNC Scan 5900- 5920 1
121.141.225.10 |147.237.76. 148 ok‘f’rea Republic | center. akaidf.il  |ET SCAN Potential VNC Scan 5900- 5920 1
121.141. 225.10 |147.237.0. 16 Okfrea’ Republic |0\ osher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
75.144. 83. 17 147.237.76.197 [Lhited Sates e hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 105. 134. 220[147. 237.8.50  |Sweden e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
_ _ L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
125.27.74.230 |147.237.76.30 |Thailand hi nush. i df . i | ) 1
Potential Scan or Brute Force
121.141. 225. 10 |147. 237. 76. 199 |FOT€& RPUBIIC | oy chal idF i1 ET SCAN Potential VWNC Scan 5900- 5920 1




02-16-2016-02:04:09 to 02-16-2016-03:04:09

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf . il drop SAMrule drop 30
176.13.16. 81 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 12
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46. 19. 85. 96 I 'srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 96 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |6
188. 120. 148. 225|l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |[monitor  [4
196. 217.129. 37 |Morocco 147.237.77. 216 |dover.idf.il drop drop 4
Sreaning Engine: TCP Invalid i i ssi
46.19.85. 79 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segment retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
94.77.196. 82 Saudi Arabia [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
31.168.193.73 |[lIsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
Sreaning BEngine: TQP Invalid i i SSi
207.46.13.85  |Wnited Sates |147.237.72.166 |aka.idf.il g =g Invalid segnent retransmssion. g, 2
Ret ransni ssi on Packet dr opped.
64.246.161.42 |United Qates |147.237.72. 156 |anan. i of .i Header Rejection P:ﬂg;trej ection pattern found in o vor |2
99. 239. 139. 137 [Canada 147.237.77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber alert
46.19. 86. 21 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber moni t or
221.199.217. 173|Australia 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
128. 232. 110. 29 z";;gom 147. 237. 77. 235 |sviva i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
84.94.46. 224 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 1
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 1
99. 239. 139. 137 |Canada 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
46. 19. 86. 194 I srael 147.237.77. 243 |nobi | e.i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 1
37.26.146.207 |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |1
157.55.39. 113 |Uhited Sates [147.237.77.176 |natpash.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
84.94.46. 224 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 1
128. 232. 110. 29 LK!i“r:gegom 147.237.0.34  |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.117.245. 100 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
37.187.114. 171 |France 147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
93.180.64.230 |Netherlands |147.237.0.16 | -KOsher-kraviuidi. |poq Top sequence SN retransmt with i fferent monitor |1
il w ndow scal e
128. 232. 110. 29 z‘;;gom 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
37.187.114.171 |France 147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
180.19. 113. 34  |Japan 147.237.72. 166 |aka.idf . i1 Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
5.102.242.183 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |1
128.232. 110, 29 | ted 147.237. 77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
Ki ngdom enf or cenent
71.246.100.37 |Uhited Sates |[147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpli ant Failed to hand e connection data [monitor |1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
79.181.52.42 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 79. 181. 52. 42 B ock 8
177.98.122. 26 |Brazil 147.237.77. 170 |maar achot . i df . i | |PHP At t enpt B ock 7
177.98.122.26 |Bazil 147.237.77. 170 [maarachot . i df . i | [Mil tipl e Unaut horized URL Access from 177.98. 122. 26 B ock 6
79.181.52.42 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt Bl ock 5
66.249.69.26 |lIsrael 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 69. 26 B ock 5
66.102.8.233 |[Lhited Sates |147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
66.102.8.243 |lhited Sates 147.237.77.216|dover.i df . il D stributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 2
) . - Unaut hori zed URL Access to
72.9.148.10  |lhited Sates  |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
79.182. 139. 132 || srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
79.180.65.82  |Israel 147.237.76.86 |navy.idf.il thautt hori zed URL Access to Bl ock 2
waw navy. i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp
. . . Paraneter Type Molation & in
149. 255. 33. 155 |Lhited Sates  |147.237.77.216|dover. i df .i | v i df i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx B ock 1
66. 102. 8. 238 Lhited Sates 147.237.77.216|dover. i df . il D stributed Lhaut horized UR. Access on wwu idf.il/error.htm B ock 1
. . . |Uhaut hori zed URL Access to
177.98.122.26 |Rrazil 147.237.77. 170 |maar achot . i df . i | , maar achot i df . i | / phproadmi n/ noadni n. php B ock 1
. . . Unhaut hori zed URL Access to
114.97.51.187 |China 147.237.77. 176 |mat pash. i df . i | vaw cogat i dff i 1/1039-ar/ i df g. aspx/ t r ackback/ B ock 1
46.135.12. 253 |Czech Republic |147.237.77.216|dover.idf.il Dstributed PHP At tenpt B ock 1
157.55.39. 240 [lhited Sates |147.237.72.166|aka. i df.i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
180. 19. 113. 34 |Japan 147.237.72.166|aka. i df . i | Unhaut hori zed Met hod HEAD for ww aka. i df .il/giyus/ general/ B ock
. . . Unaut hori zed URL Access to
123.125. 71. 117 |Chi na 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p._st or age/ i | es/ 3/ 3193, pcf B ock 1
66. 249. 78. 206 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/iturintasp/list.asp B ock 1
46.135.12. 253 [Czech Republic |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df.il/xnrpc. php B ock 1
177.98.122.26 |Bazil 147.237.77. 170 [maar achot . i df . i | [Adnin Bl ocki ng B ock 1
79.181.52.42 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df. i/ aj ax/ updat est at us. php Bl ock 1
66. 249. 64. 234 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1407- he/ at al . aspx B ock 1
203. 127. 96. 235 |9 ngapor e 147.237.77.216|dover.i df .l Uhaut hori zed URL Access to waw idf.il/error.htm B ock 1
141. 8. 142. 10 gj;;:lnl on 147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
54.183.203.47 |[thited Sates  [147.237.77.170 [n@arachot . i df . i | |Unaut hori zed URL Access to 147.237.77. 170/ B ock
66. 249. 64. 239 |l srael 147.237.77.233|atal .i df . il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
Unaut hori zed URL Access to
8.37.70.135 Lhited Sates [147.237.76.42 |refuah.idf.il ww ref ua. atal . i df.i|/1348- hel r ef uah. aspx&usg=al kj r hgpzh7i nyyrf cdsgsl B ock 1
Xqw t uj ugt a
208.115.113. 88 [Lhited Sates  [147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ show orumasp |B ock 1
. . . Paraneter Type Molation & in
149.255. 33. 185 |United Sates 147.237.76.42 |refuah.idf.il v refua. atal .idf.il/tenpl ates/ sendt of ri end/ sendt of ri end. aspx Bl ock !
93.171. 185. 165 [Czech Republic [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/mazi'a=0 B ock 1
66.249.69.26 |Israel 147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
37.187.114. 171 |France 147.237.0.19 |nmadimatal . i df.i|unauthorized URL Access to /sap/ hana/ adni n/ B ock 1
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