02-16-2016-01:07:30 to 02-16-2016-02:07:30

1"PT SwNn .’
Ov IDF Under Attack
www.gov.il Da.||y RepOrt

[Top Targets |
160+
1207 M dover.idf.il
M aka.idf.il
804 M ishurimaka.idf.i
B nat pash. i df . i |
Number . W robile.idf il
thcks 407 M hal ag. i df .
W atal.idf.il
. B nakchal .idf .il
O P R N eitan. aka idf.il
& ¥ ¥\ AP RN M redi matal . idf.il
RS Q & $ N g S &
\\ \.Q (@ Q& X . @
=~ & > )
NG &
Top Tar get

[Top Attackers |

50-¢

401

M 144. 200. 17. 38
41.33.231.90

I 84.94.174. 216
84.109. 212. 228

30+

20
N réfber M 85. 64. 176. 252
Atacks | | 2 IR sy (e B 190. 239. 212. 249

107] W 46. 19. 86. 65

M 46. 254. 166. 16
141. 8. 132. 112

M 195. 34. 150. 18

A N . . © © Q
SR e g g
Q toN . . N - X
% 0 )} > ) (7o) <> ) >
vb‘ b'}' bf?) '&Q - Q) "]:b 2 bﬂ/ b"y 05’) .
N Q - Rl Q- ™ N N
3 S

Top Attackers



02-16-2016-01:07:30 to 02-16-2016-02:07:30

|Top Attackers | n DDoS- Def ence |

Attacker Address
115. 230. 124. 164

|Attacker Country
Chi na

Target Address
147.237.77.216

dover.idf.il

Signature
bl ock-sp-traf 1

Device Action
drop

Count

185.94.111. 1

147.237.76. 34

yohal an.idf .il

B ock_Udp Al _Nets

dr op




02-16-2016-01:07:30 to 02-16-2016-02:07:30

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address ‘Site Sgnature Devi ce Action |Oount |
188. 165. 15. 44 France 147.237.72.167 |ishurimaka.idf.il 228 HITP.  AnrefBot craw er B ock 1
188. 165. 15. 90 France 147.237.77.226 |waw chamat z. aka. i df . i | 28: HITP.  AhrefBot craw er B ock 1
106. 38.241. 106 |China 147.237.72.166 |aka.idf.il Cl03: HTTP:. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106  [Chi na 147.237.77.216 |dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106  |Chi na 147.237.77.233 |atal .idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1




02-16-2016-01:07:30 to 02-16-2016-02:07:30

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

of

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
121. 141. 225. 10 |147. 237. 0. 17 O'?rea' Republic ) o kosher-kraviidf.il |ET SCAN Potential VNC Scan 5900- 5920 1
62. 114. 146. 155 [147. 237. 77. 216 |Egypt dover.idf.il portscan: TCQP D stributed Portscan 1
50.96. 186, 128|147 237 76.30 |india himsh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T B Potential Scan or Brute Force
Korea, Republic S .
121. 141. 225. 10 |147. 237. 76. 148 of ggcenter. aka. i df il ET SCAN Potential VNC Scan 5900- 5920 1
121. 141. 225. 10 |147. 237. 76. 31 Okfrea' Republ i | oy chal i df i ET SCAN Potential VNC Scan 5900- 5920 1
121. 141. 225. 10 |147. 237. 0. 33 ?'ea' Republicl; ¢ ) ET SCAN Potential VNC Scan 5900- 5920 1
65.60.36. 203 |147.237.0.35 [lhited Sates |akaws.idf.il ET SCAN NVAP -sS w ndow 1024 1
62. 114. 109. 141 |147. 237. 77. 216 |Egypt dover.idf.il portscan: TCP D stributed Portscan 1
218.108. 132. 58 [147.237.0.34 |China tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
121. 141. 225. 10 |147. 237. 76. 202 Okfrea' RepUDITC o 1 ag. i of i ET SCAN Potential VNC Scan 5900- 5920 1
121. 141. 225. 10 |147. 237. 76. 44 ?'ea' RepubliClo ot uah.iidf i ET SCAN Potential VNC Scan 5900- 5920 1
121.141. 225. 10 |147. 237. 0. 34 |O"€& Republicl iy b idr. il ET SCAN Potential VNC Scan 5900- 5920 1




02-16-2016-01:07:30 to 02-16-2016-02:07:30

|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address |Ste Signature

144.200.17.38 |Sntzerland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 46

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreaning Engine: TGP Invalid i i ssi

85. 64.176.252 |Israel 147.237.77. 176 |nat pash. i df .| 9 =9 Invalid segnent retransmssion. |, 16
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi

46.19. 86. 65 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.

84.94.174.216 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |10

Russi an L Sreaning Engine: TP Invalid [invalid segrent retransmission.

141.8.132.112  |Z oo 147.237.72. 166 |aka.i df .i 1 Ret 1 ansmi Ssi on Packet  dr opped. drop 9
Sreaning Engine: TGP Invalid i i ssi

185.3.147.120 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dropped.

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

84.94.174.216 |lsrael 147.237.72. 166 |aka.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6

84.109. 212. 228 |lsrael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence noni t or 6

84.94.174. 216 | srael 147.237.72. 166 |aka. i df .l dr op Frst packet isn't SN drop 5

84.94.174.216 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber aert 5

104.34.95.103 |Uited Sates 147.237.76.31 |nakchal.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 5

31.210. 187. 225 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5

95. 35. 60. 197 I srael 147.237.72.167 |ishurimaka. i df .il|Bad TCP sequence Invalid ACK nunber noni t or 5

188. 120. 148. 221 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |5

84.109.212. 228 |Israel 147.237.72. 167 |i shuri maka. i df . i l|dr op Frst packet isn't SN drop 4
Sreaning BEngine: TGP Invalid i i ssi

66.249.66.42  |Wnited Qates  |147.237.77. 234 |halag.idf il 9 =g Invalid segnent retransmssion. |y, 4
Ret r ansmi ssi on Packet dropped.

46. 19. 86. 194 I srael 147.237.77. 243 |mobil e.idf i | Bad TCP sequence Invalid ACK nunber nonitor |4
Sreaning BEngine: TGP Invalid i i ssi

207.46.13.85  |Uited Sates  |147.237.72. 166 |aka i of il 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

157.55.2.128  |wited Sates 147. 237.76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. |, 4
Ret ransm ssi on Packet dropped.

195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data |nonitor |4

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 3

84.109. 212. 228 |l srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Invalid ACK nunber aert 3

46.19. 86. 222 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi

31.154.160.13 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransmi ssi on Packet dr opped.

84.109. 212. 228 |l srael 147.237.72. 167 |ishurimaka. i df .il|Bad TCP sequence Inval i d ACK nunber moni t or 3
Sreaning BEngine: TCP Invalid i i ssi

66.249.69.38  |lnited Sates  |147.237.77. 243 |nobile.idf. i 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dropped.

41.254.2.244 |- Dvan Aeb 147.237.77. 176 |matpash.idf.il  |dro First packet isn't SWN dro 3

) C Janghi riya ) o pash. 1 dt. P pac P
o SN retransnmit wth different .
62.114. 146. 155 |Egypt 147.237. 77. 216 |dover.idf .i | Bad TCP sequence vi ndow scal e noni t or 3
Russi an . . |Streanming Engine: TCP Invalid [invalid segrent retransnission.

93. 158. 152. 49 erati on 147. 237. 76. 147 |chi nuch. aka. i df . i | Ret 1 ansmi Ssi on Packet dr opped. drop 3

84.109. 212. 228 |Israel 147.237.72. 167 [i shurimaka.i df . i ||SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect

38. 81. 65. 42 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

136. 243. 67. 234 |Ger many 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
Sreaning BEngine: TCP Invalid i i ssi

97.75.150.206 |lnited Qates  |147.237.76.86 |navy.idt.il 9 =9 Invalid segnent retransmssion. |y, 2
Ret r ansmi ssi on Packet dropped.

144.200.17.38 |Satzerland 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2

87.68. 16. 170 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2

46. 19. 85. 235 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreaning BEngine: TP Invalid i i ssi

66.249.66.45  |United Sates  |147.237.77. 234 |halag.idf .i| g =g Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.

88. 1. 103. 95 ai n 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber noni t or

46. 19. 86. 222 I srael 147.237.77. 216 |dover. i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreaning BEngine: TCP Invalid i i ssi

157.55.39.96  |Wited Sates  |147.237.72. 166 |aka i of i 9 =9 Invalid segnent retransmssion. |y, 2
Ret r ansmi ssi on Packet dropped.

80.230.17.239 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

144.200.17.38  |Satzerland 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber aert
Sreaning Engine: TGP Invalid i i ssi

66.249.66.39  |Lhited Sates 147.237.77. 234 |hal ag.idf . 9 =g Invalid segnent retransmssion. |, ., 2
Ret r ansmi ssi on Packet dr opped.

178. 154. 189. 15 R‘SIS::I”im 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 1

141.212. 122. 215|Wited Sates 147.237.76.202|e.halag.idf.il  |Geo-1 ocati on enf or cement Sﬁ?;ggﬁ;'nfn I nbound drop 1

198.1.101.123 |hited Sates 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |1

52.16. 5. 197 Lhited Sates 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 1




02-16-2016-01:07:30 to 02-16-2016-02:07:30

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
190. 239. 212. 249|Reru 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt Bl ock 7
Russi an . . .
46. 254. 166. 16 r at i on 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt Bl ock 6
190. 239. 212. 249|Feru 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 190. 239. 212. 249 Bl ock 6
46. 254. 166. 16 R‘Sf;:t”i o 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 46. 254. 166. 16 B ock 5
66. 249. 69. 26 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 66. 249. 69. 26 B ock 5
176. 205. 65. 186 ;"ﬁ:rt:tde:(ab 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 3
Lhited Arab . . D stributed Unaut hori zed LRL Access on
176.205.65.186 |_. o 147.237.72. 166 |aka. i df . i | vaw aka. i df i 1/ xmhr pe. php Bl ock 3
186.56.87.194 |Argentina 147.237.77.216 |dover. i df . i | Unaut hori zed URL Access to waw i df.il/aman Bl ock 2
46. 19. 85. 160 I srael 147.237.77. 216 |dover . i df . i | Illegal HITP \ersion B ock 1
188. 120. 148. 221 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df. i/ hi nush B ock 1
157. 55. 39. 95 Lhited Sates 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
: . . S Uhtraceabl e Gonnection - Protocol violation
88.1.103.95 Spai n 147.237.77.216|dover. i df . i | (SSL CONN LI ENT FELLO) None 1
208.115.113.89 [lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/yohal an/ mai n/ B ock 1
. . Unknown HTTP Request Method : in URL
46.19.85. 160 | sr ael 147.237.77. 216 dover . i df . i1 asp. net _sessi oni d=au5z4qg45I vOi 2k2oaneai 1qgr B ock !
38. 81. 65. 42 Lhited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
185. 25, 148. 240 |Fol and 147.237.77.235|sviva. i df . i | Wnaut hori zed URL Access to B ock 1
t est p4. pospr . waw pl / t est pr oxy. php
104. 236. 104. 128 147.237.0.19 [madi matal .idf.il Untraceabl e SSL Sessi ons: Unhsupported d pher None 1
. . Uhaut hori zed URL Access to
66. 249. 69. 32 | srael 147.237.77.216|dover.i df . i | 147, 237. 77. 216/ 1133- 20477- he/ dover . aspx B ock 1
46. 19. 85. 160 I srael 147.237.77. 216 |dover . i df . i | Mal formed URL asp. net _sessi oni d=au5z4q45| v0i 2k2o0aneai 1qr  |B ock 1
190. 239. 212. 249|Feru 147.237.72. 166 |aka. i df . i | Admin Bl ocki ng B ock 1
157.55.39.234 |lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
14.139. 227. 147 |Iindia 147.237.76.200|ei tan. aka.i df . il Dstributed PHP Attenpt B ock 1
93. 160. 60. 22 Denrmar k 147.237.77. 216 |dover.idf . il Unaut hor i zed URL Access to waw i df .il/1503-en/ dover.aspx. |B ock 1
41.207. 3. 138 Qte Dlvoire 147.237.77.216|dover. i df .i | Enail collector robots 14 Bl ock 1
185.49.14.190  |Fol and 147.237.77. 216 |dover. i df . i | thaut hori zed URL Access to B ock 1
t est p4. pospr . waw pl / t est pr oxy. php
104. 236. 107. 34 147.237.77.216|dover.idf .i | Untraceabl e SSL Sessi ons: Unhsupported d pher None 1
68.180.228. 112 [lLnited Sates 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to v i df.il/894-ar B ock 1
46.19. 85. 160 I srael 147.237.77.216|dover.idf .il Mitiple Illegal HITP Version from46. 19. 85. 160 B ock 1
14. 139. 227. 147 |india 147.237.76.200(ei tan. aka. i df . i | Uhaut hori zed URL Access to waw eitan. aka.idf.il/xmrpc.php |B ock 1
. m ny- kosher-kravi .id .
104. 131.182.54 |lhited Sates 147.237.0. 17 £l SSL Uhtraceabl e Gonnection - Uhsupported d pher None 1
41.207.3.138 Qte Divoire 147.237.77. 216 |dover.idf . il eMi | Hoar di ng B ock 1
www. chanat z. aka. i df . i
185.49. 14.190  |Pol and 147. 237. 77. 226 |. tnaut hori zed URL Access to B ock 1
il t est p3. pospr. waw pl / t est proxy. php
104. 236. 110. 34 147.237.0.16 |ny-kosher-kravi .idf.i||utraceabl e SSL Sessions: Uhsupported d pher None 1
79.178.55.248 |[Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 1
46.19. 85. 160 I srael 147.237.77.216|dover. i df .i | Mil tiple Malformed URL from 46. 19. 85. 160 B ock 1
: . . Unaut hori zed URL Access to
23.106.244.91 |lhited Sates 147.237.77. 216 |dover . i df . il Vo i i 1/ 894- en/ i dff gdover . aspx Bl ock 1
104. 236. 92. 149 147.237.76.39 |nobile.neitav.idf.il [SSL Wntraceabl e Connection - Unsupported 4 pher None 1
Russi an . . Unaut hori zed URL Access to
46. 254. 166. 16 e ot i on 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai n/ i yus/ i ndex. php B ock 1
46.19. 85. 160 I srael 147.237.77.216|dover.idf .i | Abnormal |y Long Request net hod Bl ock 1
m ny- kosher - kravi . i d .
104. 236. 111. 245 147.237.0. 17 £l Uhtraceabl e SSL Sessi ons: Uhsupported 4 pher None 1
79.178.55.248 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df .i|/xmrpc. php B ock 1
190. 239. 212. 249 |Feru 147.237.72. 166 |aka. i df . i | thaut hori zed URL Access to . B ock 1
waw. aka. i df . i |/ phprnoadm n/ noadm n. php
46.19. 85. 160 I srael 147.237.77.216|dover.idf .il Mil tipl e Unknown HTTP Request Method from 46.19.85.160 |B ock 1
185. 25. 148. 240 |Pol and 147.237.77.234|hal ag. i df . | thauthori zed URL Access to Bl ock 1
test p2. czar. bi el ana. pl / t est pr oxy. php
37.187.114.171 |France 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to /sap/ hana/ adm n/ B ock 1
104. 236. 93. 11 147.237.0.16 |ny-kosher-kravi.idf.i||utraceabl e SSL Sessions: Uhsupported d pher None 1
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